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ABSTRACT: Key management has remained a difficult 

issue in wireless device networks (WSNs) as a consequence 

of the constraints of device node resources. Various key 

management conspiracies that trade off secrecy and 

operational necessities are proposed in recent years. 

Wireless sensor networks (WSNs) to replied continuous 

accessibility of the wireless medium to communicate 

contributing the sensor nodes. Though, the open nature of 

this wireless medium leaves it exposed to multiple security 

threats or attacks. The encryption key protocols are 

required to securing data and communications. Symmetric 

key conspiracies are unworkable for mobile sensor nodes 

and therefore past methods have concentrated only on static 

WSNs. It is also not mountable and not strong compared to 

compromise nodes, and not capable to support node 

mobility. The Extend CL-EKM supports economical key 

updates once a node leaves or joins a cluster and ensures 

forward and backward key secrecy. The protocol 

additionally supports economical key revocation for 

compromised nodes and minimizes the impact of a node 

compromise on the protection of alternative communication 

links. A security analysis of our theme shows that our 

protocol is effective in defensive against varied attacks. we 

tend to implement Extended CL-EKM in Conic OS and 

simulate it exploitation Coola machine to assess its time, 

energy, communication, and memory performance. 

KEYWORDS: Wireless Sensor Networks, Key 

Management, and Cryptography.  

 

I. INTRODUCTION 

Wireless Sensor Network (WSN) is the network that consist 

of many small devices that called sensors. In literature, 

sometimes it is considered as a special type of the ad hoc 

networks [1]. These networks are useful in our life; they are 

widely used in many applications. WSN is used in military, 

commercial, and in ecological. Thus, the communications in 

these networks must be secure. Securing the communication 

in WSN is a very important issue, just because of many 

security threats and because of the nature of WSN. We can 
notice this point by studying the communication links in 

these networks, which is the radio links that is subject to 

many faulty information and malicious attacks. Sensor 

devices in general have a limitation in its resources; these 

limitations can control the nature for WSNs, also affect the 

security level for this type of networks. As an example for 

such limitations; limited processing power, battery age, 

transmission distance, shortage in memory space, random  

 

distribution for nodes, and bandwidth [2]. DYNAMIC 

wireless detector networks (WSNs), which enable quality of 

detector nodes, facilitate wider network coverage and 

additional correct service than static WSNs. Therefore, 

dynamic WSNs area unit being apace adopted in observance 
applications, like target chase in parcel of land police 

investigation, healthcare systems, traffic flow and vehicle 

standing observance, dairy cattle health observance [9]. 

However, detector devices are prone to malicious attacks like 

impersonation, interception, capture or physical destruction, 

because of their unattended operative environments and 

lapses of property in wireless communication of [20]. Thus, 

security is one in every of the most necessary problems in 

several vital dynamic WSN applications. Dynamic WSNs so 

ought to address key security requirements, like node 

authentication, knowledge confidentiality and integrity, 
whenever and where the nodes move. Due to the 

advancement of a sensing element technology, it’s attainable 

that WSNs will contain an oversized range of inexpensive, 

lowpower and little sensing element nodes. There are several 

applications of WSNs. For instance, it includes target chase 

and piece of land police work in military, health care system 

and scientific exploration in civilian operations. The most 

task of WSNs is observation some sorts of space and 

coverage the collected knowledge to Base Station (BS) 

exploitation wireless channel. However it's susceptible to 

attacks like node capture, traffic jamming and collusion from 
human owing to the six characteristics of WSN [1]. 

 

II. RELATED WORKS 

In this section, we discuss about the background information 

of the key management. Key management is the important 

construction block for all security aims in WSNs. There are 

several key management methods to increase the security 

levels. The dynamic key management model for hierarchical 

heterogeneous sensor networks it is need for According to 

the secure communication demand in WSN, 2varieties of key 

institution are needed. One is pair wise key institution; the 

opposite is cluster key institution. A few schemes has been 
projected that incorporates 3 phases normally [10]:(1) key 

setup before deployment, (2) shared-key discovery once 

preparation, and (3) path-key institution if 2 sensor nodes 

don't share an on the spot key. The most in style pair wise 

key pre-distribution answer is Random Pair wise Key theme 

[11] which addresses unessential storage drawback and 

provides some key resilience. It’s supported Erodes and 

Reni’s [12] work. Every sensing element node stores a 
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random set of Nape pair-wise keys to achieve chance p that 2 

nodes are connected. Neighboring nodes will tell if they 

share a common pair-wise key once they send and 

receive‖Key Discovering‖ Message inside radio range. Its 
defect is that it sacrifices key property to decrease the storage 

usage. Closest (location-based) pair-wise keys predistribution 

theme [13] is another to Random pair wise key scheme. It 

takes advantage of the situation data to enhance the key 

connectivity. Later on, Random key-chain based mostly key 

predistribution answer is another random key predistribution 

solution that originated from the answer of basic probabilistic 

key redistribution scheme [14]. It depends on probabilistic 

key sharing among the nodes of a random graph. 

 
Fig 1: System Architecture 

II Basic requirements and evaluation metrics Dynamic key 

management can be considered as a branch of key 

management. All key management schemes should fulfill the 

following traditional security requirements: confidentiality, 
authentication, freshness, integrity and non-repudiation. The 

same holds for dynamic key management schemes. In 

addition, according to the features and the application 

environment of dynamic key management, some particular 

evaluation measurements are highlighted. Therefore, this 

section de- fines the most common metrics used for 

evaluating dynamic key management techniques in wireless 

sensor networks. In [13], evaluation metrics for pre-

distribution key management are classified as security, 

efficiency and flexibility, according to the constraints of 

sensor nodes and networking. Based on this classification and 
the unique features of dynamic key management, we present 

the basic requirements and evaluation metrics for dynamic 

key management. It has to be noted that among the following 

metrics, node revocation, forward and backward secrecy, 

collusion resistance and key connectivity are only applicable 

for dynamic key management schemes, while the other 

metrics can also be applied to static key management 

schemes. 2.1. Security metrics Dynamic key management 

schemes must provide the cryptographic keys in a secure 

manner, thwarting the activities of malicious nodes inside a 

network. Upon detecting a compromised sensor node, the 

current secret key of the compromised sensor node must be 

revoked and a new one must be generated and distributed to 

its associated sensor nodes, except the compromised one. 
Moreover, it is desirable for a dynamic key management 

scheme to maintain not only forward and backward secrecy, 

but also collusion resistance between the newly joined nodes 

and the compromised ones. In addition, resilience against 

node capture and node replication needs to be provided. 1. 

Node revocation. Once compromised sensor nodes are 

detected, an effective solution should be able to revoke them 

promptly from the network. Such mechanisms are useful to 

prevent a compromised node from deviating the network 

behavior by injecting false data or modifying data of trusted 

nodes. 2. Forward and backward secrecy. Forward secrecy is 

used to prevent a node from using an old key to continue 
decrypting new messages [20]. Backward secrecy is the 

opposite, it is used to prevent a node with the new key from 

going backwards in time to decipher previously received 

messages encrypted with prior keys [20]. Both forward and 

backward secrecy are used to defeat node capture attacks. 3. 

Collusion resistance. An adversary might attack the network 

by compromising a number of nodes in the network, making 

these nodes collude and collaboratively reveal all system 

keys and consequently capture the entire network. A good 

dynamic key establishment technique must resist the 

collusion of newly joined and compromised nodes. 4. 
Resilience. Resilience indicates the resistance against node 

capture, where the adversary physically attacks a sensor node 

and tries to recover secret information from its memory. It 

measures the impact of one captured node on the rest of the 

network. The resilience of a key management system is high 

if an adversary cannot affect any node except the captured 

one. In contrast, the resilience is low if the capture of a single 

node leads to the compromise of the whole network. 

 

III. SYSTEM MODEL 

In the present work we consider the DTN environment 
without any centralized trusted authority (TA). Nodes are 

able to use multi hops communication. Node exchanges the 

information on encounters with another node.  

 

Selfish Behavior and Model  

The selfish behavior of the node is defined as the 

unwillingness of node in participation of its resources on 

others requirement, this is generally done to maintain its 

limited resources such as power. Since DTNs required 

participation of all nodes in packet relaying this could cause 

severe degradation of the performance. They considered 

selfish nodes acts for its own interests, so to save energy it 
just drop the packet but it may decide to forward a message 

with a certain probability. Two kind of selfishness: 1. 

Individual Selfishness: Here node forwards only those 

packets which are generated by it and drop packets from 

other node. 2. Social Selfishness: Here nodes are willing to 

forward packets for other nodes with  
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Fig 2: System model 

whom they have social connect but not others and such 

willingness varies with the strength. Strategies [13] for 

prevention of selfishness are as follows: 1. Barter Based 2. 

Credit Based 3. Reputation Based. Barter Based is pair wise 
Tit-For-Tat strategy. The procedure is that two encounter 

nodes exchange the equal value of messages. A message in 

which the nodes are interested is called primary message and 

other are secondary messages, hence it degrades the 

performance of nodes drastically. Credit Based strategy are 

cooperative to forward the messages, the idea is to get certain 

amount of credit as a reward that it can later explore for its 

own profit. Credit Based are generally of two types: Message 

Purse Model and Message Trade Model. In Message Purse 

Model source node pay credits to the intermediate nodes 

which are involve in forward the messages to the destination. 
In Message Trade Model the sender of the message pay 

credits to receivers in each hop-by-hop transmission until the 

message reach the destination, which finally pays credits for 

the message forwarding. Reputation Based strategy based 

upon cooperative experiences and observation of its past 

activities. If the reputation value of a node is less, it reflects 

that the node is selfish according to other nodes, otherwise 

Cooperative nature to the nodes. Each intermediate node 

receives a reputation value after pass a message to other 

nodes. The reputation value is a proof about the cooperative 

nature of the intermediate node. Reputation Based are 

generally of two types: Detection Based Model and Without 
Detection Based Model. In Detection Based every node 

detects the behaviour of the receiver which receives the 

message from him, in order to monitor the selfishness and 

encourage them to be cooperative in nature. In reputation the 

node is punished if it is not cooperate in nature. Reputation is 

also used in Social Selfishness Aware Routing (SSAR), the 

performance of the node is not affected by the not well-

behaved nodes. First check the willingness of receiving node 

if it is ready then the message with higher delivery 

probability in the network is transferred. When a node 

behave as a selfish then forward the messages only to its 
community while a malicious node aims to break all the 

protocols of basic DTN routing functionality. A malicious 

node drops the packets and also performs the trust related 

attacks: 1. Self-promoting attacks: To attract other packets in 

the network its increase own importance by providing good 

credits or recommendations for itself. 2. Bad-monitoring 

attacks: It decreases the probability of packet routing through 
good nodes by providing bad recommendations and its ruin 

the reputation of well-behaved nodes. 3. Ballot stuffing: It 

increase the probability of packet transfer through malicious 

node by proving good recommendations to the bad nodes, it 

increase the reputation of not well-behaved nodes. A 

malicious node attacker performs random attacks to evade 

detection. We introduce a new random attack probability to 

reflect random attack behavior. When random attack 

probability is equal to 1, the malicious attacker is a reckless 

attacker, when random attack probability is less than 1 it is a 

random attacker. The node trust value is directly accessed by 

the trust evaluation and indirect trust value by 
recommendations.  

 

IV. PROPOSED SCHEME 

In this paper, we present a certificateless effective key 

management (CL-EKM) scheme for dynamic WSNs. In 

certificateless public key cryptography (CL-PKC), the user’s 

full private key is a combination of a partial private key 

generated by a key generation center (KGC) and the user’s 

own secret value. The special organization of the full 

private/public key pair removes the need for certificates and 

also resolves the key escrow problem by removing the 
responsibility for the user’s full private key. We also take the 

benefit of ECC keys defined on an additive group with a 

160-bit length as secure as the RSA keys with 1024-bit 

length.In order to dynamically provide both node 

authentication and establish a pairwise key between nodes, 

we build CL-EKM by utilizing a pairing-free certificateless 

hybrid signcryption scheme (CL-HSC). 

 
Fig: flow of proposed system 
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ADVANTAGES OF PROPOSED SYSTEM: 

To support node mobility, our CL-EKM also supports 

lightweight processes for cluster key updates executed when 

a node moves, and key revocation is executed when a node is 
detected as malicious or leaves the cluster permanently. 

CL-EKM is scalable in case of additions of new nodes after 

network deployment. CL-EKM is secure against node 

compromise, cloning and impersonation, and ensures forward 

and backward secrecy. The security analysis of our scheme 

shows its effectiveness. 

 

V. OVERVIEW OF THE CERTIFICATELESS 

EFFECTIVE KEY MANAGEMENTAND SECURITY 

MODEL SCHEME KEY MANAGEMENT 

Before WSN will exchange information firmly, encryption 

keys should be established among sensing element nodes. 
Key distribution refers to the distribution of multiple keys 

among the sensing element nodes, which is typical in an 

exceedingly non-trivial security theme. Key management 

could be a broader terms for key distribution, which 

conjointly includes the processes of key setup, the initial 

distribution of keys, and key revocation — the removal of a 

compromised key. A. Network Model We contemplate a 

heterogeneous dynamic wireless device network (See Fig. 1). 

The network consists of variety of stationary or mobile 

device nodes and a bachelor's degree that manages the 

network and collects knowledge from the sensors. Device 
nodes will be of 2 types: (i) nodes with high process 

capabilities, referred to as H-sensors, and (ii) nodes with low 

process capabilities, said as Lsensors. We have a tendency to 

assume to own N nodes within the network with variety N1 

of H-sensors and variety N2 of Lsensors, wherever N = N1 + 

N2, and N1 N2. Nodes could be part of and leave the 

network, and thus the network size could dynamically 

amendment. The H-sensors act as cluster heads whereas L-

sensors act as cluster members. They are connected to the 

bachelor's degree directly or by a multi-hop path through 

other H-sensors. H-sensors and Lsensors will be stationary or 
mobile. Once the network preparation, every H-sensor forms 

a cluster by discovering the neighboring Lsensors through 

beacon message exchanges. The L-sensors will be part of a 

cluster, move to different clusters and conjointly re-join the 

previous clusters. To maintain the updated list of neighbors 

and property, the nodes in an  

 

VI. CONCLUSION 

This Project proposed to the primary certificate less effective 

key management protocol (CL-EKM) for secure 

communication in dynamic WSNs. CLEKM support 
economical communication for key updates and management 

once a node leaves or joins a cluster and thence ensures 

forward and backward key secrecy. Our theme is resilient 

against node compromise, cloning and impersonation attacks 

and protects the info confidentiality and integrity. This 

project have a tendency to introduce a replacement theme 

which will be used for establish varied keys (pair wise keys, 

path keys and cluster keys) for wireless device networks. It is 

able to do quick credibility while not further computations 

and communications. The experiment result shows the 

performance of TKLU is fresh. Associate in nursing energy-

efficient dynamic key management theme victimization the 
EBSs, polynomials and secret symmetry keys. EEDKM 

provides localized rekeying which is effectively performed 

not poignant the opposite elements of WSN. Since EEDKM 

uses bilaterally symmetric key between the bachelor's degree 

and sensor node, it will certify the node and performs 

rekeying more energy expeditiously than LOCK within the 

higher layer. EEDKM is additional resilient than general key 

management scheme supported the EBSs and polynomial 

keys. Therefore rekeying is performed less of times. These 

mathematical models are utilized to estimate the right worth 

for the Told and Takeoff for parameters supported the speed 

and also the desired exchange between the energy 
consumption and also the security level.  
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