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Abstract: Cloud computing may be a computing ideas that
allows once needed and low maintenance usage of
resources, however the info is shares to some cloud servers
and varied privacy connected issues emerge from it. varied
schemes like supported the attribute-based cryptography are
developed to secure the cloud storage. Most work viewing
the info privacy and also the access management, whereas
less attention is given to the privilege management and also
the privacy. during this paper, we tend to gift a privilege
management theme namelessness management to deal with
and also the user identity privacy in existing access
management. Namelessness management decentralizes the
central authority to limit the identity outflow and therefore
achieves partial namelessness. It conjointly generates the
file access management to the privilege management, by
that privileges of all operations on the cloud knowledge may
be managed in a very correct manner. we tend to gift the
namelessness Control-F, that prevents the identity and
reach the namelessness. Our security analysis shows that
each namelessness management and namelessness Control-
F are secure below the Daffier—Hellman assumption and
our performance analysis exhibits the practicableness of
our schemes.

I. INTRODUCTION

Cloud computing could be a revolutionary computing
technique, by that computing resources are provided
dynamically via web and therefore the knowledge storage
and computation are outsourced to somebody or some party
in an exceedingly cloud. In cloud storage systems, there are
multiple authorities co-exist and every authority is ready to
issue attributes severally [9].Cloud computing provides a
ascendable, location-independent and high performance
resolution by relegation computation tasks and storage into
the resource-rich clouds.

This overcomes the resource limitation of users with
relevancy knowledge storage, knowledge sharing and
computation varied techniques are projected to guard the
information contents privacy via access management
Identity-based encoding (IBE), Fuzzy Identity-Based
encoding Key-Policy Attribute-Based encoding (KP-ABE),
Cipher text-Policy Attribute primarily based encoding (CP-
ABE) and AnonyControl and AnonyControl-F [1] to permit
cloud servers to manage user’s access privileges while not
knowing their identity data. within the KP-ABE [5], a cipher
text is related to a group of attributes, and a personal secret is
related to a monotonic access structure sort of a tree, that
describes this user’s identity (e.g. IIT AND (PhD OR

Master)). A user will rewrite the cipher text if and on
condition that the access tree in his non-public secret is
happy by the attributes within the cipher text. However, the
encoding policy is represented within the keys, therefore the
encrypted doesn't have entire management over the encoding
policy [10]. He must trust that the key generators issue keys
with correct structures to correct users. moreover, once a re-
encryption happens, all of the users within the same system
should have their non-public keys re-issued therefore on gain
access to the re-encrypted files, and this method causes hefty
issues in implementation. On the opposite hand, those issues
and overhead are all resolved within the CP-ABE [3]. within
the CP-ABE, cipher texts are created with associate access
structure, that specifies the encoding policy, and personal
keys are generated in step with users’ attributes. A user will
rewrite the cipher text if and on condition that his attributes
within the non-public key satisfy the access tree per the
cipher text.

By doing therefore, the encrypted holds the final word
authority concerning the encoding policy. Also, the already
issued non-public keys can ne'er be changed unless the
complete system reboots [11]. not like the information
confidentiality, less effort is paid to guard users’ identity
privacy throughout those interactive protocols. Users’
identities, that are represented with their attributes, are
usually disclosed to key issuers, and therefore the issuers
issue non-public keys in step with their attributes. however it
looks natural that users are willing to stay their identities
secret whereas they still get their non-public keys. thus
AnonyControl and AnonyControl-F [1] to permit cloud
servers to manage users’ access privileges while not knowing
their identity data. The schemes are able to shield user’s
privacy against every single authority. Partial data is
disclosed in AnonyControl and no data is disclosed in
AnonyControl-F. The schemes are tolerant against authority
compromise, and compromising of up to (N — 2) authorities
doesn't bring the complete system down.

Il. RELATED WORKS
There square measure various work carried within the field
of information protection at cloud. several models, schemes
and techniques square measure planned for knowledge
security. M. Sugumaran et al [10] illustrates some of
techniques that resolves the protection of the information and
proposes design to safeguard the information in cloud. In
planned design the encrypted knowledge is hold on in cloud
exploitation cryptography technique i.e. placed on block
cipher. Cindhamani.J et al planned associate degree
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increased frame work for knowledge security in cloud that
follows the protection polices like integrity, confidentiality
and convenience. Parameters they used square measure 128
bit coding, RSA algorithmic program and sure Party Auditor
(TPA). Before storing the information into the cloud, the
information owner assigns the privileges that United Nations
agency can access the information. once assignment the
privileges they encipher the information and stores into the
cloud. Dharmendra [4] planned the unified encoding design
that ensures the information security and privacy with
affordable performance overhead of computer system. it's
supported construction identity coding approach with 2
level/factor biometric identification method.

Dr. L. Arockiam et al achieves the information
confidentiality in cloud storage with 2 completely different
techniques i.e. coding and obfuscation. coding encrypts the
alpha-numeric and alpha knowledge whereas obfuscation
encrypts the numeric knowledge. each square measure done
on user aspect. First, the user needs to encipher the
information exploitation any technique then he stores the
information into cloud storage. Taeho Carl Jung et al [14] use
2 schemes to regulate the information privacy and therefore
the identity privacy. One is that the AnonyControl theme i.e.
semi anonymous privilege management theme that not solely
addresses the information privacy however additionally the
user identity privacy in living access management schemes.

It decentralizes the central authority to restraint the identity
outpouring and therefore achieves semi namelessness.
Another is that the AnonyControl-F theme that controls the
identity outpouring and achieves the complete namelessness.
Eman M.Mohamed et al [6] Exhibits the knowledge security
model that's supported the analysis of cloud design and
enforced code to accentuate endeavor in data security model
for cloud computing. Hu Shuijing [7] represented the big
necessities in cloud computing, like security key technology,
regulation and normal etc and mentioned manner within
which they're self-addressed. during this planned model
knowledge is protected against all threats i.e. internal and
external, thread throughout, transits yet as once knowledge at
rest.

I1l. PROPOSED WORK

In this scheme Various schemes based on the attribute-based
encryption have been proposed to secure the cloud storage.
Various techniques have been proposed to protect the data
contents privacy via access control. we propose
AnonyControl and AnonyControl-F (Fig. 1) to allow cloud
servers to control users™ access privileges without knowing
their identity information. They will follow our proposed
protocol in general, but try to find out as much information as
possible individually .The proposed schemes are able to
protect user™s privacy against each single authority. Partial
information is disclosed in AnonyControl and no information
is disclosed in AnonyControl-F. We firstly implement the
real toolkit of a multiauthority based encryption scheme
AnonyControl and AnonyControl-F.
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Figl: system architecture
Implementation: Implementation is the stage of the project
when the theoretical design is turned out into a working
system. Thus it can be considered to be the most critical
stage in achieving a successful new system and in giving the
user, confidence that the new system will work and be
effective. The implementation stage involves careful
planning, investigation of the existing system and it"s
constraints on implementation, designing of methods to
achieve changeover and evaluation of changeover methods.
Module description: Number of Modules After careful
analysis the system has been identified to have the following
modules:
1. Registration based Social Authentication Module 2.
Security Module Attribute-based encryption module.
3. Multi-authority module.
1. Registration -Based Social Authentication Module: The
system prepares trustees for a user Alice in this phase.
Specifically, Alice is first authenticated with her main
authenticator (i.e., password),and then a few(e.qg., 5) friends,
who also have accounts in the system, are selected by either
Alice herself or the service provider from Alice’s friend list
and are appointed as Alice’s Registration.
2. Security Module: Authentication is essential for securing
your account and preventing spoofed messages from
damaging your online reputation. Imagine a phishing email
being sent from your mail because someone had forged your
information. Angry recipients and spam complaints resulting
from it become your mess to clean up, in order to repair your
reputation. Trustee based social authentication systems ask
users to select their own trustees without any constraint. In
our experiments, we show that the service provider can
constrain trustee selections via imposing that no users are
selected as trustees by too many other users, which can
achieve better security guarantees.
3. Attribute-based encryption module: Attribute-based
encryption module is using for each and every node encrypt
data store. After encrypted data and again the re-encrypted
the same data is using for fine-grain concept using user data
uploaded. the attribute-based encryption have been proposed
to secure the cloud storage. Attribute-Based Encryption
(ABE). In such encryption scheme, an identity is viewed as a
set of descriptive attributes, and decryption is possible if a
decrypter*s identity has some overlaps with the one specified
in the cipher text.
4. Multi-authority module: A multi-authority system is
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presented in which each user has an id and they can interact
with each key generator (authority) using different
pseudonyms. Our goal is to achieve a multi-authority CP-
ABE which achieves the security defined above; guarantees
the confidentiality of Data Consumers™ identity information;
and tolerates compromise attacks on the authorities or the
collusion attacks by the authorities. This is the first
implementation of a multi-authority attribute based
encryption scheme.

IV. CONCLUSION

This paper proposes a semi-anonymous attribute-based
privilege management theme AnonyControl and a completely
anonymous attribute-based privilege management theme
AnonyControl-F to deal with the user privacy drawback in a
very cloud storage server. mistreatment multiple authorities
within the cloud computer system, our projected schemes
bring home the bacon not solely fine-grained privilege
management however conjointly identity obscurity whereas
conducting privilege management supported users’ identity
info. a lot of significantly, our system will tolerate up to N —
two authority compromise, that is very preferred particularly
in Internet-based cloud computing surroundings. we tend to
conjointly conducted careful security and performance
analysis that shows that Anony- management each secure and
economical for cloud storage system. The AnonyControl-F
directly inherits the protection of the AnonyControl and
therefore is equivalently secure because it, however further
communication overhead is incurred throughout the 1-out-of-
n oblivious transfer. one in every of the promising future
works is to introduce the economical user revocation
mechanism on prime of our anonymous ABE. Supporting
user revocation is a very important issue within the real
application, and this can be an excellent challenge within the
application of ABE schemes. creating our schemes
compatible with existing ABE schemes [39]-[41] United
Nations agency support economical user revocation is one in
every of our future works.

REFERENCES

[1] Shamir, “Identity-based cryptosystems and signature
schemes,”in Advances in Cryptology. Berlin,
Germany: Springer-Verlag, 1985, pp. 47-53.

[2] Sahai and B. Waters, “Fuzzy identity-based
encryption,” in Advances in Cryptology. Berlin,
Germany: SpringerVerlag, 2005, pp. 457-473.

[3] V. Goyal, O. Pandey, A. Sahai, and B. Waters,
“Attribute-based encryption for fine-grained access
control of encrypted data,” in Proc. 13thCCS, 2006,
pp. 89-98.

[4] K. Yang, X. Jia, K. Ren, and B. Zhang, “DAC-
MACS: Effective data access control for multi-
authority cloud storage systems,” in Proc. IEEE
INFOCOM, Apr. 2013, pp. 2895-2903.

[5] A. Shamir, “Identity-based cryptosystems and
signature schemes,” in CRYPTO. Springer, 1985,
pp. 47-53.

[6] Frederic
McBrewster,”

P.Miller, Agnes F.vandome, John
Advanced Encryption Standard,

ISSN (Online): 2347 - 4718

2009, ISBN: 6130268297 9786130268299.

[71 A. Sahai and B. Waters, “Fuzzy identity-based
encryption,” in EUROCRYPT. Springer, 2005, pp.
457473,

[8] “Decentralizing  Attribute-Based  Encryption”
Allison Lewko, University of Texas at Austin
alewko@cs.utexas.edu

[9] Vladimir Bozovic , Daniel Socek , Rainer

Steinwandt , and Viktoria I. Villanyi. “Multi-

authority attributes based encryption with honest-

butcurious central authority”

S. Yu, C. Wang, K. Ren, and W. Lou, “Attribute

based data sharing with attribute revocation,” in

Proc. 5th ACM Symp. Inf. Comput. Commun.

Security (ASIACCS’10), 2010, pp. 261-270.

[11] J. Bethencourt, A. Sahai, and B. Waters.

CiphertextPolicy Attribute-Based Encryption. In

Proc. of SP’07, Washington, DC, USA, 2007.

D. Boneh and M.K. Franklin, “Identity-Based

Encryption from the Weil Pairing,” CRYPTO ’01:

Proc. Advances in Cryptology, J. Kilian, ed., pp.

213-229, Aug. 2001.

[10]

[12]

CH Navyaja, Currently doing M.Tech in Computer Science
& Engineering at Balaji Institute of Technology & science,
Warangal, India. Research interests include Data Mining
Network Security & Cloud Computing etc...

Fasi Ahmed Parvez is 14+ years experienced Associate
Professor & HOD in the Department of Computer Science &
Engineering, Balaji Institute Of Technological & Sciences,
Narsampet, Warangal, India and his Research area includes
Data Mining etc.,

Www.ijtre.com

Copyright 2016.All rights reserved. 317


mailto:alewko@cs.utexas.edu

