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Abstract: Data deduplication is one of important data 

compression techniques for eliminating duplicate copies of 

repeating data, and has been widely used in cloud storage to 

reduce the amount of storage space and save bandwidth. In 

this process, duplicate data is expunged, leaving only one 

copy means single instance of the data to be accumulated. 

Though, indexing of each and every data is still maintained. 

Data deduplication is an approach for minimizing the part 

of storage space an organization required to retain its data. 

In most of the company, the storage systems carry identical 

copies of numerous pieces of data. Deduplication 

terminates these additional copies by saving just one copy of 

the data and exchanging the other copies with pointers that 

assist back to the primary copy. To ignore this duplication 

of the data and to preserve the confidentiality in the cloud 

here we are applying the concept of hybrid nature of cloud. 

A hybrid cloud is a fusion of minimally one public and 

private cloud. As a proof of concept, we implement a java 

code which provides security as well as removes all types of 

duplicated data from the cloud. 

Keywords: Confidentiality, Deduplication, Data 

Compression, Hybridity of cloud. 

 

I. INTRODUCTION 

Cloud computing provides seemingly unlimited “virtualized” 

resources to users as services across the whole Internet, while 

hiding platform and implementation details [1]. Today‟s 

cloud service providers offer both highly available storage 
and massively parallel computing resources at relatively low 

costs. As cloud computing becomes prevalent, an increasing 

amount of data is being stored in the cloud and shared by 

users with specified privileges, which define the access rights 

of the stored data [2]. One critical challenge of cloud storage 

services is the management of the ever-increasing volume of 

data. To make data management scalable in cloud computing, 

deduplication has been a well-known technique and has 

attracted more and more attention recently [3]. Data 

deduplication is a specialized data compression technique for 

eliminating duplicate copies of repeating data in storage [4]. 
The technique is used to improve storage utilization and can 

also be applied to network data transfers to reduce the 

number of bytes that must be sent. Instead of keeping 

multiple data copies with the same content, deduplication 

eliminates redundant data by keeping only one physical copy 

and referring other redundant data to that copy. 

Deduplication can take place at either the file level or the 

block level [5]. For file level deduplication, it eliminates 

duplicate copies of the same file. Deduplication can also take 

place at the block level, which eliminates duplicate blocks of 

data that occur in non-identical files. Although data  

 

deduplication brings a lot of benefits, security and privacy 

concerns arise as users‟ sensitive data are susceptible to both 

insider and outsider attacks. Traditional encryption, while 

providing data confidentiality, is incompatible with data 

deduplication. Specifically, traditional encryption requires 
different users to encrypt their data with their own keys. 

Thus, identical data copies of different users will lead to 

different cipher texts, making deduplication impossible. 

Convergent encryption has been proposed to enforce data 

confidentiality while making deduplication feasible. It 

encrypts/decrypts a data copy with a convergent key, which 

is obtained by computing the cryptographic hash value of the 

content of the data copy. After key generation and data 

encryption, users retain the keys and send the ciphertext to 

the cloud. Since the encryption operation is deterministic and 

is derived from the data content, identical data copies will 
generate the same convergent key and hence the same 

ciphertext [6]. To prevent unauthorized access, a secure 

proof of ownership protocol is also needed to provide the 

proof that the user indeed owns the same file when a 

duplicate is found. After the proof, subsequent users with the 

same file will be provided a pointer from the server without 

needing to upload the same file [7]. A user can download the 

encrypted file with the pointer from the server, which can 

only be decrypted by the corresponding data owners with 

their convergent keys. Thus, convergent encryption allows 

the cloud to perform deduplication on the cipher texts and 

the proof of ownership prevents the unauthorized user to the 
file [8]. However, previous deduplication systems cannot 

support differential authorization duplicate check, which is 

important in many applications [9]. In such an authorized 

deduplication system, each user is issued a set of privileges 

during system initialization. Each file uploaded to the cloud 

is also bounded by a set of privileges to specify which kind 

of users is allowed to perform the duplicate check and access 

the files. Before submitting his duplicate check request for 

some file, the user needs to take this file and his own 

privileges as inputs[10]. The user is able to find a duplicate 

for this file if and only if there is a copy of this file and a 
matched privilege stored in cloud. In order to save cost and 

efficiently management, the data will be moved to the 

storage server provider (SCSP) in the public cloud with 

specified privileges and the deduplication technique will be 

applied to store only one copy of the same file[11]. Because 

of privacy consideration, some files will be encrypted and 

allowed the duplicate check by employees with specified 

privileges to realize the access control [12]. Traditional 

deduplication systems based on convergent encryption, 

although providing confidentiality to some extent; do not 

support the duplicate check with differential privileges [13]. 
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In other words, no differential privileges have been 

considered in the deduplication based on convergent 

encryption technique. It seems to be contradicted if we want 

to realize both deduplication and differential authorization 
duplicate check at the same time [14]. 

 

II. A SECURE DATA DEDUPLICATION SCHEME   FOR 

CLOUD STORAGE 

As more corporate and private users outsource their data to 

cloud storage providers, recent data breach incidents make 

end-to end encryption an increasingly prominent requirement 

[15]. Unfortunately, semantically secure encryption schemes 

render various cost-effective storage optimization techniques, 

such as data deduplication, ineffective[16]. We present a 

novel idea that differentiates data according to their 

popularity. Based on this idea, we design an encryption 
scheme that guarantees semantic security for unpopular data 

and provides weaker security and better storage and 

bandwidth benefits for popular data [17]. This way, data 

deduplication can be effective for popular data, whilst 

semantically secure encryption protects unpopular content. 

We show that our scheme is secure under the Symmetric 

External Decisional Differ-Hellman Assumption in the 

random oracle model [18].  

 

III. PSEUDO CODE IN JAVA FOR DEDUPLICATION 

Runs if Source File Doesn‟t Exist Which We Want to Copy 
in Cloud. 

if(!sf.exists()){ 

System.out.println("Given file or directory does not 

exist!!");} 

else{ 

File df=new File("C://Users/Aishwarya 

Shekhar/Downloads/"+fn); 

if(df.exists()){ 

check(sf, df); } 

else{ 

System.out.println("Copying the file/folder 
'"+sf.getName()+"'..."); 

newCopy(sf, df); 

System.out.println("Copying done!"); 

Runs if the File We Want to Copy in the Cloud is a Directory. 

if(fs.isDirectory()){ 

arg=c.readLine("Folder '"+ fd.getName() +"' already exists; 

Press 'M' to merge with old one, 'S' to save with new name or 

'C' to cancel operation : "); 

if(arg.equalsIgnoreCase("M")) 

{ 

System.out.println("Merging old folder '"+ fd.getName() +"' 

with new one..."); 
reCopy(fs, fd); 

System.out.println("Merging done!");} 

if(arg.equalsIgnoreCase("S")){ 

System.out.println("Saving folder '"+ fd.getName() +"' with 

new name..."); 

System.out.println("Saving done!");} 

if(arg.equalsIgnoreCase("C")){ 

System.out.println("Cancelling the operation...")}} 

else{ 

arg=c.readLine("File '"+ fd.getName() +"' already exists; 

Press 'R' to replace with new file, 'S' to save with new name 

or 'C' to cancel operation : "); 

if(arg.equalsIgnoreCase("R")){ 
System.out.println("Replacing old file '"+ fd.getName() +"' 

with new one..."); 

reCopy(fs, fd); 

System.out.println("Replacing done!");} 

if(arg.equalsIgnoreCase("S")){ 

System.out.println("Saving file '"+ fd.getName() +"' with 

new name..."); 

newCopy(fs, nameChange(fd)); 

System.out.println("Saving done!");} 

if(arg.equalsIgnoreCase("C")){ 

System.out.println("Cancelling the operation..."); 

 
IV. FLOW CHART 
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V. ALGORITHM 

Algorithm FileCopier 

Input: String file-name (existing file/directory, being used as 

a source), destination  path 

Output: String copy result (for provided destination) 

 if file not exists then 

return incorrect file-name 

else 

if path file exists then 

recopy(file-name, path) 
else 

copy(file-name, path) 

end 

end 

function copy(file-name, path) 

source-stream -> destination-stream  //copying file; source to 

destination 

return message copying done 

end function 
function recopy(file-name, path) 

arg <- M/R, S, C //waiting for input, M/R- merge/replace, S- 

New name, C-cancel 

If arg = M then 

copy(file-name, path) 

else 

If arg = S then 

copy(file-name, rename(path)) //calling function to rename 

the destination file-name 

else 

exit(1) 

end 
end 

end function 

function rename(path) 

path = path + some-value //gradually incrementing value 

appended to file-name 

return path 

end function 

 

VI. WORKING OF THE CODE 

This is a code developed in java so as to remove the 

duplicated files, folders, text images, videos and everything 
which can be uploaded or saved in a hybrid cloud with the 

same name and extension. When we implement the program 

of deduplication to copy the data it will ask for entering the 

file names with extension means we have to write the file 

name with its extension which we want to copy in the cloud. 

Then after execution it will be copied in the cloud. In the 

cloud the name of the file has been saved with its extension. 

Again next time if we want to copy the same data in the 

cloud the starting procedure will be same but after coming to 

the procedure that is enter the file name with extension and 

after its execution. A message will come on the screen that 
file already exists. Press „R‟ to replace with new file, „S‟ to 

save with new name or „C‟ to cancel the operation.  We have 

to decide what we want to do with the file. It is followed by 

three steps which is described below. 

A. If we press „R‟ then the first file is replaced by the present 

file which we want to save again. 

B. If we will press „S‟ the same data with new name will be 

saved in the cloud. 

C. If we will press „C‟ then the operation will be cancelled 

and the process is over. 

This java code provides a very efficient way by the help of 

which duplicated data from the cloud can be removed so as 
we can use that space in saving other data. By this way 

deduplication of data happens in the cloud.ensuring that the 

underlying data is in the right place at the right time as well 

as dealing with enforcement of governance and security 

policies regardless of where active instances are operating. 

 

VII. CONCLUSION & FUTURE SCOPE 

In this paper, data deduplication was very much possible by 

using the java code. This java code efficiently removes the 
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duplicated data from the cloud by checking the name of the 

file with extension and the size of the file. This code mainly 

works for jpg files, mp3 files, mp4 files, txt files etc. If a 

folder consists of many folders then in that case also it checks 
each and every folder for checking the duplicated files. This 

code mainly works on  merging or replacing the data, saving 

the data with new name or cancellation of the operation. In 

future work we want to develop a code which checks the 

name with extension as well as basic contents of data in a 

file. On the basis of that deduplication will be possible. 
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