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Abstract: Cloud computing services are growing
in the IT market. These services cost-effectively
provide on-demand IT resources via the Internet.
It facilitates the individual to pay-as-they-go
rather than buying the entire service. Amazon
Web Services (AWS) offer such cloud computing
services. The authors of the paper used the AWS
platform to create the Serverless Application to
read and write a file. With various advantages
offered by cloud computing services, such as cost-
effectiveness and reliability, there is a significant
concern that needs to be addressed, i.e., data
security. The authors achieved the objective of the
security of information and data by making the
object private and the S3 bucket public. Thus,
making the cloud hybrid and the application
secure. The users can read and write their files
securely and effectively in a specific period via
this application.

1. INTRODUCTION

Cloud computing is the on-demand model for the
availability of convenient computing resources
such as data storage, computing power, networks,
and applications. It is generally used to describe
data centers available to many users over the
internet. Following is a brief about cloud
computing:

Service Models:-

1. Software as a Service (SaaS) - It is a way of

delivering software applications that allow data to
be accessed from any device with an internet
connection and web browser. In the software as a
Service model, the consumer has access to use the
provider's applications running on cloud
infrastructure without installing the software on
the user's system. Cloud providers supervise the
platforms that run the applications.

2. Platform as a Service (PaaS) - As the name
suggests, it offers a platform to clients which
consists of an operating system, database, web
server. It authorizes them to deploy and
manage business applications without the
necessity of building and maintaining the
infrastructure. The client does not control the
cloud infrastructure consisting of networks,
servers, operating systems, and storage.

3. Infrastructure as a Service (laaS) - It is a form
of cloud computing service that delivers basic
building blocks of cloud IT. It is a dynamic and

flexible self-service that accesses and monitors
infrastructure such as servers, networking,
processing, storage, and other resources. Cloud
servers are offered to the organization through
an APl and ease the deployment of IT Cloud
infrastructure.

Deployment Models

1. Public Clouds- It is a form of service where the
cloud service provider makes resources
available to the public via the internet. Public
clouds include SaaS, PaaS, and laaS services.
In this model, computing resources are owned
by a provider and shared among multiple
tenants.

2. Private Clouds-_It is a term that is solely
dedicated to end-users. Understanding private
cloud demands understanding the working of
virtualization. The need for virtualization
technology is to combine resources sourced
from physical hardware into shared pools. This
cloud is accessible to only one organization.

3. Community Cloud- It is a multi-tenant platform
that allows systems and services to be
accessible by different organizations to work on
a shared platform. It aims to enable multiple
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customers to work on joint projects and
applications belonging to a community.

4. Hybrid Cloud- It is an environment that
combines a private cloud with one or more
public cloud infrastructures. It provides greater
flexibility —and scalability to business
organizations.

Cloud computing provides a large space to store
data with good quality service, thereby becoming
popular among companies. The servers are easily
maintained and ensure that updates are more
compatible with the devices. It provides self-
service and on-demand service models. Amazon
Web Services is the broadly adopted on-demand
cloud platform, providing over 175 fully-featured
products and services, including cloud storage,
networking, database, deployment, and the Internet
of things from data centers worldwide. It includes
hardware central processing units (CPUs) and
graphics processing units (GPUs) for processing.
Amazon Web Services' offerings are accessed over
HTTP, using the REST architectural style and
JSON for newer APIs.

Amazon Web Services offers services from various
centers present across availability zones in regions
across the world. According to their affordability, a
business company will choose one or multiple
availability zones; the reasons can be compliance
and proximity to end-user

2. RELATED WORKS

A research paper called “Research on Cloud Data
Storage  Technology and Its  Architecture
Implementation by Liu, Kun & Dong, Long-jiang”
introduces the concept of cloud computing, cloud
storage, and architecture of cloud storage. It
emphasizes more on cloud storage, how it can be
accessed for business and data storage. It talked
about enterprises' cloud storage technology, i.e.,
GFS, consisting of a single master, multiple chunk
servers, and various clients. Each of these is a
commodity Linux. Next is HDFS (Hadoop
Distributed File System), like GFS of Google, as it
runs on large amounts of commodity hardware.
This research paper also talks about cloud storage
architecture based on Hadoop, including EyeOS
and system implementation. Cloud storage is the
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crux part of cloud computing and brings rich
applications to the Internet.

In another paper called “Windows Azure Storage: a
highly available cloud storage service with strong
consistency”, the authors discuss the Windows
Azure Storage (WAS). WAS is a system that
provides users to store unlimited data for any
amount of time. They can access it anytime and pay
only for the data they use and/or store. This paper
discusses the architecture of WAS, global
namespace, and data model. It also throws insights
into load balancing, resource provisioning, and
replication systems. WAS data is stored both
locally and geographically for disaster and recovery
management. This paper touches upon the
consistency of WAS and on how it is accessible to
its users. While the paper called “Unsecured Cloud
Object Storage: A Primer On Prevalence &
Mitigation Techniques” focuses on the leading four
cloud technologies: Amazon Web Services (AWS),
Google Cloud, IBM Cloud, and Microsoft’s Azure.
It looks upon how and why data is leaked and why
these cloud-based companies are a popular target
for attacks. A tool was developed and tested to look
for public objects in the cloud after looking at
these. It was found that even though the default
settings were private, the admin was able to change
the settings. A tester hired by any company could
use a wordlist that contains the bucket names that
the company may use (company name, company
product names, etc.) to see if the buckets are public
or private. The tester can then download the files to
check whether it should be changed for private or
public access.

3. PLATFORMS COVERED

Software - It uses Amazon Web Services that
includes: S3, API Gateway, Lambda.

Hardware — It requires a desktop or laptop
hardware running recent versions of Windows, 4
gigabytes of memory (RAM), A broadband Internet
connection with upload speeds of at least 400
kilobits (50 kilobytes) per sec.
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4. LANGUAGES AND SERVICES USED

HTML: HTML stands for Hypertext Markup
Language, used for creating web pages. It describes
how the structure of the web page would look.

Python: Python is a programming language. It is
designed with the aim of readability and has some
similarities to the English language. Python can be
used for mathematics, system scripting, server-side
development, and software development.

JSON: JSON stands for JavaScript Object
Notation. JSON is a lightweight format for
transporting and storing data.

CSS: CSS stands for Cascading Style Sheets. It
describes how the HTML elements would appear
on the screen. It handles the layout of multiple web
pages together, which saves much work.

S3 Bucket: Amazon Simple Storage Service
(Amazon S3) is an object storage service that
provides  industry-leading  scalability, data
availability, security, and performance. This means
customers of all sizes and industries can use it to
store and protect any amount of data for a range of
use cases, such as websites, mobile applications,
backup and restore, archive, enterprise applications,
l0T devices, and big data analytics.

APl Gateway: Amazon APl Gateway is a fully
managed service that makes it easy for developers
to create, publish, maintain, monitor, and secure
APIs at any scale. APl Gateway handles all the
tasks involved in accepting and processing
hundreds of thousands of concurrent API calls,
including traffic management, CORS support
authorization and access control, throttling,
monitoring, and API version management.

AWS Lambda: AWS Lambda can be used to
execute code in response to triggers such as
changes in data, shifts in system state, or actions by
users. AWS Lambda lets us run code without
provisioning or managing servers. We can pay only
for compute time we consume. Compared to AWS
EC2, the purpose of Lambda is to simplify building
smaller, on-demand applications that are responsive
to events and new information. Unlike Amazon
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EC2, which is priced by the hour but metered by
the second, AWS Lambda is metered in increments
of 100 milliseconds.

5. HARDWARE SPECIFICATIONS

The only hardware used will be a PC. It will act as
a medium for the user to view the web service and
post data and save it. While almost any computer
that meets the minimum hardware requirements
can run AWS that alone does not make a desktop
computer a dedicated server. The essential need
for web service to work is a stable internet
connection.

AWS requires only a basic knowledge of operating
systems like Windows OS, Linux, etc. A basic
understanding of visualization is also needed.
Networking is an essential skill as all operations
on cloud platforms involve it. Also, we need to
understand the difference between the Public and
Private cloud. Last but not least, they must have
basic command over coding and python language.

6. METHODOLOGY

This application is deployed on AWS, which
tackles the problems of storage, computing, and
servers very quickly. These days cloud security is a
huge issue. To combat this, we have designed a
web application for small file uploads that are
visible for a short interval. This system uses AWS
architecture involving S3, Lambda, API to read and
write the user’s data. We created an S3 Bucket and
enabled CORS in bucket permission to edit CORS
Rule using JSON for the first step. Then, we
uploaded an HTML document to the bucket and
made this object (ONLY) public. After this, an
IAM Role is created, and permissions are attached
to it (AWSLabdaExecute). Going into the project’s
nitty-gritty, a lambda function is then created, and
an 1AM role is attached to it; APl Gateway with
POST method acts as a link between them. Lambda
function is then attached as a proxy with enabled
CORS support. For the final step, the API is
deployed, and through a global link generated using
S3, we can see our final project.

The workflow of the following is given below:

Www.ijtre.com

Copyright 2021.All rights reserved. 20



International Journal For Technological Research In Engineering

Volume 8, Issue 5, January-2021

34 [B]. TORENNCT VERIFIED

1A POET FILE AP W
A M Garewny "
SA. esigned urls
)

BA, PUT <slgred url> Al 3A ). TCKEN VERIFIED

ACCESS PRIVATE LAMBDA FUNCTION

TO GENERATE
SIGNED URL

53 BUCKET

7A ORIECT ADDED
" uMT';)DI;?;gmN QF\S'IUR[UHLHL[&MUADATI’ APPLICATION

B GLT ODIECT METADATA UPLOADED FILE

{18, GET AL

Fig 1.1 Workflow diagram

A. POST THE FILE
When the user uses the POST request to WRITE its
file in the APPLICATION, the POST request is
sent to the REST APl GATEWAY to get verified.
The verification is done through the TOKEN
method. If the user is authorized then the token will
get verified else the token would get rejected, and
the user will not be able to write the file in the
application. After the token gets approved the
REST API Gateway grants the permission to access
the Lambda Function. The Lambda Function
generated a signed URL. This URL is then sent to
the user. By using this signed URL, the user gets
the access to the private S3 bucket. After this, the
object, i.e the file is processed to be uploaded to the
application with the help of the Lambda Function.
Also, the object’s metadata is stored in the S3
bucket. Then, the URL, file, and metadata are
stored in the application.

B. GET THE FILE

When the user wants to READ its file from the
APPLICATION, it uses the GET request to fetch it.
After the GET request is sent, the file is fetched
from the Cloud storage and displayed for the user
to access it.

The administrator can also maximize their
throughput by analyzing the metrics provided by
AWS and make necessary conclusions about the
time limit, storage size, and more and make
necessary changes that will support their
application even more. If any problem arises, it is
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catered using AWS services as per demand, which
decreases admin duties.

7. RESULT AND CONCLUSION

After completing all the codes and designing the
project at the back end, the website and the project
would appear as follows in the front end. Below
are screen caps depicting how the project will
look. After following all the necessary steps and
implementing the coding, this illustrates the
completed project.

PreSigned Url Generator

Fig 1.2: Final preview of Project (Read)

L e E ANDICANMT con R TR R IR

PreSigned Url Generator

Bucket Name

Fig 1.3 =: Final preview of Project (Write)

The project aims to develop an application that
allows the user to upload their file securely using
Amazon Web Services. We used S3 to upload the
object. AWS Lambda is used to execute code to
trigger such changes in data or actions by users.
APl Gateway handles the tasks, including CORS
support, authorization, and access control and
monitoring.

Overall this system makes users close to their
data, i.e., users can see, read, and write their data
anytime from anywhere using a global link.

Here we are using a combination of python,
JSON, HTML, and CSS used by various AWS
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services, making this feasible. A user who wants
to use this system’s services must have their
object connected to the gateway file, which will
allow the user to generate a unique global code
and hence access the application.

8. FUTURE SCOPE

After the first stage of the project, the followings
points are expected:

1. Itis expected to be more secure.

2. Read and Write an uploaded file for a fixed
time.

3. Highly scalable.

The application can be easily accessed from
anywhere through the internet using a public link.
People can view their files using the link provided
in the application and write them from anywhere
worldwide.

Many new features are expected to be added to it
to improve its performance, and the ease of
accessibility is also likely to improve as cloud
computing is a growing technology.
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