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Abstract: Steganography is an art of writing for conveying 

message inside another media in a secret way that can only 

be detected by its intended recipient. There are security 

agents who would like to fight these data hiding systems by 

steganalysis, i.e. discovering covered secret messages and 

rendering them useless. Steganalysis is the art of detecting 

the message's existence, message length or place of 

message where it is to be hidden in covered media and 

blockading the covert communication. There is currently 

no more secured steganography system which can resist all 

steganalysis attacks such as visual attack, statistical attack 

(active and passive) or structural attack. The most notable 

steganalysis algorithm is the Reversible Statistical attack 

which detects the embedded message by the statistical 

analysis of pixel values. To maintain the security against 

the Reversible Statistical analysis, the proposed work 

presents a new steganography model based on Genetic 

Algorithm using Integer Wavelet Transform. We present a 

novel approach to resolve such problems of substitution 

technique of image steganography. Using the proposed 

Genetic Algorithm and Reversible Statistical analysis 

Algorithm, the system is more secured against attacks and 

increases robustness. The robustness would be increased 

against those attacks which try to reveal the hidden 

message and also some unintentional attacks like noise 

addition as well. 

 

In this proposed work, we studied the steganography 

paradigm of data hiding in standard digital images. In 

recent literature, some algorithms have been proposed 

where marginal statistics are preserved for achieving more 

capacity and more security. Data hiding techniques are 

divided in two groups: spatial and transform domain. To 

protect the information from attacks, numbers of data 

hiding methods have been evolved mostly in spatial and 

transform domain. The first group embeds message in the 

least significant bit of the image pixel. In transform domain 

information concealment techniques, the information is 

embedded directly on the image plane itself. Data hiding 

capacity increases through this method but this method is 

sensitive against attacks such as low pass filtering and 

compression. In transform domain data hiding techniques, 

the image is first changed from spatial domain to some 

other domain and then the secret information is embedded 

so that the secret information remains more secure from 

any attack. Information hiding algorithms in time domain 

or spatial domain have high capacity and relatively lower 

robustness. 

 

 

 

INTRODUCTION 

The standard and thought of “What You See Is What You 

Get (WYSIWYG)” which we have a tendency to encounter 

typically while printing images or other materials, is no 

longer precise and would not mislead a stenographer as it 

does not always hold true. Images are over what we see with 

our Human Visual System (HVS); therefore, they can convey 

over 1000 words [1]. Steganography, the art of hiding 

messages inside other messages, is now gaining more 

popularity and is being used on various media such as text, 

images, sound, and signals. However, none of the existing 

schemes can yet defend against all type of detection attacks. 

Using GA’s that are based on the procedures of natural 

genetics and the theory of evolution, we can design a general 

method to guide the steganography process to the best 

position for data hiding [2]. 

 

In recent years, many productive steganography strategies 

have been proposed. Among various strategies, LSB (least 

significant bit) replacement technique is widely used due to 

its simplicity and huge capacity. The bulk of LSB 

steganography algorithms embed messages in spatial domain, 

such as Bit-Plane Complexity Segmentation (BPCS), Pixel 

Value Differencing (PVD). Some other method like Jsteg, 

F5, Outguess, embed messages in discrete cosine transform 

(DCT) frequency domain (i.e. Joint Photographic Experts 

Group images) are also in use. In the LSB steganography, 

secret message is regenerated into binary string. In such 

cases, the least significant bit-plane is replaced with the 

binary string. The LSB embedding achieves smart balance 

between the payload capability and visual quality. However, 

the LSB substitution method flips one half of the least-

significant bits. So the artifacts in the statistics of the image 

area unit are easy to be detected [2].  

 

1. PROPOSED WORK 
 

1.1 Integer wavelet transform : The proposed algorithm 

employs the wavelet transform coefficients to embed 

messages into four subbands of two dimensional wavelet 

transform. To avoid problems with floating point precision of 

the wavelet filters, we used Integer Wavelet Transform. The 

LL subband in the case of IWT appears to be a close copy 

with smaller scale of the original image while in the case of 

DWT the resulting LL subband is distorted (figure 1.1) [9]. 

Thus Integer Wavelet Transform (IWT) is preferred over 

Discrete Wavelet Transform (DWT). 
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   (b) One level 2D-DWT in subband LL  

                                     (c) One level 2D-IWT in subband LL 

 

Fig. 1.1. Comparison of LL subband for 2D-DWT and 2D-

IWT 

 

In 2D IWT transform, first apply one step of the one 

dimensional transform to all rows and then repeat to whole 

columns. This decomposition outputs into four classes or 

band coefficients. The Haar Wavelet Transform is the easiest 

of all wavelet transform. In this transform, the low frequency 

wavelet coefficient are generated by averaging the two pixel 

values and high frequency coefficients are generated by 

taking half of the difference of the same two pixels. The 4 

bands produced are (i) Approximate band (LL), (ii) Vertical 

Band (LH), (iii) Horizontal band (HL), (iv) Diagonal detail 

band (HH). The approximation band consists of low 

frequency wavelet coefficients, which have important parts 

of the spatial domain image. The last band consists of high 

frequency coefficients, which contain the edge details of the 

spatial domain image. This IWT decomposition of the signal 

continues until the desired scale is achieved .Two-

dimensional signals, like images, are converted using the 2D 

IWT. The two-dimensional IWT operates in the same 

manner, with only minor variations from the one-

dimensional transform. Given a two-dimensional array of 

samples, the rows of the array are processed first with only 

one level of decomposition. This essentially divides the array 

into two vertical halves; with the first half taking the average 

coefficients, while the second vertical half stores the detailed 

coefficients. This process is again performed with the 

columns, resulting in 4 sub bands within the array defined by 

filter output. 

 

In this method, the sender selects and reads an image of size 

512x512. The data required to be hidden in the image is 

converted into bit streams by taking each character of text 

message and representing their 8 bit binary values from their 

ASCII code. The data is embedded in the image using LSB 

embedding technique. The genetic algorithm approach is 

used to find the best adjustment matrix to protect against RS 

attack. 

 

Initially, cover image and secret message are read. Secret 

message is then hidden in the cover image using LSB 

embedding technique. A stego image is obtained after 

embedding secret message. The stego image is divided into 

8x8 blocks and is labeled by calculating the variations of 

blocks before flipping and after flipping. During this process, 

the blocks are categorized into four variables. The variables 

are based on occurrence of regular group and singular group 

when positive flipping is used and the occurrence of the 

regular group and singular group when negative flipping is 

used. This process is carried out individually for red, green 

and blue colors. The comparison with the original image 

shows an increase in certain values of the stego image. The 

RS attack is therefore able to detect the changes in the 

values. The genetic algorithm is used to decrease the 

variation in the value of the variables in order to protect 

against the RS attack. 

  

2.  PROPOSED WORK IMPLEMENTATION 
The proposed implementation of RS-analysis using genetic 

algorithm for the robust security in Steganography 

application is done on standard 32-bit windows OS with 1.84 

GHz processor and 2 GB RAM. The method is applied on 

512x512 colored images “Lena” and “Baboon” as shown in 

Figure 2.1. 

 
2.1 Experimental result analysis and discussion  

The proposed work is done on 2 set of data image as shown 

in previous section. Both cover images have utilization of 

100% and their respective accomplished results of reversible 

statistical analysis are as follows: 

 

TABLE 2.1 

VARIOUS VALUES FOR LENA IMAGE 
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TABLE 2.2 

VARIOUS VALUES FOR BABOON IMAGE 

 
The tables 2.1 and 2.2 have shown the values of |Rm-R-m| 

and |Sm-S-m| that represent the RS-steganalysis on the 

regular and singular block. It can be seen that the value of 

|Rm-R-m| and |Sm-S-m| increases from initial value before 

embedding and after embedding that exhibits a strong 

correlation in potential of RS-analysis and the designed 

module. At initial stage, the values are less, after embedding 

the message, values increases and finally after applying 

optimal pixel adjustment process values are decreasing. 

Human visual system is not able to differentiate the colored 

images with PSNR more than 36 dB. This proposed work 

embedded the messages in the k-LSBs, for k=4 and have 

received PSNR more than 40 which is considered to be a 

good achievement. 

 

TABLE 2.3 

COMPARISON OF HIDING CAPACITY AND PSNR FOR 

4-LSBS 

 
Figure 2.2 shows the images after embedding with 4-LSBs. 

As we compare these embedded images with the input cover 

images (figure 2.1), we realize that there are no significant 

changes in images. The embedded images look like the same 

as cover images. So the attackers cannot realize in between 

the communication of two parties that secret message is 

embedded in these images. 

 
 

TABLE 2.4 

MAXIMUM HIDING CAPACITY AND PSNR 

OBTAINED FROM PROPOSED METHOD AND ITS 

COMPARISON WITH THE EXISTING METHODS 

 

 
 

The above Table 2.4 clearly states that the proposed method 

is much more superior in terms of maximum hiding capacity 

and in terms of PSNR. 

a) Histogram of Lena                        b) Histogram of Baboon 

 

Fig. 2.3. Input cover images histograms 

 

Figure 2.3 show the histogram of input cover images. Now 

the various algorithms such as data embedding, RS analysis 

and genetic are applied on the cover images. The output 

stego image histogram after embedding the data is 

represented in Figure 2.4. 

 

 
 

Figure 2.4 shows that image for k=4 that there is little 

significant change in the stego-image histogram for 4-LSBs 

images, thus it is secured against any statistic attack. 
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3. CONCLUSIONS 
 

Steganography is a method that provides secret 

communication between two parties. It is the science of 

hiding a data, message or information in such a secure way 

that only the sender and recipient are aware about the 

presence of the message. The main advantages of this type of 

secure communication or we can say steganography is that it 

does not make any attention about the message to attackers 

or we can say does not attract the attackers. Strongest 

steganalysis method which is known as RS analysis detects 

the secret hidden message by using the statistical analysis of 

pixel values. 

 

The main aim of this work is to develop a steganography 

model which is highly RS-resistant using Genetic algorithm 

and Integer Wavelet Transform. This proposed work 

introduces a novel steganography technique to increase the 

capacity and the imperceptibility of the image after 

embedding. This model enables to achieve full utilization of 

input cover image along with maximum security and 

maintains image quality. GA employed to obtain an optimal 

mapping function to lessen the error difference between the 

cover and the stego image and the use the block mapping 

method to preserve the local image properties. In this 

proposed method, the pixel values of the stego image are 

modified by the genetic algorithm to retain their statistical 

characteristics. So, it is very difficult for the attacker to 

detect the existence of the secret message by using the RS 

analysis technique. We have applied the OPAP to increase 

the hiding capacity of the algorithm in comparison to other 

established systems. However, the computational complexity 

of the new algorithm is high. Further, implementation of this 

technique improves the visual quality of the stego image 

which is almost same as the input cover image. But, as we 

increase the length of the secret message, the chance of 

detection of secret hidden message by RS analysis also 

increases. The simulation results show that capacity and 

imperceptibility of image has increased simultaneity. Also, 

we can select the best block size to reduce the computation 

cost and in order to increase the PSNR using optimization 

algorithms such as GA. However, future works focus upon 

the improvement in embedding capacity and further 

improvement in the efficiency of this method.  

 

4. FUTURE SCOPE 
 

This proposed work is restricted to specific functionality 

only. The proposed work in this dissertation has been 

experimented on a single computer system and not on any 

network.  Standard input cover image is only used in this 

steganography module. Proposed method is not applicable on 

audio, video and other biometrics etc. Large message 

steganography cannot be performed as the embedding 

capacity is confine to the data feed. 

Future work can be performed on the following: 

• Improvement in data embedding capacity and more 

security against all types of attacks.  

• Security design experimented over multiple 

computers / network.  

• The data hiding technique can be applied to video, 

speech and other biometrics. 

• Protection of the system against histogram attack. 
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