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ABSTRACT: Social network is very attracted area for most 

of the people. Through the social sites several people 

exchange their data as text, video, audio and images. But 

some security issues, some of people not interested to share 

their content on social networks. While increasing the user 

uploaded images in social sites, we cannot provide the 

privacy to the uploaded images on content sharing sites. To 

improve and maintain the .privacy for user uploaded 

images, we propose an Adaptive Privacy Policy Prediction 

(A3P) system. The proposed system based on an image 

classification framework for image types which may be 

related with similar policies, and on a policy prediction 

algorithm to automatically create a policy for each newly 

uploaded image. 

 

I. INTRODUCTION 

Social Networking is likely one of the bettering technological 

with hundreds of thousands of millions of people 

collaborating to swapping their content by way of text, media 

like photo, audio, video, and so forth. Social Media (SM) 

emerge as one of the primary parts of our everyday life 

because it permits us to keep in touch with a bunch of men 

and women. It assists an outside of self expression for users, 

and assists them to entertain and alternate content material 

with other users through social media’s providing E-carrier. 

One of the vital Social media are Friendster.Com, 

Tagged.Com, Xanga.Com, reside Journal, MySpace, 

Facebook, Twitter and LinkedIn have developed on the 

internet over the last a number of years. It provides a content 

sharing mechanism and faraway the people internationally. 

Users of social media can define a personal profile and adjust 

it as they wish this element allows for by way of the SM. By 

means of this SM users may just interact with each and every 

other for various functions, with industry, leisure, and 

potential sharing. Folks use social networks to get in touch 

with further persons, and create and make a contribution 

content that includes personal data, images, and videos. The 

service providers have admission to the content material 

reward by way of their users and have the right to 

progression amassed information and share them to 

unauthorized.  

 

An extraordinarily acquainted carrier supplied in Social 

Networking is to provide proposition for locating new 

neighbors, corporations, and hobbies utilizing mutual 

filtering strategies. The success of the Social Networking 

founded on the quantity of customers it attracts, and cheering 

users to add extra users to their circle and to share 

information with other customers in the Social Networking 

so the data will goes the world over. End users are however  

 

usually now not conscious of the size or nature of the 

spectators accessing their information and the feel of 

working out created by way of organism among digital 

friends most of the time leads to disclosures that might not 

be suitable in a public forum. Such an open accessibility of 

data exposes in Social Networking, the users acquire a 

quantity of security and privacy dangers. Despite the truth 

that content sharing represents probably the most essential 

facets of current Social network websites; Social Networks 

yet don’t maintain any mechanism for collaborative 

government of privacy settings for shared content. Social 

Networking sites are used by a huge quantity of users in all 

places the world. It presents exceptional facets to the 

shoppers like chatting, posting comments, photo sharing, 

video chatting and so forth.  

 

Customers often sharing the data and portraits in Social 

Networking by this incidence the privacy of the images 

could lock with the un-desired parties. Hackers can hack the 

pictures via these social media so the privacy of the 

consumer images may loss. Our goal is to strengthen the set 

of privacy controls and defaults, however we are restrained 

by way of the reality that there was no in-depth learn of 

users’ privacy settings on websites like Facebook. Even as 

enormous privacy disobedience and mismatched user 

expectations are more likely to exist, the extent to which 

such privacy disobedience arises has but to be quantified. 

Some of the essential causes offered are that given the 

amount of shared information this method may also be 

tedious and error-susceptible.  

 

Accordingly, many have stated the necessity of coverage 

recommendation techniques which will help users to easily 

and correctly configure privacy settings. Nevertheless, 

present proposals for automating privacy settings appear to 

be inadequate to handle the designated privacy wants of 

pictures, because of the amount of expertise implicitly 

carried inside portraits and their relevance with respect to the 

online social environment where they are exposed. Sharing 

images may result in publicity of individual data and privacy 

violation. This aggregated data will also be misused by using 

malicious users. To preclude such sort of undesirable 

disclosure of personal photographs, flexible privacy settings 

are required. In past years, such privacy settings are made to 

be had however developing and keeping these measures is a 

tedious and mistake inclined process. Consequently, 

recommendation process is required which furnish consumer 

with a bendy assistance for configuring privacy settings in so 

much less complicated method. In this paper, we’re 

enforcing an Adaptive Privacy Policy Prediction (A3P) 
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system in order to end users a hassle free privacy settings 

expertise by way of without human intervention producing 

customized policies. 

 

II. RELATED WORK 

Mostly the content sharing websites allow users to enter their 

privacy preferences. Unfortunately, recent studies have 

shown that users struggle to set up and maintain such privacy 

settings. One of the main reasons provided is that given the 

amount of shared information, this process can be tedious 

and error-prone. Therefore, many have the need of policy 

recommendation systems which can assist users to easily and 

properly configure privacy settings.  

 

Even though, traditional methods for automating privacy 

settings appear to be inadequate to address the unique privacy 

needs of images due to the amount of information implicitly 

carried within images and their relationship with the online 

environment wherein they are exposed. Our work is related 

to some existing recommendation systems which employ 

machine learning techniques. Chen et al. proposed a system 

named Sheep Dog to automatically insert photos into 

appropriate groups and recommend suitable tags for users on 

Flickr. They adopt concept detection to predict relevant 

concepts (tags) of a photo. Choudhury et al. proposed a 

recommendation framework to connect image content with 

communities in online social media. They characterize 

images through three types of features: visual features, user 

generated text tags, and social interaction, from which they 

recommend the most likely groups for a given image. G. Loy 

and A. Zelinsky proposed, nearby radial symmetry is to 

identify areas of hobby within a scene.  

 

A facial feature detector and as a popular area of interest 

detector the brand new rework is seen to provide same or 

superior performance to modern techniques. The method has 

been described on a series of face images as well as other 

scenes, and in comparison against a number of cutting-edge 

strategies from the literature. Equal or advanced overall 

performance at the pix examined while providing tremendous 

financial savings in both the computation required and the 

complexity of the implementation. Similarly, Yu et al. 

proposed an automated recommendation system for a user’s 

images to suggest suitable photo-sharing groups. Usage of 

social media’s increased noticeably in today world facilitate 

the user to distribute their personal information like images 

with the other users. This enhanced technology leads to 

privacy disobedience where the users are allocated large 

volumes of images across additional number of people. To 

provide security for the information, mechanical explanation 

of images are introduced which aims to create the meta data 

information about the images by using the novel approach 

called Semantic interpret Markovian Semantic Indexing 

(SMSI) for repossess the images.  

 

III. FRAMEWORK 

The proposed system automatically interprets the images 

using Scale Invariant Feature Transform (SIFT) descriptor 

method.  

A. System Architecture 

 
Fig1. System Framework 

The A3P approach includes: 

 A3P-core  

 A3P-social 

When a person uploads a photograph, the image will likely 

be first sent to the A3P-core. The A3P-core classifies the 

image and determines whether there is a have got to invoke 

the A3P-social. Commonly, the A3P-core predicts policies 

for the users instantly established on their historical 

behavior. If almost certainly the major following two 

instances is conventional true, A3P-core will invoke 

A3Psocial: (i) The user does not have ample data for the sort 

of the uploaded image to behavior policy prediction; (ii) The 

A3P-core finds the recent main alterations among the 

person’s neighborhood about their privacy practices along 

with consumer’s increase of social networking pursuits 

(addition of new associates, new posts on one’s profile etc). 

 

B. A3P-Core 

Content-Based Classification: 

Our method to content-based classification is founded on an 

effective and yet corrects photo similarity procedure. For 

every photograph, the wavelet grow to be encodes frequency 

and spatial expertise concerning photograph color, 

dimension, invariant developing, form, texture, symmetry, 

etc. Then, a small quantity of coefficients is selected to kind 

the signature of the picture. The content material similarity 

amongst images is then determined with the aid of the gap 

amongst their picture signatures. 

Metadata-Based Classification: 

The Metadata-Based Classification method includes three 

major steps. Step one is to extract keywords from the 

metadata related to an image. The metadata regarded in our 

work are tags, captions, and feedback. The second step is to 

derive a typical hypernym from each and every metadata 

vector. The third step is to find a subcategory that a picture 

belongs to. That is an incremental process. At the 

establishing, the first image varieties a subcategory as itself 

and the typical hypernyms of the image develop into the 

subcategory’s typical hypernyms. 

Adaptive Policy Prediction: 

The policy prediction algorithm presents an expected 

coverage of a newly uploaded photograph to the person for 

his/her reference. Most important, the predicted policy will 

reflect the feasible alterations of a consumer’s privacy 
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considerations. The policy prediction consists two main 

phases; 

 Policy Mining 

 Policy Prediction 

 C. A3P Social 

The A3P-social is used to create representative policies with 

the help of leveraging key data related to the person’s social 

context as well his basic attitude towards privacy. As stated 

earlier, A3P social will likely be invoked by using the A3P-

core in two eventualities. One is when the user is an amateur 

of a website online, and does not have sufficient images 

saved for the A3P-core to deduce significant and custom-

made insurance policies. The other is when the approach 

notices massive alterations of privacy pattern within the 

person’s social circle, which can be of interest for the person 

to possibly modify his/her privacy settings thus. In what 

follows, we first reward the varieties of social context 

considered with the aid of A3P Social, after which present 

the policy recommendation approach. 

 

IV. EXPERIMENTAL RESULTS 

In this experiment, first admin will login into the system and 

he can add the images into the system with privacy policies 

such as content, metadata and image. In this we can view the 

all images policies along with ranking. 

 
If any user wants to utilize this system then he must register 

and login into the system. Until admin will accept the user 

registration, user status is waiting and he cannot view any 

details because, all are in the form of unreadable format. 

After accept by the admin, user can get the services from the 

proposed system. 

 

V. CONCLUSION 

We conclude that in this paper, we proposed an Adaptive 

Privacy Policy Prediction (A3P) System to apply the policies 

to the user uploaded images. Through these policies we can 

protect the personal information on the content sharing sites. 

In this paper we developed a framework to gather privacy 

preferences based on the data available for an authorized 

user. Our experimental results proved that our system 

improved the privacy significantly to the uploaded images 

comparing traditional approaches. 

 

REFERENCES 

[1] Anna Cinzia Squicciarini, Dan Lin, Smitha 

Sundareswaran, and Joshua Wede, "Privacy Policy 

Inference of User-Uploaded Images on Content 

Sharing Sites" IEEE Transactions On Knowledge 

And Data Engineering, Vol. 27, No. 1, January 

2015 193 

[2] J. Bonneau, J. Anderson, and L. Church, “Privacy 

suites: Shared privacy for social networks,” in Proc. 

Symp. Usable Privacy Security, 2009. 

[3] A. Besmer and H. Lipford, “Tagged photos: 

Concerns, perceptions, and protections,” in Proc. 

27th Int. Conf. Extended Abstracts Human Factors 

Comput. Syst., 2009, pp. 4585–4590. 

[4] C. Squicciarini, S. Sundareswaran, D. Lin, and J. 

Wede, “A3p:Adaptive policy prediction for shared 

images over popular content sharing sites,” in Proc. 

22nd ACM Conf. Hypertext Hypermedia,2011, 

pp.261–270. 

[5] M. D. Choudhury, H. Sundaram, Y.-R. Lin, A. 

John, and D. D.Seligmann, “Connecting content to 

community in social mediavia image content, user 

tags and user communication,” in Proc.IEEE Int. 

Conf. Multimedia Expo, 2009, pp.1238–1241. 

[6] L. Church, J. Anderson, J. Bonneau, and F. Stajano, 

“Privacy stories: Confidence on privacy behaviors 

through end user programming,” in Proc. 5th Symp. 

Usable Privacy Security, 2009. 

[7] R. da Silva Torres and A. Falc~ ao, “Content-based 

image retrieval:Theory and applications,” Revista 

de Informatica Te   orica e Aplicada   ,vol. 2, no. 13, 

pp. 161–185, 2006 

[8] D. Liu, X.-S. Hua, M. Wang, and H.-J. Zhang, 

“Retagging socialimages based on visual and 

semantic consistency,” in Proc. 19thACM Int. Conf. 

World Wide Web, 2010, pp.1149–1150. 

[9] S. Ahern, D. Eckles, N. S. Good, S. King, M. 

Naaman, and R. Nair,“Over-exposed?: Privacy 

patterns and considerations in onlineand mobile 

photo sharing,” in Proc. Conf. Human Factors 

Comput.Syst., 2007, pp. 357–366. 

[10] M. Ames and M. Naaman, “Why we tag: 

Motivations for annotation in mobile and online 

media,” in Proc. Conf. Human FactorsComput. 

Syst., 2007, pp. 971–980. 


