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Abstract: Security is one of the most important concerns
these days. As the Internet and Online transactions are
growing, security concern is gaining more and more
importance. Our paper reviews the security and cyber risks ,
cyber laws and more regarding the online transactions.
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I. INTRODUCTION
In past days pull back, sparing cash and detail of bank
account through bank was extremely intense work however
now a day's the majority of the general population utilizes the
ATM since it's the most least demanding path for withdrawal
of the cash and check any kind of points of interest of their
accounts. Many banks open its numerous ATMs on different
places so everybody can undoubtedly withdrawal the cash
and check any sort of points of interest of their accounts
through any bank ATM. Be that as it may, in today's life we
have numerous passwords like bolt for email, auto radio, cell
phones, PCs, bank lockers, ATM card and so on and clients
have many cards like Credit card, Debit card, Identity card,
PAN Card and so forth, such a large number of issues are
confronted by client identified with ATM card and its
passwords, some are given underneath:
1.Tough work is recollecting loads of passwords , the same
number of times client forgets its passwords and through
forgetting watchword infrequently it makes a major issue like
client can't pull back the cash , can't see any points of interest
of account and now and again ATM card is hacked.
2.The issue comes around when individual forget to convey
its ATM card. On the off chance that he has no cash around
then than it makes a major issue.
3. Sometimes client just pick the one secret word for all
things like email , cell phones and so on yet it has likewise
inadequacies like on the off chance that anybody become
acquainted with his watchword then the hoodlum or any
relative can without much of a stretch utilize that ATM card.
Programmed Teller Machines (ATMs) are utilized by a large
number of client's regular to make cash withdrawal from their
accounts. Be that as it may, the wide arrangement and in
some cases separated areas of ATMs make them perfect to
likewise for culprits to transform traceable electronic cash
into clean cash. The client PIN is the essential safety effort
against extortion; falsification of the attractive stripe on cards
is paltry in contrast with PIN obtaining. A road criminal can
undoubtedly take a cash card, yet unless he watches the client
entering the PIN at an ATM, he can just have three
conjectures to coordinate against a conceivable 10,000 PINs
and would once in a while strike it fortunately.
Notwithstanding when effective, his robbery still can't
surpass the every day pull back all farthest point of around
$300. In any case, bank software engineers approach the PC

systems entrusted with the protected stockpiling of PINSs,
which typically comprise of a centralized server associated
with a Hardware Security Module (HSM) which is alter safe
and has a confined API to such an extent that | will just react
to with a YES/NO response to a client's figure. A rough
strategy for assault is for a degenerate bank software
engineer to compose a program that tries all PINs for a
specific account, and with normal fortunes this would require
around 5000 exchanges to find each PIN. A common HSM
can check possibly 60 trial PINs for each second
notwithstanding its ordinary load, in this manner a
degenerate representative executing the program amid a 30
minute meal break could just grab around 25 PINs. In any
case, HSMs executing a few regular PIN era techniques have
a blemish. The primary ATMs were IBM 3624s, presented
broadly in the US in around1980, and most PIN era
strategies depend on their approach. They ascertain the
client's unique PIN by scrambling the account number
imprinted on the front of the client's card with a mystery
DES scratch called a "Stick era scratch”. The subsequent
figure content is changed over into hexadecimal, and the
initial four digits taken. Every digit has a scope of '0'- 'F'.
With a specific end goal to change over this incentive into a
PIN which can be written on a decimal keypad, a
"decimalization table" is utilized, which is a many-to-one
mapping between hexadecimal digits and numeric digits. The
left decimalization table in Figure 1 is regular.
0123456789ABCDEF 0123456789012345
0123456789ABCDEF  0000000100000000

This table is not viewed as a sensitive input by numerous
HSMs, so a subjective table can be given along the account
number and a trial PIN. In any case, by controlling the
substance of the table it winds up plainly conceivable to
learn considerably more about the estimation of the PIN than
essentially barring a solitary blend. For instance, if the
correct hand table is utilized, a match with a trial stick of
0000 will affirm that the PIN does not contain the number 7,
in this manner taking out more than 10% of the conceivable
blends. We initially show a basic plan that can determine
most PINs in around 24 estimates, and afterward a versatile
plan which expands the measure of data gained from each
figure, and takes a normal of 15 conjectures. At last, a third
plan is displayed which exhibits that the assault is as yet
feasible notwithstanding when the attacker can't control the
figure against which the PIN is coordinated.

Il. TECHNIQUES OF HACKING ATM PIN
The process of stealing PINs from ATMs (and comparable
machines) evolved from the old-school methods which
required fitting phone number cushions and card readers to
retrieve debit card PIN data from the ATMs and gas pumps
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to an Ocean's Eleven approach. This change in how things
used to bed one was determined fundamentally by two
things: the hazard cheats needed to take when exposing
themselves as they needed to set up the equipment and after
that come back to remove it (clear without being gotten) and
by wireless internet connections used by banks now a days.
Even if banks use wireless internet connections to screen
ATM cash stream and update software, hackers discovered
better approaches to filch PINs remotely. In a moment of
motivation the twist of change determined them to get
employments with technical-support companies which mean
access to the ATMs. After that, they can introduce malware
that transmits PIN data to an e-mail address or a phone.

A new sort of thievery or, at any rate, potential for extortion
is on the rise: Criminals who can steal your credit card data
by strolling by you with electronic scanners, maybe even
with their mobile phones. It's easy, however, to protect
yourself. The new threat exists because of the radio-
frequency identification chips (RFID) or Near Field
Communication (NFC) chips that are beginning to be
embedded in credit and debit cards. A modern thief can use
this "swipe to pay" technology to capture your information
by examining your wallet or purse with an electronic scanner.
It's not as easy for electronic pickpockets to get your wallet,
however, as just chancing upon you, the Wall Street Journal's
Market Watch explains. The thief would have to hold the
scanner next to your wallet or purse, unmoved for around 30
seconds, so you'd likely notice it—unless you were distracted
or left your belongings unattended for such a time.

Hack Your Brain: - If you're interested in grabbing superhero
memory strength, the secret behind preparing your cerebrum
is not necessarily what you may expect. Your standard G-
rated mind strengthening exercises range from crossword
puzzles to Sudoku to ascertaining genuinely simple math
problems to improve here and now memory.

By your online Identity: - This guide is for everyone
everyday web users and dark cap hackers alike. Also, it's
intended to educate on the importance of rehearsing
namelessness and utilizing security on the internet.

I11. ONLINE BANKING
Online banking has become progressively necessary to the
benefit of economic establishments likewise as including
convenience for his or her customers. Because the range of
consumer's exploitation on-line banking will increase, on-line
banking systems have become extra captivating targets for
crooks to assault. To keep up their customer's trust and
confidence in the security of their on-line bank accounts,
money establishments ought to establish however attackers
compromise accounts and develop approaches to safeguard
them. The distinctive facet regarding security in industry is
that the protection posture of a bank doesn't rely entirely on
the safeguards and practices enforced by the bank, it's equally
addicted to the attention of the user's exploitation, the
banking channel and furthermore the nature of complete user
terminals. This makes the assignment for safeguarding data
confidentiality and integrity a larger challenge for the
business. [1] Most industries have deployed net technologies
as a necessary a piece of their business operations. The
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business is one among the industries that has adopted net
technologies for his or her business operations and in their
arrangements, policies and techniques to be extra accessible,
convenient, competitive Associate in nursing economical as
a trade. The point of those methods was to supply net
banking customers the facilities to access and manage their
bank accounts basically and globally.[1]

Nevertheless, there are a unit inherent data security threats
and dangers related to the employment of net banking
systems which will be diversely classified as low, medium
and high. In specific the confidentiality, protection and
security of net banking transactions and private data are the
most imperative considerations for each the business and net
banking customers. For instance, adware, key loggers,
malware, phishing, spyware, trojans and viruses area unit
presently the foremost regular net banking security threats
and dangers.

At the essential level, net banking will mean setting up of an
online page by a bank to provide data concerning its items
and services. At a sophisticated level, it involves
arrangement of facilities like accessing accounts, transferring
assets, and looking for monetary item or services on-line and
additionally new banking services, for example, electronic
bill presentment and payment, which permit the purchasers
to pay and receive the bills on a banks web site. This is often
referred to as "transactional” on-line banking. On-line
banking could be a series of processes inside which a bank
shopper sign on to the web site of the bank through the Web-
browser that is placed in on client's pc and carries out varied
transactions like account transfers, charge entries, account
inquiries etc. On-line banking is applied in four noteworthy
stages.[1].

PC booting &
OS execution

TG ol

Banking Service SSL
Secure Connection

Banking Website

General User input Data communication transaction Server transaction

transactionusing ~ Web browser
PCs transaction

Fig 1. Online Banking Transaction
For any OLT (Online Transaction) the user first activates the
portable workstation so open web-browser, accesses the net
banking web site of the bank and enters the ID or Personal
distinctive range (PIN) and therefore the word by
exploitation the keyboard or virtual keyboard. SSL (Secure
Socket Layer) encode the information transmitted between
client's portable workstation and bank's server. The bank's
server decrypts the transmitted data and processes the user's
authentication, account request, account transfer, etc.
however all through this whole process prevalence of
pernicious applications that steal money account data has
raised drastically over the previous couple of years, generally
leading to casualties losing hard cash. The attackers tend to
concentrate on the weakest connection whether or not it's
host pc or bank's server or bank's web site. Once the
aggressor has management over a user's pc at any rate, he or
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she will be able to make the most by Interruption,
Interception, and Modification Fabrication of knowledge. [1]

Along these lines, Security of on-line banking transactions is
one among the foremost necessary areas of issues to the
banking sector. Security problems embrace selection of
internationally accepted state-of-the workmanship least
technology principles for access management, coding/secret
written work (least key length etc.), firewalls, verification of
computerized signature, Public Key infrastructure (PKI) etc.
by banks together with it the safety arrangement for the
business, security awareness and education are the safety
problems that are given same importance. [1]

Why security is essential?

In the information age, Bank of Tucson has a commitment to
protect your information. While our security policies are the
same whether you are online or not, we have extra measures
in place to protect your protection when you bank online with
Bank of Tucson. Fulfilling our customer's money related
needs in a secure manner and helping them succeed
monetarily has been a cornerstone of Bank of Tucson since
we initially opened our entryways. At Bank of Tucson,
protecting our customers and their information is a top need —
one that we take very seriously.

We continue to enhance our systems and processes as online
services evolve. Because no single arrangement can ensure
online security, we have developed a layered security
approach with industry-leading arrangements.

We have two noteworthy objectives in selecting the privilege
electronic safeguards:

* Protecting our customer's information

» Minimizing customer affect while giving multiple layers of
protection wherever customer transactions call for added
security

Internet security overview:

It is essential to verify that exclusive authorized users sign
into our Online Banking system. We use multi-layered
security, including secret key verification to ensure user
approval. We restrain the number of times you can enter your
secret key incorrectly. We screen and record incorrect login
attempts to detect suspicious activity, for example, someone
attempting to guess your secret key. You assume an essential
role in preventing others from signing on to your account.
Never use "weak" passwords that are easy to guess.
Examples of inadequately crafted passwords are: birth dates,
first names, pet names, addresses, phone numbers, and
standardized savings numbers. Never reveal your secret word
to another person. You ought to periodically change your
secret word, which is a choice inside our Online Banking
system. Our Enhanced Login Security provides extra peace
of mind when utilizing Bank of Tucson Online Banking.
Enhanced Login Security strengthens security and protects
against online misrepresentation by requiring an extra
authentication "consider" beyond your ID and watchword
each time you login to Online Banking. This extra layer of
security is a browser-based secure cookie, a piece of
information that is stored on your computer and is recognized
by our system when you login. We likewise "time out" an
Online banking session after a specified period of inactivity.
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This keeps others from viewing or proceeding with Online
Banking activity on the off chance that you leave your PC
unattended. However, we recommend that you generally
close down (log out) when you have finished your online
banking.

Electronic Mail:

Messages sent by e-mail may not be secured, might be
intercepted by outsiders and may not be immediately
received by the appropriate department at Bank of Tucson.
Please don't use e-mail to send communications that contain
confidential information, which we require in composing or
which need our immediate attention. Be aware that a
"receipt" acknowledgment on an e-mail message means just
that the message has routed into the Internet, not that the
message has been received by Bank of Tucson. Urgent or
confidential matters ought to be addressed by means of
phone or in person. Written authorizations ought to be
provided by means of U.S. mail, private delivery service (i.e.
overnight delivery), or in person. [2].

IV. CYBER LAW TRENDS

The Cyber Law Trends and Developments of India
2013(PDF) has already been covered by Perry4Lawand
Perry4Law's Techno Legal Base (PTLB). In this research
work we are covering the Cyber Security Trends and
Developments in India 2013.

a. National Cyber Security Policy India: Cyber Security in
India has been ignored for long. However, Indian
Government realized this is a pivotal field and it needs a
clear Cyber Security Policy. The National Cyber Security
Policy of India 2013 (NCSP 2013) was drafted keeping this
requirement in mind. It is a decent Policy on many checks
however it additionally failed to address numerous vital
aspects also. For instance, the Policy has failed to protect
Privacy Rights in India. Nevertheless, this is a decent step in
the correct direction and it must be updated and improved as
the time passes.

b. National Security Policy of India: National Security of
India is facing many challenges these days that are mainly
attributable to the use and abuse of Information and
Communication Technology (ICT). A National Security
Policy of India is urgently needed that must have the Cyber
Security Policy as an essential element. Presently this is not
the case but rather we hope the same would be achieved very
soon by the Indian Government.

c. National Telecom Security Policy of India: There is no
implementable National Telecom Security Policy of India as
on date. However, it might be drafted very soon by the
Indian Government. Starting at now the Telecom Service
Providers of India are openly flouting the Laws of India.
They are not following the Diligence in India. For instance,
Airtel and Tata Teleservices Limited are violating Cyber
Law of India in general and Internet Intermediary Rules of
India specifically. These infringement must be punished by
Department of Telecommunication (DoT) and Telecom
Regulatory Authority of India (TRAI). Even the Defense
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Research and Development Organization (DRDO) have Dot
that the proposed National Telecom Security Policy ought to
have a framework to penalize Telecom Service Providers in
the event that they neglect to abide by the standards.

d. Imported Software and Telecom Equipments Security:
Cyber Security of imported Software and Telecom Products
was a noteworthy cause of concern for India. For instance,
Huawei and ZTE have already faced Telecom Security Issues
in India. Thus, India is likewise considering making the
Norms for import of Telecom Equipments in India more
stringent. The Security Agencies of India have gone to the
extent of even suggesting for the developing indigenously
manufactured Cyber Security Software. In spite of the fact
that the testing of Imported Software and Hardware for
embedded Malware has been postponed till first April 2014
by India yet this issue would resurface in the year 2014. Even
a Telecom Security Directorate of India has been proposed
by Indian Government.

e. Cyber Security of E-Governance: Cyber Security of E-
Governance Services in India is still not upto the check. The
Cyber Security in India must be improved so Public Services
can be better delivered through the mode of E-Governance
and Mobile Governance. Likewise, Cyber Security Legal
Practice must be encouraged and developed in India so that
Cyber Crimes and Cyber Security related breaches can be
properly prosecuted.

f. E-Mail Policy of India: There has been an increase in the
use of Private E-Mails for committing Cyber Crimes in India
and worldwide. For instance, E-Mail Service Providers like
G-mail are abetting and encouraging commission of Cyber
Crimes. E-Mail Service Providers like G-Mail, Yahoo,
Hotmail, etc are additionally facilitating violating the
arrangements of Public Records Act, 1993 wherever public
records are involved and they should be banned in India.
Realizing the seriousness of the circumstance, Delhi High
Court is analyzing E-Mail Policy of India and complaint
mechanism to Facebook. The Delhi High Court has likewise
directed Central Government to Issue Notification regarding
Electronic Signature under Information Technology Act
2000. A counseling by Maharashtra Mails as already been
issued. Even the E-Mail Policy of India has been proposed by
Indian Government.

g. Cyber Security of Private Banks in India: Cyber Security
of Banks in India is as yet not taken seriously. Banks are not
interested in ensuring Cyber Security of electronic
transactions. The Recommendations of Reserve Bank of
India (RBI) to ensure Cyber Security, appointment of Chief
Information Officers (CIOs), establishing a Steering
Committee at board level, etc has remained unfulfilled. Even
RBI has warned banks for inadequate Cyber Security. In the
event that the online business or exchange pertains to
Banking Industry, especially online transfer and receiving of
money, the applicable arrangements can include the Internet
Banking Guidelines, Mobile Banking Security Practices, e-
Commerce Regulations and Compliances, Risk Management
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for Card Present Transactions, etc.

h. Mobile Payment Cyber Security: Mobile Security in India
is as yet a serious concern in India. In all actuality India is
not ready for Mobile Governance as on date. Mobile
Banking Cyber Security in India is as yet missing and the
same must be established on a need premise. Incidences of
ATM Frauds, Credit Card Frauds, Phishing, RTGS Frauds,
Internet Banking Frauds, etc have increased altogether in
India. Malware targeting mobiles specifically have likewise
raised the threat level further. On top of it we have poor
reception cyber security practices and policies by banks of
India. To put it plainly, the Online Banking System of India
is not Cyber Secure and Mobile Payments Cyber Security in
India is needed especially when the RBI is suggesting use of
SMS Based Funds Transfer in India.

i. Cyber Security Capabilities: Incidences of Cyber Crimes,
Cyber Attacks, Cyber Security Incidences, Cyber Warfare,
Cyber Terrorism, Cyber Espionage, etc are some of the
problems that are peculiar to the contemporary times. These
threats are intimidating the National Security of India by
striking at the Financial, Economic, Social and Political
Environment of India. Offensive and Defensive Cyber
Security Capabilities of India is need of great importance.
Even the National Cyber Security Policy of India 2013
(NCSP 2013) (PDF) recognized this reality. Techno Legal
Skills Development in India is need of great importance and
India must stress more upon Online Skills Development and
E-Learning Methods to fill this aptitudes crevice.

V. IMPORTANCE OF CYBER SECURITY WITHIN
YOUR ORGANIZATION:

Cyber Security Audit - A Cyber Security review can be
performed internally, yet it is practically impossible to
effectively review yourself. Sending a clear Request for
Proposal (RFP) to potential review suppliers will move the
process forward rapidly.
An outside cyber security review RFP ought to cover the
following areas:
« Your association — your IT infrastructure, fundamental
association details, etc.
« The RFP process - selection criteria, timeline,
accommodation guidelines, supplier capabilities (especially
independent certifications)
* Scope
0 An independent external sweep and vulnerability
assessment (penetration testing) toward the beginning of the
engagement
0 Additional external sweep and vulnerability assessment
after remediation
o0 Inventory of Devices — both authorized and unauthorized.
Associations have numerous servers, routers, switches,
wireless devices, modems, firewalls and other devices that
can be utilized by hackers. To start with you need to
comprehend what you have, then you need to update all
systems to best practices, and finally you need to ensure best
practices are performed into the future.
o Inventory of Software — both authorized and unauthorized.
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Software concerns are like device concerns.

o Verification of best practices for secure arrangements of
portable PCs, workstations, and mobile devices.

o Internal security software assessment— you have purchased
against infection, hostile to malware, and other software for
protection. Are they functioning correctly?

0. Assess if your current data reinforcement and recovery
policies enable you to recover from a noteworthy breech

0 Assess administrative privilege controls

0 Assess your incident response capacity

» Deliverables — type of reports, discourses, training,
remediation details, etc.

« Standard Terms and Conditions — including non-disclosure
Work with your IT department to ensure that implementing
the resulting recommendations will make your association
more secure. Like most criminals, hackers search for easy
targets. On the off chance that your association has easy to
exploit security issues, hackers will dive appropriate in. In
the event that your association implements the resulting
recommendations, hackers will become frustrated and move
on to the next easy check.

VI. DEVELOPING CYBER SECURITY PLANS AND

PROCEDURES ALLIES
Educate the decision makers — the absence of Cyber Security
often has serious consequences. A new report from the
Privacy Rights Clearing house (PRC) notes 535 breaches
during 2011, involving 30.4 million sensitive records. Be that
as it may, that is a conservative estimate, since not all data
breaches see the light of day. "Because many states don't
require companies to report data breaches to a central
clearing house, data breaches happen that we never hear
about,” said PRC director Beth Givens. Notwithstanding theft
of association assets, data breeches have HIPAA, SOX, credit
card, protection, and public relations issues. A data breech
can rapidly signify millions in regulatory fines. You will
normally find that Cloud suppliers take no responsibility for
data breeches. Even if regulated data is not disclosed, a large
data breech as a rule results in large extra expenses and loss
of customers.

VII. RECENTLY NEWS HACKED ATM CARD:
You have a debit card and in the event that you are in India, it
is very likely that you have received a message from your
bank telling you to change the PIN of your ATM card. While
sending this message is a standard practice that all banks do
now and again, however, this time it is something more
serious than only an expression of alert. Reports say that
around 3.2 million (32 lakhs) debit cards belonging to real
banks have been compromised in India. Initial reports
suggest this could be the biggest financial breach ever
reported in India with State Bank of India, Axis Bank,
HDFC, Yes Bank, and ICICI as the most noticeably awful hit
banks. It sure is worrisome considering practically everyone
has a debit card these days and 32 lakh is a major number. So
is your card likewise affected by the breach? On the off
chance that yes, what ought to be your next step, we explain
everything. According to the report, around 26 lakh of these
cards are on Visa and Mastercard platform, while over 6 lakh
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are on the Rupay platform. SBI has confirmed that it has
blocked over 6 lakh debit cards in India after card network
companies like NCPI, MasterCard and Visa informed the
affected banks about a possible data breach. SBI additionally
commented that the breach did not involve its own particular
ATM machines and networks.

VIIl. CONCLUSION

In this paper, the rising difficulties in security and protection
confronted by banks are examined. The security mechanisms
utilized by banks have been distinguished. The security and
protection issues in financial sector have been perceived
especially the digital security attacks gone for banks. Finally,
the countermeasures that ought to be embraced by banks to
give insurance against these attacks and guarantee a sheltered
saving money condition to clients have been recommended.
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