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Abstract: In this paper a new scheme early detection of
DDosS attack in WSN has been introduced for the detection
of DDoS attack. It will detect the attack on early stages so
that data loss can be prevented and more energy can be
reserved after the prevention of attacks. Performance of this
scheme has been seen on the basis of throughput and
remaining energy of the network. The duration of a
simulation is thus predetermined by the total simulation
time which is clearly stated in all simulation-based
publications. We introduce the DOS and DDOS attack in
WSN and calculate the energy level and number of dead
node in time domain analysis over the successive iteration.
This proposed energy depreciation form of network energy
as the communication round increases. The level goes down
and near the end scenario it tends to zero. Energy loss
comparison earlier and proposed concludes that there is
rapid decrement of energy loss after dos and DDoS attack
on WSN. Hence abnormal decrement of energy tells that
DOS and DDOS attack should be done on our network. At
the end of simulation one another executed button on GUI
which is the comparative result of earlier work of DoS and
the proposed work. It has clear that the proposed work has
much improver result than earlier work.

I. INTRODUCTION TO DENIAL OF SERVICE
ATTACKS

Denial of Service (DoS) attacks has proved to be a serious
and permanent threat to users, organizations, and
infrastructures. The primary goal of these attacks is to
prevent access to a particular resource like a web server. A
large number of defenses against DoS attacks have been
proposed in the literature, but none of them gives reliable
protection. There will always be vulnerable hosts in the
Internet to be used as sources of attack traffic. It is simply not
feasible to expect all existing hosts in the Internet to be
protected well enough (in July 2005 it was estimated that
there were approximately 350000000 hosts in the Internet).
In addition, it is very difficult to reliably recognize and filter
only attack traffic without causing any collateral damage to
legitimate traffic.

Figl.1: Basic Of WSN while intruders

1.1 DoS Attacks in Real-Life: Real DoS incidents in the
Internet between the years 1989 and 1995 were investigated
in. The three most typical effects were the following: 51% of
these incidents filled a disk, 33% of the incidents degraded
network service, and 26% of the incidents deleted some
critical files. A single incident was able to cause several
types of damages at the same time (the sum of percentages is
more than 100%).

1.2 Research Problem

Mitigating DoS attacks is difficult especially due to the
following problems. Very little has been done to compare,
contrast, and categorize the different ideas related to DoS
attacks and defenses. As a result it is difficult to understand
what a computer network user needs to do and why to
mitigate the threat from DoS attacks. There are no effective
defense mechanisms against many important DoS attack

types.

Il. LITERATURE SURVEY: DDOS ATTACK: SCOPE
AND CLASSIFICATION
The distributed nature of DDoS attacks makes them
extremely difficult to combat or trace back. Attackers
normally use spoofed (fake) IP addresses in order to hide
their true identity, which makes the trace back of DDoS
attacks even more difficult. Furthermore, there are security
vulnerabilities in many Internet hosts that intruders can
exploit. Moreover, incidents of attacks that target the
application layer are increasing rapidly. One of the necessary
steps towards deploying a comprehensive DDoS defense
mechanism is to understand all the aspects of DDoS attacks.
Various classifications of DDoS attacks have been proposed
in the literature over the past decade. In this survey, we are
interested in providing a classification of DDoS flooding
attacks based on the protocol level at which the attack works.
We review various DDoS flooding incidents of each
category, some of which have been well reviewed/analyzed
in [1], [2], [3][4], [6] and the rest are recent trends of DDoS
flooding attacks. In this paper, we mainly focus on DDoS
flooding attacks as one of the most common forms of DDoS
attacks. Vulnerability attacks, in which attackers exploit
some vulnerabilities or implementation bugs in the software
implementation of a service to bring that down, are not the
focus of this study. As we mentioned earlier, DDoS flooding
attacks can be classified into two categories based on the
protocol level that is targeted: A. Network/transport-level
DDoS flooding attacks: These attacks have been mostly
launched using TCP, UDP, ICMP and DNS protocol packets.
There are four types of attacks in this category [2], [6]: A.1
Flooding attacks: Attackers focus on disrupting legitimate
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user’s connectivity by exhausting victim network’s
bandwidth (e.g., Spoofed/non-spoofed UDP flood, ICMP
flood, DNS flood, VolIP Flood and etc. [2], [5]). A.2 Protocol
exploitation flooding attacks: Attackers exploit specific
features or implementation bugs of some of the victim’s
protocols in order to consume excess amounts of the victim’s
resources (e.g., TCP SYN flood, TCP SYN-ACK flood, ACK
& PUSH ACK flood, RST/FIN flood and etc. [2], [5]). A.3
Reflection-based flooding attacks: Attackers usually send
forged requests (e.g., ICMP echo request) instead of direct
requests to the reflectors; hence, those reflectors send their
replies to the victim and exhaust victim’s resources (e.d.,
Smurf and Fragile attacks) [2], [6]. A.4 Amplification-based
flooding attacks: Attackers exploit services to generate large
messages or multiple messages for each message they receive
to amplify the traffic towards the victim. Botnets have been
constantly used for both reflection and amplification
purposes. Reflection and amplification techniques are usually
employed in tandem as in the case of Smurf attack where the
attackers send requests with spoofed source IP addresses
(Reflection) to a large number of reflectors by exploiting IP
broadcast feature of the packets (Amplification) [2], [3]. All
of the above attack types with their details have been well
presented in [2], [32], [3], [3]. Hence, we skip further
explanation of these attacks; instead we focus on the
application-level DDoS flooding attacks as they are growing
rapidly and becoming more severe problems as they are
stealthier than the network/transport-level flooding attacks
and they masquerade as flash crowds. B. Application-level
DDoS flooding attacks: These attacks focus on disrupting
legitimate user’s services by exhausting the server resources
(e.g., Sockets, CPU, memory, disk/database bandwidth, and
I/0 bandwidth) [3]. Application-level DDoS attacks
generally consume less bandwidth and are stealthier in nature
compared to volumetric attacks since they are very similar to
benign traffic. However, application-level DDoS flooding
attacks usually have the same impact to the services since
they target specific characteristics of applications such as
HTTP, DNS, or Session Initiation Protocol (SIP). Here we
briefly describe the DNS amplification flooding attack and
the SIP flooding attack as two of the famous application-level
reflection/amplification flooding attacks embracing DNS and
SIP protocols. Then we classify various flavors of
application-level flooding attacks that employ the HTTP
protocol since these attacks are consistently reported as the
major types of recent DDoS flooding attacks [3]. B.1
Reflection/amplification based flooding attacks [2], [3]:
These attacks wuse the same techniques as their
network/transport-level ~ peers (i.e., sending forged
application-level protocol requests to the large number of
reflectors). For instance, the DNS amplification attack
employs both reflection and amplification techniques.

I1l. EARLEIR
In this research is to help any network user in mitigating DoS
attacks and DDoS in IP-based networks. This dissertation
concentrates especially on the following areas. One should
understand existing attack mechanisms and available defense
mechanisms, and have a rough idea about the benefits (best-
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case performance) of each defense mechanism. One should
acknowledge possible situation dependency of defense
mechanisms, and be able to choose the most suitable defense
when more than one defense mechanisms are available
against a specific attack type.One should evaluate defense
mechanisms in a comprehensive way, including both benefits
and disadvantages (worst-case performance), as an attacker
can exploit any weakness in a defense mechanism.
Knowledge of all of these issues is necessary in successful
mitigation of DoS and DDQOS attacks. Without knowing how
a specific defense mechanism works under different possible
conditions and what the real benefits and weaknesses are, it
is not possible to assure the suitability of a defense
mechanism against a certain type of a DoS and DDOS
attack.

IV. PROPOSED WORK

All simulations used in this dissertation are terminating
simulations with a finite time horizon. The duration of a
simulation is thus predetermined by the total simulation time
which is clearly stated in all simulation-based publications.
We introduce the DOS and DDOS attack in WSN and
calculate the energy level and number of dead node in time
domain analysis over the successive iteration.

4.1 Simulation Parameters

Parameter Value

Network Size (100, 100, 50, 175)
Number Of Sensor Nodes 100

Sensor Node Deployment 100

Percentage Of Cluster 0.1

Head

Energy.aggr = 5*0.000000001
Energy.free Space 10*0.000000000001
Total energy 0.5
Energy.multiPath 0.0013*0.000000000001;
Energy Trasnmitted 5*0.000000001
Energy.receive 50*0.000000001;

4.2 The proposed GUI constructed in MATLAB
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Fig 4.1: basic layout having the push button for executing the

code (In Matlab 2010)
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Figure 4.2: (1)-Number of Packets Sends To BS Vs Rounds
(2) Number of Dead Nodes vs. Round (3) Loss of Energy
Due to Malicious after 99 Rounds
This proposed energy depreciation form of network energy as
the communication round increases. The level goes down and

near the end scenario it tends to zero.
Table 1.1: before DOS attack

Noof Rounds Noof packet transmission N0 of dead node
1 00 12000 10
2 400 16000 4
] 600 17000 60

Table 4.2: After Dos Attack

. | Noof Rounds No of packet transmission  [NO of dead node
1 200 6000 50
2 400 10000 80
3 600 13000 95

Energy loss comparison between above two tables we
conclude that there is rapid decrement of energy loss after
dos and DDoS attack on WSN. Hence abnormal decrement
of energy tells that DOS and DDOS attack should be done on
our network.
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Fig 4.3: Comparison Result of Round VS packet Transmitted
(Blue Earlier Work-red Proposed Work)
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Fig 4.6 : Comparison Result of Round Vs Energy Loss (Line
Graph) (blue Line-proposed Work, Green Line-Earlier work)

File Edit View Insert Tools Desktop Window Help ~
DEaEHS | K| RKAOBDE K-S | 0EH =D

Rounds Vs Dead Node

100

90

80 |-

70

60

50

200 400 600

Fig 4.7: Comparative result of round Vs Dead Nodes (Blue
Earlier Work-red Proposed Work)
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