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Abstract: In today's Computing world Cloud enlisting is
one of the best advancement which uses advanced
computational power and it upgrades data sharing and data
securing  capacities.  Essential  inconvenience in
appropriated figuring was issues of data dependability, data
security and data access by unapproved customers. TTA
(Trusted Third Party) is used to store and offer data in
conveyed processing. Change and sharing of data is
extremely fundamental as a get-together. To affirm
trustworthiness of the common data, people in the social
affair needs to figure stamps on all normal data pieces.
Assorted pieces in shared data are overall stamped by
particular customers as a result of data modification
performed by different customers. Customer dissent is one
of the best security threats in data sharing in social affairs.
In the midst of customer renouncement shared data square
checked by denied customer needs to download and re-sign
by existing customer. This errand is to a great degree
inefficacious as a result of the limitless size of shared data
ruins on cloud. PANDA Plus is the new open investigating
framework for the keeping up reliability of conferred data
to beneficial customer foreswearing in the cloud. This
instrument is in perspective of mediator designator thought
which allows the cloud to re-sign squares for existing
customers in the midst of customer denial, so that
downloading of shared data pieces is not required. PANDA
Plus is the overall public analyst which surveys the
dependability of shared data without recuperating the entire
data from the cloud. It also screen bunch to affirm different
reviewing errands in the meantime. The term appropriated
registering has been ascended as a handling framework
over the Internet. Cloud data appreciate securing of the
data in the cloud and furthermore has sharing limit among
diverse customers. On account of disillusionments of
human or hardware and even Software slips cloud data is
associated with data genuineness. A couple instruments
have been proposed to allow both the data proprietors and
likewise the overall public evaluators to survey cloud data
uprightness capably without recuperating the entire data
from the cloud servers. A Third Party Auditor (TPA) will
perform uprightness checking and the character of the
endorser on every piece in shared data is kept private from
them. In this paper, we audit for investigating the
respectability of conferred data in the cloud to capable
customer denial while so far sparing identity insurance.

I. INTRODUCTION
Circulated processing stages give customers adaptable data
stockpiling organizations with an insignificant exertion than

standard philosophies. The respectability of data is subject to
instability due to human passes and hardware or
programming frustrations. Consequently, the trustworthiness
of cloud data should be affirmed with no data utilization and
without downloading the entire cloud. By and large, the data
uprightness is checked by recouping the entire data from the
cloud and a while later the rightness of imprint is checked.
However the profitability of using this framework on cloud
data is in instability. The rule reason is that normally the
compass of cloud data is broad. Downloading the entire
cloud data to check data respectability will cost or even
waste customer's measures of retribution and correspondence
resources, especially when data have been degraded in the
cloud. Other than various livelihoods of cloud data don't
basically oblige customers to download the entire cloud data
to neigh boyhood devices. It is by virtue of cloud suppliers,
for instance, Amazon, can offer customers preparing
organizations particularly on sweeping scale data that
formally existed in the cloud. Starting late, various
frameworks have been proposed to allow a data proprietor
itself and also an open verifier to capably perform
respectability checking without downloading the entire data
from the cloud, which is suggested as open assessing. In
these instruments, data is detached into various little squares,
where each square is self-ruling checked by the proprietor;
and an unpredictable mix of the extensive number of pieces
instead of the whole data is recouped in the midst of
trustworthiness checking. An open verifier could be a data
customer who may need to utilize the proprietor's data
through the cloud or a pariah analyst (TPA). Propelling a
stage, Wang et al. formed a pushed analyzing framework
(named as WWRL in this paper),so that in the midst of open
assessing on cloud data, the substance of private data having
a spot with an individual customer is not divulged to any
open verifiers. That is, there is a spillage of identity
insurance. Fail to protect identity security on shared data in
the midst of open reviewing will uncover gigantic private
information to open verifiers. To handle the above assurance
issue on shared data, a novel security sparing open
examining segment has been proposed. Here Ring imprint is
abused to assemble homomorphism authenticators, so that an
open verifier has the limit check the uprightness of shared
data without recuperating the entire data, while the identity
of the endorser on every piece in shared data is kept private
from the all inclusive community verifier. In this paper, to
upgrade Data Privacy on shared data in cloud, we propose
Traceability route framework to finish traceability. The data
freshness (the cloud has the latest type of shared data) is
moreover exhibited while up 'til now protecting character
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insurance. Fulfilling data freshness ensures that the recouped
data reliably reflects the most recent overhauls and checks
rollback attacks. Achieving data freshness is vital to secure
against miss-game plan slips.

Which audits the data respectability for the purpose of cloud
organization supplier without recouping total data? It
challenges the cloud server for the rightness of data
stockpiling while keeping no private information. To let off
the heaviness of organization of data of the data proprietor,
TPA will audit the data of client. It cover the incorporation of
the client by exploring that whether her data set away in the
cloud are without a doubt set up, which can be indispensable
in achieving economies of scale for Cloud Computing. By
then it surrenders the audit report which would help
proprietors to survey the threat of their subscribed cloud data
organizations, and it will moreover be useful to the cloud
organization supplier to improve their cloud based
organization stage. Accordingly TPA will help data
proprietor furthermore customers to confirm that his data are
safe in the cloud and organization of data will be less
alarming to data proprietor. Appropriately, to enabling a
security ensuring outcast Auditing tradition, allowed to
customer renouncement, is the issue we are going to handle
in this paper. Our review is among phenomenal ones to
support security defending open evaluating in circulated
processing, with an accentuation on customer denial.
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Fig. 1. The architecture of cloud data storage service.
Whatever is left of this paper is sorted out as tails: We
initially gave Literature review in area 2. At that point
segment 3 talked about the issue definition. Area 4 gave the
proposed plan and segment 5described the conclusion and
future work.

I. Problem Statement

With relinquish trends in cloud, Data integrity is one of the
critical issue, as there is lack of identity privacy, where the
users are unacquainted with the auditor of the data, over
geographically scattered data enters. This features of cloud
computing evolved various concerns related to user’s
identity, data integrity and users availability. Ultimately this
influences to propose an enhanced model in order to audit the
data integrity and keeping the identity privacy with efficient
user revocation while sharing

I1l. PROPOSED SCHEME
Review of the system model
As illustrated in Fig. 3, the system model in this paper
includes three entities: the cloud, the public verifier, and
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users (who share data as a group). The cloud offers data
storage and sharing services to the group. The public verifier,
such as a client who would like to utilize cloud data for
particular purposes (e.g., search, computation, data mining,
etc.) or a third-party auditor (TPA) who can provide
verification services on data integrity aims to check the
integrity of shared data via a challenge-and response protocol
with the cloud. In the group, there is one original user and a
number of group users. The original user is the original
owner of data. This original user creates and shares data with
other users in the group through the cloud. Both the original
user and group users are able to access, download and
modify shared data. Shared data is divided into a number of
blocks. A user in the group can modify a block in shared data
by performing an insert, delete or update operation on the
block

IV. RELATED WORK

Provable data possession (PDP) [3], allows a verifier to
check the correctness of a data stored at a UN trusted server.
By utilizing RSA-based homo orphic authenticators and
sampling strategies, the verifier is able to publicly audit the
integrity of data without retrieving the entire data, which is
referred to as public auditing. Unfortunately, this mechanism
is only suitable for auditing the integrity of personal data.
Proofs of Irretrievability (POR), which is also able to check
the correctness of data on an un trusted server. The public
mechanism proposed by Wang et al. [2] and [6] are able to
preserve users’ confidential data from a public verifier by
using random masking. Compared to previous works
[11,[5].[7], this mechanism is able to improve data privacy by
using traceability and the data freshness is also proved.

V. DESIGN PROCESS
Some of the features those are included in our design feature
are as follows:
1. Ring Signatures:
The concept of ring signatures is first proposed by Rivets et
al. in 2001. With ring signatures, a verifier is convinced that
a signature is computed using one of group member’s private
keys, but the verifier is not able to determine which one. This
property can be used to preserve the identity of the signer
from a verifier. The ring signature scheme introduced by
Bone et al. (Referred to as BGLS in this paper) is constructed
on bilinear maps. We will extend this ring signature scheme
to construct our public auditing mechanism.
2. Integrity Threats:
Two kinds of threats related to the integrity of shared data
are possible. First, an adversary may try to corrupt the
integrity of shared data and prevent users from using data
correctly. Second, the cloud service provider may
inadvertently corrupt (or even remove) data in its storage due
to hardware failures and human errors. Making matters
worse, in order to avoid jeopardizing its reputation, the cloud
server provider may be reluctant to inform users about such
corruption of data.
3. Privacy Threats:
The identity of the signer on each block in shared data is
private and confidential to the group. During the process of
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auditing, a semi trusted TPA, who is only responsible for
auditing the integrity of shared data, may try to reveal the
identity of the signer on each block in shared data based on
verification information. Once the TPA reveals the identity of
the signer on each block, it can easily distinguish a high-
value target (a particular user in the group or a special block
in shared data).

VI. CLOUD SERVICES
There are various web services which are being delivered
from the cloud [7]. Software can be purchased and installed
on the personal computers is one of the traditional models of
software distributions. This can be called as Software-as-a
Product. Applications can be hosted by any vendors or any
service providers and can be made available to the customers
over the Internet. Such a model is called Software-as-a-

Service (Saas). Since the web service supporting
technologies are being developing, Saas is becoming an
increasingly  important  delivery model and new

developmental approaches become popular. SaaS can also be
affiliated with a “pay-as-you-go” subscription licensing
model. In the mean time, broadband service has become
available to the users. Communication-as-a-Service (CaaS) is
yet another important services provided by cloud which is
provided by any enterprise communications solution.
Providers of this type of cloud-based solution is known as
CaaS vendors who are responsible for the management of
hardware and software required for delivering Voice over IP
(VolIP) services, Instant Messaging (IM), and video
conferencing capabilities to their customers. Infrastructure is
also a service in cloud land, and there are many variants on
how infrastructure is managed in cloud environments.
Infrastructure-as- Service (laaS) is the delivery of computer
infrastructure mainly any platforms or virtualization
environments as a service to the users. When vendors deliver
laaS, it depends heavily on modern on-demand computing
technology and high-speed networking. Monitoring-as-
service (MaaS) is the provisioning of security, mainly on the
business platforms that uses the Internet for conducting
business. Cloud computing also includes platforms for
building and running custom web-based applications, and
this concept is known as Platform-as-a- Service (Pass). Pass
developers are concerned on the web based development and
generally do not consider what is the operating system which
is being used. PaaS services allow users to focus on
innovations rather than the complex infrastructure.

An overall view of the various service models is as given in
figure. The user would use the various service models as per
their need. Hence security and integrity assurance is as well
very important in every model of cloud services.
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Figure: Building blocks to the cloud

Privacy and Public Auditing

Security and privacy is one fundamental obstacle for the
success of cloud computing. Privacy is a critical concern
with regard to the cloud computing. This is due to the fact
that customers’ data and business logic both reside in
distrusted cloud servers, which are owned and maintained by
the cloud provider. Therefore, there are potential risks to the
various confidential data like the financial data, health
records and personal information like personal profile since
these may be disclosed to public or business competitors.
Privacy has been an issue of the highest priority within other
security issues. Privacy-preservability is one of the core
attribute of privacy [8]. A few security characteristics may
directly or indirectly influence privacy-preservability,
including confidentiality, integrity, etc. Evidently, in order to
keep private data from being disclosed, confidentiality
becomes an unavoidable attribute, and integrity ensures that
data or computation is not corrupted, which somehow
preserves privacy. On contrary, Accountability may
undermine privacy due to the fact that the methods of
achieving the two attributes usually may conflict.
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Figure : Ecosystem of Cloud Security and Privacy
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VII. CONCLUSION AND FUTURE WORK
Now a day’s IT Infrastructure is propelling towards cloud
computing, but the data integrity concerns with identity
privacy which must be addressed. In this paper, we reviewed
various privacy preserving mechanisms for static group in
cloud computing and propose a new idea for identity privacy
with efficient user revocation in cloud computing
environment. We have furnished the simulated
implementation of HAPS [6] and HARS [12] algorithms.
Presently this research is under development to find the
system for preserving identity privacy for revocation of the
user or group member while sharing the data on cloud. In
future work we would be focusing on developing a complete
framework that would cover all integrity aspects related to
data with identity privacy for dynamic group. We thought
this channelized project would lean to aid the
institutions/organizations to encourage towards the Cloud
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environment and construct rich IT infrastructure.
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