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Abstract: Wireless communication technology and its
applications are important in the case of health-care
applications. The advantage and benefits of wireless system
became attractive in all kinds of fields. This is mainly due to
elimination of the complications of wired connection. The
improvement in wireless technology, the Wireless Body
Area Network (WBAN) is become more attractive in
medical fields.

The WBAN uses medical sensors, which are continuously
monitors and collect the physiological information of
patient’s health. In order to send this information to a
medical server, it must takesplace data aggregation. In this
real-time data transmission, the system must have data
security and data privacy [6]. So as to improve privacy with
higher data aggregation this proposed scheme develops a
lattice cryptographic system. The lattice privacy preserving
data aggregation provides more integrity, authentication
and consumer privacy.
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I. INTRODUCTION

The Wireless Body Area Network (WBAN) [1] is a
combination of tiny wearable devices referred to as medical
sensors attached to a patient’s body in remote health
monitoring systems. The WBAN is used to monitor patient’s
physiological parameters such as temperature, blood
pressure, and electrocardiography (ECG) [3]. Medical
sensors continuously monitor and collect patient’s data and
send them to a remote medical server through a local
processing unit (LPU) like a PDA/mobile. The WBAN
consists of medical sensors and which have scarce resources
in terms of memory, energy, and storage also, that
communicates wirelessly with an LPU.

The LPU has more resources than sensors but is still limited;
as it uses the battery and communicates wirelessly with the
medical server. The medical server is very powerful in terms
of energy, computational power, and storage. As such, the
WBAN is deployed in a hostile environment, where sensors
may be incapable of providing reliable functions or can be
easily compromised by malicious adversaries; thus sensitive
health data may be subject to privacy issues, or data misuse
may also occur. In order to overcome the above-stated issues
of security and privacy [2] regarding medical health data
during transmission and data aggregation in WBAN [5], |
propose a lightweight lattice privacy scheme for a remote

health monitoring system. With this proposed scheme, it can
identify the necessary security and privacy requirements in
the WBAN. In particular, I point out the necessity for an
end-to-end secure data transmission from medical sensors to
the remote medical server in the WBAN. The main
contributions of this paper can be summarized below:

e | propose a Robustic and lightweight lattice privacy
scheme for remote health monitoring systems. It
ensures data confidentiality, data privacy and data
authenticity by combining simple encryption
scheme and aggregate signature scheme in
WBANI[7].

e This scheme uses data aggregation technique at the
LPU in WBAN, to reduce the overall
communication cost in our proposed scheme.

e | have conducted a security analysis to state and
prove the correctness of the proposed scheme.

Il. SYSTEM AND SIGNAL MODEL

Proposed scheme guarantees consumers privacy and
messages authenticity and integrity, with reduced
communication and computation complexity. In this paper, |
propose a lightweight lattice-based homomorphic [9]
privacy-preserving data aggregation scheme for health
monitoring systems. Compared to existing system, the
proposed system offers end to end consumer’s privacy. It
also prevents any illegal access and modification of
messages. Lattice based algorithm improved the network
privacy along with the node energy. The system divided the
entire network into small grids and a particular grid is chosen
for transmission and security analysis. It is having mainly
three phases.

e Initialization: It this phase includes how many bits
we are taken for processing. Some security
parameters are included here [4].

e Health data generation: It has some keys and is
mainly based on lattice algorithm. Also performing
message encryption in it.

e Verification: It is an authentication technique. Here,
check whether it is able to decrypt or not.
Successful decryption can be possible by this
system. The block diagram of the system having
two phases is shown in Fig. 1.
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Fig.1: Block diagram of the system (including two
phases)

I1l. RESULTS AND DISCUSSIONS
Proposed system results shows better performance compared
to existing system results and is more advantageous. The
green line in the graph represents the existing system output,
whereas red line represents the proposed approach. The

routing overhead is relatively very small in proposed
approach as compared to existing in fig. 2.
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Fig. 2: Routing overhead

Throughput means that the number of bits transmitted per
seconds. It shows the efficiency of the system. The efficiency
of the lattice based system is higher than that of DBDH and
is shown in Fig. 3. Number of packets transmitted per time
can be shown in Fig. 4.
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Fig. 4: Packet delivery ratio
The lifetime of a network is important in the case of wireless
body area network systems. The life time indicates how long
the network is going on for data transmission and is shown in
Fig. 5.
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Fig. 5: Network lifetime

The delay is the major disadvantage of the existing approach.
It can be decreased in the proposed system as nodes
increases. It is shown in Fig. 6.
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Fig. 6: Average End-to-End Delay

IV. CONCLUSION
In this paper, | have proposed a Secure Privacy-scheme
based lattice cryptography for remote health monitoring
systems to improve aggregation efficiency and preserve data
privacy. This paper formalizes the system model and security
model for the remote health monitoring system. The
utilization of privacy homomorphism makes this scheme
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feasible for applicability in a cloud-assisted WBAN and
simple arithmetic operations are used here. Here | considered
and implemented a light weighted homomorphic aggregation
scheme with more efficient to further reduce communication
and computational overhead and improve the efficiency of
the proposed scheme.
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