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Abstract: Ubiquitous sensing enabled by Wireless Sensor 

Network (WSN) technologies cuts across many areas of 

modern day living. This offers the ability to measure, infer 

and understand environmental indicators, from delicate 

ecologies and natural resources to urban environments. 

The proliferation of these devices in a communicating 

actuating network creates the Internet of Things (IoT), 

wherein sensors and actuators blend seamlessly with the 

environment around us, and the information is shared 

across platforms in order to develop a common operating 

picture (COP). To provide a basis for discussing open 

research problems in IoT, a vision for how IoT could 

change the world in the distant future is first presented. 

Then, eight key research topics are enumerated and 

research problems within those topics are discussed. 

Internet of Things envisions a future in which digital and 

physical entities can be linked, by means of appropriate 

information and communication technologies, to enable a 

whole new class of applications and services. In this article, 

we present a survey of technologies, applications and 

research challenges for Internet of Things. 

Keyword: Cyber Physical Systems, Internet of Things, 

Mobile Computing, Pervasive Computing, Wireless Sensor 

Networks. 

 

I. INTRODUCTION 

The next wave in the era of computing will be outside the 

realm of the traditional desktop. In the Internet of Things 

(IoT) paradigm, many of the objects that surround us will be 

on the network in one form or another. Radio Frequency 

IDentification (RFID) and sensor network technologies will 

rise to meet this new challenge, in which information and 

communication systems are invisibly embedded in the 

environment around us. This results in the generation of 

enormous amounts of data which have to be stored, 

processed and presented in a seamless, efficient, and easily 

interpretable form. This model will consist of services that 

are commodities and delivered in a manner similar to 

traditional commodities. 

 

Over last twenty years innovative information technologies 

have wrought significant change in human civilization For 

example, imagine that you were to give a speech in another 

city which is normally one hour away from where you live. 

Unfortunately, there was a traffic jam on the highway and 

you were expected to be late. If this happened 20 years ago, 

there was literally no way you can communicate the news to 

your audience. Nowadays, if you get stuck on the highway, 

you can simply use your cell phone to tell your audience.  

 

This is because cell phones and telecommunication service 

are affordable and available to almost everyone. Question: 

can technologies do better? 

 

The term Internet of Things was first coined by Kevin 

Ashton in 1999 in the context of supply chain management 

[1]. However, in the past decade, the definition has been 

more inclusive covering wide range of applications like 

healthcare, utilities, transport, etc. [2]. Although the 

definition of Things has changed as technology evolved, the 

main goal of making a computer sense information without 

the aid of human intervention remains the same. A radical 

evolution of the current Internet into a Network of 

interconnected objects that not only harvests information 

from the environment (sensing) and interacts with the 

physical world (actuation/command/control), but also uses 

existing Internet standards to provide services for 

information transfer, analytics, applications, and 

communications. Fueled by the prevalence of devices 

enabled by open wireless technology such as Bluetooth, 

radio frequency identification (RFID), Wi-Fi, and telephonic 

data services as well as embedded sensor and actuator nodes, 

IoT has stepped out of its infancy and is on the verge of 

transforming the current static appropriate. Further, research 

in IoT, PC, MC, WSN and CPS often relies on underlying 

technologies such as real-time computing, machine learning, 

security, privacy, signal processing, big data, and others. 

Consequently, the smart vision of the world involves much 

of computer science, computer engineering, and electrical 

engineering. Greater interactions among these communities 

will speed progress. 

 

II. VISION AND IOT SCOPE 

Many people [4], including myself [5][6], hold the view that 

cities and the world itself will be overlaid with sensing and 

actuation, many embedded in things creating what is referred 

to as a smart world. But it is important to note that one key 

issue is the degree of the density of sensing and actuation 

coverage. I believe that there will be a transition point when 

the degree of coverage triples or quadruples from what we 

have today. At that time there will be a qualitative change. 

For example, today many buildings already have sensors for 

attempting to save energy [7][8]; home automation is 

occurring [3]; cars, taxis, and traffic lights have devices to 

try and improve safety and transportation [9]; people have 

smartphones with sensors for running many useful apps [2]; 

industrial plants are connecting to the Internet [10]; and 

healthcare services are relying on increased home sensing to 

support remote medicine and wellness [11]. However, all of 
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these are just the tip of the iceberg. They are all still at early 

stages of development. The steady increasing density of 

sensing and the sophistication of the associated processing 

will make for a significant qualitative change in how we 

work and live. We will truly have systems of systems that 

synergistically interact to form totally new and unpredictable 

services. 

 

A sensing and actuation utility will not only exist in public 

spaces, but also extend into the home, apartments, and 

condominiums. Here people will be able to run health, 

energy, security, and entertainment apps on the 

infrastructure. Installing and running new apps will be as 

easy as plugging in a new toaster into the electric utility. One 

app may help monitor and control heart rate, another perform 

financial and investments services, another automatically 

ordering food and wine, or even predicting a impending 

medical problem that should be addressed early to mitigate or 

even avoid the problem. Humans will often be integral parts 

of the IoT system. The Industrial Internet is also a form of 

IoT where the devices (things) are objects in manufacturing 

plants, dispatch centers, process control industries, etc. 

Consequently, in the future the scope of IoT is enormous and 

will affect every aspect of all our lives. 

 

Recently, sensor networks, cyber physical systems, and 

internet of things have become more common as sensing, 

communication, and analytics technologies have matured. In 

the future, digital sensing, communication, and processing 

capabilities will be ubiquitously embedded into everyday 

objects, turning them into the Internet of Things (IoT, or 

machine-to-machine, M2M). In this new paradigm, smart 

devices will collect data, relay the information or context to 

each another, and process the information collaboratively 

using cloud computing and similar technologies. Finally, 

either humans will be prompted to take action, or the 

machines themselves will act automatically. 

 

There are many applications of this new paradigm [12] 

[13][14], as shown in Figure 1. Some examples are 

highlighted below: 

 Smart home: At home, embedded sensors can 

understand the human activities and properly adjust 

the air temperatures or lighting to reduce our energy 

usage without sacrificing human comforts. 

 Economical agriculture: In a farm field, remote bug 

traps can detect the outbreak of pests and initiate 

spreading the right amount of pesticide. This will 

reduce the chance of overspreading and potential 

damage to the crops.  

 Vehicle safety: Sensors on a car can help drivers 

understand the potential risk of running into each 

other; in particular, sensors and inter-vehicle 

communication can help us see what we cannot see. 

With timely and proper warning, we can reduce the 

vehicle collision rate. 

 Assisted living: The population is aging. There is an 

increasing need to take care of more elders. Sensors 

can help us monitor the health condition of elders 

and properly provide help (e.g., reminders of 

missing a dose, warning of high blood pressure, 

requesting medical emergency). 

In short, connected embedded sensors help humans hear/see 

things that they could not hear or see in the past and do 

something that we could not do in the past. This paradigm 

shift creates numerous challenges and opportunities for 

engineering. 

 

III. INTERNET OF THINGS STANDARDIZATIONS 

AND PROTOCOLS 

By the 2020 around 50 to 100 billion things will be 

connected electronically by internet [15]. Figure 2 shows the 

growth of the things connected to the internet from 1988 to 

forecast 2020. The Internet of Things (IoT) will provide a 

technology to creating the means of smart action for 

machines to communicate with one another and with many 

different types of information [16]. The success of IoT 

depends on standardization, which provides interoperability, 

compatibility, reliability, and effective operations on a global 

scale [17]. Today more than 60 companies for leading 

technology, in communications and energy, working with 

standards, such as IETF, IEEE and ITU to specify new IP 

based technologies for the Internet of Things [18]. 

 

The design of the IoT standards is required to consider the 

efficient use of energy and network capacity, as well as 

respecting other constraints such as frequency bands and 

power levels for radio frequency communications. As IoT 

evolves, it may be necessary to review such constraints and 

investigate ways to ensure sufficient capacity for expansion, 

for example in case of additional radio spectrum allocation 

as it becomes available. 

 
Figure 1. Internet of Things Growth 

IEEE Standards Association (IEEE-SA) develops a number 

of standards that are related to environment need for an IoT. 

The main focus of the IEEE standardization activities are on 

the Physical and MAC layers. The IEEE provides an early 

foundation for the IoT with the IEEE802.15.4 standard for 

short range low power radios, typically operating in the 

industrial, scientific and medical band in addition to use 

ZigBee technology. The IEEE-SA has an over 900 active 

standards and more than 500 standards under development. 
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In its research into IoT, it has identified over 140 existing 

standards and projects that are relevant to the IoT. The base 

project related to IoT is IEEE P2413 which it is currently 

considering the architecture of IoT. 

 

Internet Engineering Task Force (IETF) is concerned with 

the evolution of the Internet architecture and the smooth 

operation of the Internet and known as large, open to 

international community of network designers, operators, 

vendors and researchers [19]. IETF provides its own 

description of IoT which provides a most recognizable 

enhancement to support IPv6, with the 6LoWPAN [20]. The 

6TiSCH Working Group is being formed at the IETF to 

address the networking piece of that unifying standard. Based 

on open standards, 6TiSCH will provide a complete suite 

protocols for distributed and centralized routing operation 

over the IEEE802.15.4e TSCH MAC [21]. ITU’s 

Telecommunication Standardization Sector (ITU-T) 

considered as a first organization of standards development 

and coordination of the Internet of Things. They buts 

standards to gain benefit of integrated information processing 

capacity, and industrial products with smart capabilities [22]. 

In addition to make development on electronic identities that 

can be queried remotely, or be equipped with sensors for 

detecting physical changes around them. 

 

IV. CHALLENGES 

M2M can be broken down into four major layers as shown in 

Figure. Sensors collect data, communication units relay the 

information collected, computing units analyze the 

information, and service layers take action. In the future, 

enormous numbers of sensors will be deployed. The costs of 

servicing such sensors will be a major concern. Hence, one 

challenge is sensor technology that requires minimal or even 

zero effort to deploy and maintain. According to [23], many 

domestic ubiquitous computing projects have failed because 

the complexity of sensor deployment. Additionally, one 

important sensor service cost is battery replacement. It is 

often almost impossible to replace sensor batteries once they 

are in the field. Therefore, another challenge is low power 

sensor design, or designs which do not require a battery 

change over the lifetime of the sensor. For example, if a 

sensor is deployed on an animal for tracking purposes, the 

battery of the sensor should outlive the animal. 

 

After the sensors collect the data, the next step is to 

communicate the information collected. Even today the 

number of devices connected to the internet exceeds the 

number of humans; in the future this gap will only increase. 

Many of the sensors will be connected wirelessly through 

systems like Bluetooth, WiFi, or 3G/4G cellular networks. 

Connecting the growing number of devices is a huge 

challenge. Most base stations are designed to provide a 

certain quality of service up to a given number of users. 

When there are too many simultaneous users, some users will 

not receive service. Since the number of devices will be 

orders of magnitude larger than the number of human users, 

this problem will become even more serious. Too, as the 

number of devices connected to the internet grows, so do 

security and privacy issues [24]. 

 
Figure 2. Major components in M2M and their challenges 

 

Sensor generated data are different from human generated 

data: 

- There are often real-time requirements for data processing, 

e.g., natural disaster warning. Stream data processing or 

mining is a critical component in the analysis. 

- There is often a huge amount of temporal and spatial 

redundancy in the information. It will be more efficient if the 

analytical algorithm can take advantage of such redundancy. 

However, synchronization of data from different sensors may 

be inaccurate. 

- Reliability or accuracy of the data may be unpredictable. 

Separating in reliable from unreliable signals will be a 

critical component of the analysis. 

- The goal for the sensor data processing is either machine or 

human action, meaning that the requirement for data 

processing is more stringent. 

 

V. OPPORTUNITIES 

While there are many challenges, they are also many 

research and development opportunities. The following 

subsections will discuss these opportunities. 

 

Low-power wireless sensors: One of the challenges is to 

design low-power sensors which do not need battery 

replacement over their lifetimes. This creates a demand for 

energy-efficient designs. A typical wireless sensor has 4 

major components: a sensing unit, a processing unit, a 

transmitting/receiving unit, and a power unit, as shown in 

Figure. One of the opportunities is to design low-power 

sensing unit. Highly accurate sensor modules often consume 

great amounts of power. One alternative is to use an array of 

low-accuracy modules with lower power consumption, and 

then use data fusion to create high-accuracy information. To 

prolong the battery life of the sensor, we can harvest energy 

from the ambient environment from sources such as lights, 

heat, vibration, or radio frequency. The efficiency of today’s 

RF energy harvesting solutions is around 16.3% [25]. More 

efficient solution are thus an urgent need. Further, the 

amount of energy that can be harvested from RF is at the uW 

level, still to low to power a wireless sensor. We also need a 
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high-efficiency energy harvesting circuit adaptable to 

different sources. 

 

Better connectivity: Another challenge in M2M is 

autonomous networking to connect large, dense populations 

of stationary and moving devices with efficient energy usage. 

First, many existing wireless standards are optimized for 

human-to-human applications, but may not be able to support 

large numbers of devices in a limited spectrum. Moreover, in 

the future, the rate of increase in the available spectrum will 

be slower than the rate of increase in the number of wireless 

sensors. Fortunately, machine-to-machine communication 

has several unique characteristics: the data rate is often 

lower, the information from different sensors or at different 

time steps may have strong correlations, and some messages 

do not require real-time delivery. 

 

Finally, wireless communication consumes large amounts of 

bandwidth. A recent study shows that up to 70% of the power 

used when a person is playing an on-line game on a mobile 

device goes to wireless communication [26]. As Moores Law 

continues to scale down the power consumption of the 

computation circuits, the power consumption of the 

communication circuits will become even more dominant. 

Many connected devices are battery-powered, and current 

human-to-human communication designs do not consider 

energy efficiency as the first priority. Yet, energy-efficient 

machine-to-machine communication is crucial. In particular, 

signaling costs are high. Self-organizing hybrid distributed 

and centralized competition and cooperation framework may 

be one approach to reducing signaling overhead. 

 

Smart service for People: Diverse and fragmented standards 

and interfaces between layers of the systems hinder the 

innovation capabilities of M2M application developers and 

service providers. If we want the M2M industry to grow as 

reliably and powerfully as Moores Law, we will need to 

develop the same kind of interdependent, mutually 

advantageous industry structure that causes the PC software 

and hardware industry spiral to function. Standard interfaces 

are the key to the spiral. When each individual component 

provider has a fixed boundary condition, it is easier and faster 

to create innovative solutions. It is not easy for one single 

component or solution provider to define a generic system 

architecture and the interface. 

 

The broader the diverse set of applications is (use fixed and 

mobile sensors to monitor both human and non-human 

objects and perform energy saving, vehicle safety, 

health/wellness monitoring, and environmental monitoring 

functions), the easier we can define the generic architecture 

and standard interfaces. After that, we can focus on building 

innovative M2M services to server humans. 

 

VI. RESEARCH 

The spectrum of research required to achieve IoT at the scale 

envisioned above requires significant research along many 

directions. In this section problems and required research are 

highlighted in 8 topic areas: massive scaling, architecture and 

dependencies, creating knowledge and big data, robustness, 

openness, security, privacy, and human in the loop. Each of 

the topic discussions primarily focuses on new problems that 

arise for future IoT systems of the type described in Section 

II. The research topics presented in each case are 

representative and not complete. Many important topics such 

as the development of standards, the impact of privacy laws, 

and the cultural impact on use of these technologies are 

outside the scope of the paper. 

 

Massive Scaling: The current trajectory of the numbers of 

smart devices being deployed implies that eventually trillions 

of things will be on the Internet. How to name, authenticate 

access, maintain, protect, use, and support such a large scale 

of things are major problems. Will IPv6 suffice? Will 

protocols such a 6LowPAN play a role? Will entirely new 

standards and protocols emerge? Since many of the things on 

the Internet will require their own energy source, will energy 

scavenging and enormously low power circuits eliminate the 

need for batteries? How will the massive amounts of data be 

collected, Many protocols and variations will co-exist. What 

will be the architectural model that can support the expected 

heterogeneity of devices and applications? 

 

Architecture and Dependencies: As trillions of things 

(objects) are connected to the Internet it is necessary to have 

an adequate architecture that permits easy connectivity, 

control, communications, and useful applications. How will 

these objects interact in and across applications? Many 

times, things or sets of things must be disjoint and protected 

from other devices. At other times it makes sense to share 

devices and information. One possible architectural approach 

for IoT is to borrow from the smartphone world. 

Smartphones employ an approach where applications are 

implemented and made available from an app store. This has 

many advantages including an unbounded development of 

novel applications that can execute on the smartphones. 

Various standards and automatic checks are made to ensure 

that an app can execute on a given platform. For example, 

the correct version of the underlying OS and the required 

sensors and actuators can be checked when the app is 

installed. 

 

Creating Knowledge and Big Data: In an IoT world there 

will exist a vast amount of raw data being continuously 

collected. It will be necessary to develop techniques that 

convert this raw data into usable knowledge. For example, in 

the medical area, raw streams of sensor values must be 

converted into semantically meaningful activities performed 

by or about a person such as eating, poor respiration, or 

exhibiting signs of depression. Main challenges for data 

interpretation and the formation of knowledge include 

addressing noisy, physical world data and developing new 

inference techniques that do not suffer the limitations of 

Bayesian or Dempster-Shafer schemes. These limitations 

include the need to know a priori probabilities and the cost of 

computations. Rule based systems may be used, but may also 

be too ad hoc for some applications.  
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- Robustness: If our vision is correct, many IoT applications 

will be based on a deployed sensing, actuation, and 

communication platform (connecting a network of things). In 

these deployments it is common for the devices to know their 

locations, have synchronized clocks, know their neighbor 

devices when cooperating, and have a coherent set of 

parameter settings such as consistent sleep/wake-up 

schedules, appropriate power levels for communication, and 

pair-wise security keys. However, over time these conditions 

can deteriorate. The most common (and simple) example of 

this deterioration problem is with clock synchronization Over 

time, clock drift causes nodes to have different enough times 

to result in application failures. 

 

- Openness: Traditionally, the majority of sensor based 

systems have been closed systems. For example, cars, 

airplanes and ships have had networked sensor systems that 

operate largely within that vehicle. However, these systems 

capabilities are expanding rapidly. Cars are automatically 

transmitting maintenance information and airplanes are 

sending real-time jet engine information to manufacturers.  

 

There is or will be even greater cooperation and 2-way 

control on a wide scale: cars (and aircraft) talking to each 

other and controlling each other to avoid collisions, humans 

exchanging data automatically when they meet and this 

possibly affecting their next actions, and physiological data 

uploaded to doctors in real-time with real-time feedback from 

the doctor. These systems require openness to achieve these 

benefits. However, supporting openness creates many new 

research problems. 

 

- Security: A fundamental problem that is pervasive in the 

Internet today that must be solved is dealing with security 

attacks. Security attacks are problematic for the IoT because 

of the minimal capacity things (devices) being used, the 

physical accessibility to sensors, actuators and objects, and 

the openness of the systems, including the fact that most 

devices will communicate wirelessly. The security problem is 

further exacerbated because transient and permanent random 

failures are commonplace and failures are vulnerabilities that 

can be exploited by attackers. However, the considerable 

redundancy that is available creates potential for designing 

applications to continue to provide their specified services 

even in the face of failures.  

 

-Privacy: The ubiquity and interactions involved in IoT will 

provide many conveniences and useful services for 

individuals, but also create many opportunities to violate 

privacy. To solve the privacy problem created by IoT 

applications of the future, the privacy policies for each 

(system) domain must be specified. Once specified either the 

individual IoT application or the IoT infrastructure (e.g., the 

utility capability) must enforce privacy. Consequently, the 

IoT paradigm must be able to express users requests for data 

access and the policies such that the requests can be 

evaluated against the policies in order to decide if they 

should be granted or denied. 

 

-Humans in the Loop: As IoT applications proliferate they 

will become more sophisticated. Many of these new 

applications will intimately involve humans, i.e., humans and 

things will operate synergistically. Human in-the-loop 

systems offer exciting opportunities to a broad range of 

applications including energy management [17], health care 

[15], and automobile systems [9][16]. For example, it is 

hypothesized that explicitly incorporating human in the loop 

models for driving can improve safety, and using models of 

activities of daily living in home health care can improve 

medical conditions of the elderly and keep them safe. 

Although having humans in the loop has its advantage, 

modeling human behaviors is extremely challenging due to 

the complex physiological, psychological and behavioral 

aspect of human beings. New research is necessary to raise 

human-in-the-loop control to a central principle in system 

design and to solve three main challenges [20]. 

 

VII. CONCLUSION AND FUTURE DIRECTIONS 

As growing numbers of devices are added to the internet, 

M2M will transform the way we live, play, and work. An 

exciting area for innovation, it offers numerous challenges 

and opportunities, from scaling applications and services 

from billions to trillions of connected devices, and from tera 

to zeta bytes of data. Each objects in the world can be 

identified, connected to each other through internet taking 

decisions independently. All networks and technologies of 

communication are used in building the concept of the 

internet of things such technologies are mobile computing, 

RFID, wireless sensors networks, and embedded systems, in 

addition to many algorithms and methodologies to get 

management processes, storing data, and security issues. The 

evolution of the next generation mobile system will depend 

on the creativity of the users in designing new applications. 

IoT is an ideal emerging technology to influence this domain 

by providing new evolving data and the required 

computational resources for creating revolutionary apps. In 

summary, one vision of the future is that IoT becomes a 

utility with increased sophistication in sensing, actuation, 

communications, control, and in creating knowledge from 

vast amounts of data. This will result in qualitatively 

different lifestyles from today. What the lifestyles would be 

is anyones guess. It would be fair to say that we cannot 

predict how lives will change. We did not predict the 

Internet, the Web, social networking, Facebook, Twitter, 

millions of apps for smartphones, etc., and these have all 

qualitatively changed societies lifestyle. 
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