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Abstract: In the time of internet when we are sending and
receiving the information over the network in the presence
of the third party then it is very necessary to protect our
data from the attacker’s, in the series to protect the data we
are using the cryptography algorithms. Day to day the new
cryptography algorithms are found and there is
modification in the previous algorithm also. According to
the key the encryption algorithm are of two types. First is
symmetric key algorithm and second is asymmetric key
algorithms. The proposed work is an example of the
symmetric key algorithm. In the work 1 done the
improvement in the playfair matrix technique. I used the all
the rules of the basic playfair algorithm with some changes
(changes in matrix). This work is divided into two parts. In
Ist part the basic 5X5 playfair cipher table improve in size
of matrix, so that limitations of earlier works of playfair
cipher can remove. In this projected system, i used two
matrix of size 12x8 , that contain many alphabetic, numeric
as well as special character (total 96) use as input and after
this we use the shifting value to shift the matrix. In Iind
spart of making the cipher text, we check the position of
plain text in first matrix and according to the playfair
matrix rules replace these characters with the characters
from the second matrix (this is the improvement in this
work) make cipher text by it. This cipher text is sent to
receiver end, at receiver end receiver check the position of
this cipher text in second matrix and saves theses position
and gets the plain text by seeing these positions in this first
matrix. By these matrixes we can encrypt as well as the
messages finally, safety strength of entire system has been
analyze as well as tried to perform requisite of security. In
last, dissertation present scope for concludes the
dissertation as well as further work.

I. INTRODUCTION

1.1 Introduction on the subject of cryptography:-

In the era of digital world, security of ‘information’ has
extremely important to both organization as well as
individuals. When information is stored or transmit by a
message or packets of messages by some channel there, be
supposed to be some system or method to protect the
information from interruption and hacking. If information
hacked by the wrong one there might occur various
problems. Therefore, we need to secrete data in such a way
that no any third person or party can’t hack that exact
communication. The present research focuses on the
annoying to being enhance the basic Playfair technique (5x5
matrix) to two matrix of size 12x18 size of rectangular
matrix, attacks probable on data and tackle these attacks by
means of right types of contradict measures. In addition, t

o secure the key of the playfair technique is need to make
sure the safety measures of a given data by some kind of
mechanism and increase the security, confidentiality,
integrity as well as availability.

1.2 Cryptographic algorithms

The cryptography algorithms are those algorithms that can
convert the data readable form to unreadable form as well as
unreadable from to readable form. According to key,
cryptography algorithms are of two types first is symmetric
key algorithm and other is asymmetric key algorithm.

1.3 Symmetric key cryptography

If the encryption and decryption both are done using the
same key then it is called the private key or Symmetric
cryptography. Symmetric-key cryptography is where senders
and receivers share the same keys. So those keys are used for
encryption and decryption. They are used mainly with block
ciphers and stream ciphers. [ 30],[ 34].Examples are AES

and DES.
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Fig 1 Private key cryptography

1. MOTIVATION

2.1 Existing work

The existing work is on play fair algorithm is done on 5x5,
7x4, 6x6, 12x8 and 16x16 on single matrix. It dose not any
matter that these matrixes are rectangular or squares in size.
These algorithms are not sufficient according to the security
levels in present scenario. There are some drawbacks of
these algorithms that some of these are very easy to break,
and other breaks with some hard work, but these are not
secure perfectly. There is a day to day enhancement in these
algorithms to enhance the security of data by different
algorithm. There are different types of attack on these
algorithm some of these are present by the experimental
result. So it is required to enhance the security levels by
different parameters as characters supported of an algorithm,
frequency analysis on a algorithm and brute force attack on
an algorithm. Security is the most significant aspect of
recants trends. So provide the security we study
cryptography and application of cryptography techniques.
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What is cryptography and how it works. Cryptography is the
art or it is the science so how we can accomplish the security
or encoded the plain test to cipher test. Cryptography is the
well-defined or systematic technique while in the
cryptanalysis we can finding the non-readable message to
readable message and it is hit and trial based technique.
Therefore, there are many cryptography techniques.
In this follow a line of research, | have study the play fair
procedure. In play fair techniques it is symmetric key
cryptography in this cryptography techniques only solo key is
used to perform encryption as well as decryption .We have
study how the uses and work of play fair techniques so we
can do encrypted and decrypted message . In the encryption
as well as decryption process we have augment the basic
Playfair technique (5x5 matrix) to two 12x8 sizes of
rectangular matrix is needed to ensure security of a given
data by some kind of mechanism. There are four main
important goals in providing security following are:

e Availability that means ease of use or accessibility.

e Confidentiality that means privacy or secrecy.

e Integrity.

e Authentication

confirmation.

Therefore, we need to fulfill the security according to these
goals and send or receive the data in better manner in
comparison of previous algorithms.

that means verification or

2.2 Problem Statement
The main problem is that the 5X5 matrix cannot use in
present scenario because of its limitations this algorithm is
invented in 1854 so it is less secure in present scenario the
reason is limitations of the 5X5 playfair matrix.
e The 5x5 PF Matrix judge the alphabet ‘I’ as well as
alphabet ‘J’ as one character.
e Only 26 letters of upper case in English can take as the
key.
e The Space is not considered as one character.
e The special characters as well as numbers can’t use..
e In 5X5 playfair matrix only uppercase English letters
are only used in 5x5 Matrix.
e The ‘X’ is used a filler letter while repeating letter
falls in the same pair are separated.
To design an efficient algorithm by such type of method to
overcome these limitation of the 5X5 playfair matrix.

2.3 Objectives of the Dissertation
The Objectives of the dissertation include the following main
issues:
e Study and analysis the popular symmetric key
cryptosystem Playfair matrix.
e Use the properties of symmetric key algorithm,
which provide the better security, then the previous
Playfair algorithm in cryptography.
o Implementation of playfair matrix with Turbo C++.
e Performance analysis of playfair encryption
algorithm on some text.

ISSN (Online): 2347 - 4718

I1Il. METHODOLOGY & IMPLEMENTATION
3.1 Proposed work
The proposed algorithm remove the disadvantage of previous
algorithms by taking 192 characters in two tables, in first
table 96 characters of ASCIlI 7 code and in table 2, 96
characters of ASCII 8 characters. The size of first and second
table or matrix is 12x8. | fill up the key of play fiar algorithm
in first table and make he table with the help of play fair
rules. The second table is ideal there is no any change in any
situation. | apply the rotation on the first table from value 0
to 7. So by this i can change the first matrix 8 times for a
single key and a single input plain text. So the output of first
table is change according to input key, plain text and shifting
value s. The positions of output of first table are save and
according to this | create the output by second table. At the
receiver end the reveres process of this process is apply.

3.2 Proposed System

The proposed work consists of the following these steps:

At The Sender Ends.

Step 1. Build a customized matrix of Playfair cipher

technique method of size 12X8, which include all alphabets

from A to Z upper case and a to z in lower case, all the

special characters as well as all numeric values (from 0 to 9).

Construct second matrix of same size 12X8 with ASCII code

8 values from 128 to 223.

The encryption method is alienated in these two phases:

I** phase is making as well as population the Matrix

process.

e The 11" phase is encryption method by help of
playfair matrix of plain text message. Make the
Cipher text of the plain text.

\ Playfair Cipher

}

Phase - 1: Creation matrid with the help
of Playfair key and population of matrix

after inserting key and rotate the matrix
with rotation factor.

v

Phase-2;Encryption Process

Fig 2 Playfair cipher encryption steps [32]
At The Receiver Ends.
Step 2: Create second matrix of same size 12X8 with ASCII
code 8 values from 128 to 223. Take the CT in pair of two
characters and check its positions in the second matrix.
Step 4: Create a customized table of Playfair matrix
technique of size 12X8, which include all alphabets from A
to Z upper case and a to z in lower case, all special letters
which are on the keyboard and all numeric values (from 0 to
9). The PF decryption technique is divided into these two
phases:

e First phase is regarding the creation as well as
population of Matrix by help key).

e The second phase is regarding the decryption
process method of the cipher text (CT1) by the
position in the second matrix with the help of the
first matrix and makes the plain text.
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Playfair Cipher

!

Phase -1;Creation matrix with the help
of Playfair key and population of matrix
after inserting key and rotate the matrix
with rotation factor.

Y

Phase-2;Decryption Process

Fig 3 Playfair cipher decryption steps

3.3 Experiment Analysis

The proposed algorithm work is dividing in these
two phases:

I* phase for Matrix making uses all rules of Play fair
matrix with these given changes:

Both I and J letters in upper case as well as lower
case are considered as two different letters (all four
I, J, iand j are different).

It allows 256 characters without any duplicate as
key.

It is case sensitive; it uses the upper case A-Z as
well as lower case a-z characters. Mixture of
numbers efficiently can easily encrypted and
decrypted efficiently by user.

Combination of operators, brackets, special
characters, can easily encrypted and decrypted
efficiently by user.

This proposed algorithm adds Null character to
complete pair, because “Null” character can’t affect
PT at end of word or sentence.

Space among two words or sentences’ in PT
measured as one character.

Table 1 List Of Upper Case Letters, Lower Case Letter,
Numeric Values, Operators, Brackets and Special Characters.

A B (¢} D E F G H
1 J K L M N o P
Q R S T U v W X
3% Z a b c d e £
g H i i k 1 m n
o P q T s t u v
W X ¥ z 0 1 2 3
4 5 6 7 8 9 *
% + < = !
& C £ 3 [ 1
Space Null - = S i
. ) ) =

In second matrix, we Use tﬁe ASCII code from value 128 to

223.

Table 2 ASCII code use in second table.
128 129 130 131 132 133 134 135
136 137 138 139 140 141 142 143
144 145 146 147 148 149 150 151
152 153 154 155 156 157 158 159
160 161 162 163 164 165 166 167
168 169 170 171 172 173 174 175
176 177 178 179 180 181 182 183
184 185 186 187 188 189 190 191
192 193 194 195 196 197 198 199
200 201 202 203 204 205 206 207
208 207 210 211 212 213 214 215
216 217 218 219 220 221 222 223

e —
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Table 3 Char form of the table

i é a a a ]
3 é e i i i A R
= f [ o o i u
{f 0 ] ¢ £ 2 R 7
= i é a i N e e
A " 2 % k4 i « »
N | % | 1 | l n
i il Il il a = 4 1
b = T k 7 + 3 It
| i u s ; = i L
B ¥ n u k F n it
i = r | | = | | -

e The key length is very large in comparison with the
previous algorithms, here, so it is very difficult to
find the plain text from CT without knowing a key.

e This algorithm can’t separate a repeating PT letters
with a filter letter.

3.4 Algorithm
At The Sender Ends.
Step 1: In the first phase:

e If in plaintext if there is odd number of character
then add the Null character in the last of the key.

e  Use two PF matrix size of 12x8.

e In First matrix we insert the key without duplicate
and fill up the key in the PF matrix without any
duplicate from left side to right side and from top to
bottom of the PF matrix side, then fill the remaining
cells with the upper given tables and rotate the
matrix with shifting value .

e In second matrix we use the ASCII code from 128
to 223.

e If both letters come into view in same row in PF
matrix table, change them with the letters to their
instant right side equally (wrapping just about to left
side of row if a character in the original PT pair was
on right side of the row).

e If both letters come into view in same column in
play fair table, change them with alphabets to their
instant below side correspondingly (wrapping just
about to top side of column if a letter in original PT
pair was on bottom side of the column).

e If both letters are not on same column as well as
row, change them with letters on same row equally
but at other pair of corners of rectangle defined by
PT.

e By this make the cipher text (CT1) of the plain text.

At The Receiver Ends.

o Apply deception process on CT using matrix 2 to get
the position of the character and save these position.

o Construct matrix 1 at receiver side; first insert the key
without duplicate and after this insert the remaining
characters in upper given tables and rotate the matrix
with shifting value .

e According the position of the CT characters (in pair of
2 characters until end of cipher text) decrypt it using
matrix 1 and get the original plain text.

o Decrypt the cipher text to get PT by this PF Matrix.
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IV. INPUTS

Table 4 second matrix table for all input

i é a a a a ¢

€ & i i i a 8

® 13 ) o o il o

1] u ¢ £ L R L
= i é a i N e <
i L L] % % i « »
S | % | 1 1 il
H il ] 7 u 0 4 1
L x T b = + E It
e r i = ; = it =
= ¥ w u E F m it
- 3 r ] - 1 I -

Inputs in different examples Key=playfairexample and plain

textis=iamram for all  examples After remove duplicate

= playfire , Plain text= i am ram

Table 5 of plain text i am ram

S. no. of

Plain text Row No.|Column No

character character and
ASCII value

1 i 1 [$)

2 blank space 11 1

3 a 1 3

4 m 2 2

= blank space T 1

Input 1 with shifting value 0
TABLE 6 matrix at sender end as well as receiver side for
input 1, shifting value 0

R=82
i=105
d=100
F=70
0=79
X=88
p=112
0=48
=04
>=62
[=91
2=63

a=97
b=98
r=114
G=71
P=80
Y=89
g=113
1=49
*=42
1=33
1=93
@=64

j=106 s=115 t=116 h=104 n=110 =32
g=103 e=101 .=46 I=73  2-50  9=57
=09 A=65 B=66 (=67 D=68  E=69
H=72 =74 K=75 L=76  M=77  N=78
Q=81 S=83 T=84  U=85 V=86 k=87
7-90 =102 k=107 1-108 m=109 o0=111
u=117  v=118 w=119 x=120 y=121 =122
3=51  4=52  5:53  6=54  7=55  8=56
/=47  %=37  +=43  -=45 (=60  ==61
|=124 &=38 (=40 )=41  {=123 }=125
"34  #=35 $=36 ,=44  :=58 ;=50
\=92 =05 =06 ~=126 =39 =0

Input 1 with shifting value 1
TABLE 7 playfair matrix at sender as well as receiver side
for input 1, shifting value 1

Input 1 with shifting value 2
TABLE 8 matrix at sender as well as receiver side for input

R=82
i=105
d=100
H=72
Q=81
7-90
u=117
3=51
/=47
|=124
"=34
\=92

a=97
b=08
r=114
J=74
S=83
f=102
v=118
4=52
%=37
&=38
#=35
_=05

1, shifting value 2

j=106
g=103
c=99
K=75
T=84
k=167
w=119
5=53
+=43
(=40
$=36
T=96

s=115
e=101
c=67
L=76
U=85
1-108
x=120
6=54
-=45
y=41
,=44
~=126

Input 1 with shifting value 3
TABLE 9 First matrix at sender as well as receiver sidefor
input 1,shifting value 3

R=82  a=97  j=186 s=115 t=116
i=105 b=98  g=103 e=101 .=46
d=100 r=114 =99  D=68  E=69
J=74 K=75 L=76 M=77  N=78
S=83  T=84  U=85 V=86  U-=87
f=182 k=167 1-108 m=109 0=111
v=118 w=119 x=120 y=121 2z=122
4-52  5=53  6=54  7=55  8=56
%=37  +=43 -=45  <=68  ==61
&=38 (=40 )=41  {=123 }=125
#=35  $=36  ,=44 :=58 ;=50
=95 =96  ~=126 ‘=30 -0

Input 1 with shifting value 4
TABLE 10 matrix at sender as well as receiver side for input
1, shifting value 4

R=82
i=105
d=100
K=75
T=84
k=107
w=119
5=53
+=43
(=40
$=36
“=96

a=97
b=98
r=114
L=76
U=85
1=108
x=120
6=54
-=45
)=41
,=44
~=126

j=106
g=103
c=99
M=77
V=86
m=109
y=121
7=55
<=60
{=123
:=58
‘=39

s=115
e=101
E=69
N=78
W=87
0=111

Input 1 with shifting value 5
TABLE 11 matrix at sender as well as receiver side for input
1, shifting value 5

R=82
i=105
d=100
L=76
U=85
1-108
x=120
6=54
-=45
y=41
,=44
~=126

a=97
b=98
r=114
M=77
V=86
m=169
y=121
7=55
<=60
{=123
:=58
'=39

j=106
g=103
c=99
N=78
W=87
o=111
z=122
8=56
==61
}=125
;=59
=0

s=115
e=101
F=70
0=79
X=88
p=112
0-48
~=04
>=62
[=91
=63
A=65

t=116
.=46
D=68
M=77
V=86
m=1689
y=121
7=55
<=60
{=123
:=58
=39

h=104
I=73
E=69
N=78
W=87
0=111
z=122
8=56
==61
}=125
;=59
=0

n=110
2=50
F=70
0=79
X=88
p=112
0-=48
~=04
>=62
[=91
2-63
A=65

=32
9=57
G=71
P=80
Y=89
g=113
1=49
*-42
1=33
1=93
@=64
B=66

h=104 n=110 =32
I=73 2=50 9=57
F=70 G=71 H=72
0=79 P=80 Q=81
X=88 Y=89 Z=90
p=112 gq=113 u=117
0=48 1=49 3=51
~=04 *_42 /=47
>=62 1=33 |=124
[=91 1=93 "=34
2=63 @=64 \=92
A=65 B=66 C=67

t=116
.=46
F=70
0=79
X=88
p=112
0-48
~=04
>=62
[=91
2=63
A=65

t=116
.=46
G=71
P=80
Y=89
g=113
1=49
*_42
1-33
1=93
@=64
B=66

h=104
1=73
G=71
P=80
v=89
q=113
1=49
*242
1=33
1=93
@=64
B=66

h=104
1-73
H=72
Q=81
Z-90
u=117
3=51
/=47
|=124
"=34
\=92
c=67

n=110 =32
2=50  9=57
H=72  J=74
Q=81  5=83
7=90  f=102
u=117  v=118
3=51  4=52
/=47  %=37
|=124  &=38
"=34  #=35
\=02 =05
C=67  D=68

n=110 =32
2-58  9=57
J=74  K=75
S=83  T=84
f=102 k=107
v=118  w=119
4=52  5-53
%=37  +=43
&=38 (=40
#=35  $=36
=95  "=06
D=68  E=69

R=82 a=97 j=106 s=115 t=116 h=104 n=110 =32 N
i=105 b=98  g=103 e=101 .=46 I=73  2-50  9=57 Input 1 with shifting value 6 o
d=166 r=114 =99 B=66 (=67 D=68 E=69  F=78 TABLE 12 First matrix at sender as well as receiver side
G=71 H=72  J=74 K=75 L=76 M=77  N=78  0=79 for input 1,shifting value 6
P=80 Q=81 S=83 T=84 U=85 V=86 =87  X=88 R=82  a=97  j=186 s=115 t=116 h=184 n=116 =32
Y=80  7=90 =102 k=107 1168 m=109 o0=111 p=112 Si b, Bl Peft oo Lol 2o Do
=113 u=117 v=118 w=119 x=120 y=121 z=122 ©=48 M=77 N=78 0=79 p-20 0=81 5-83 T-g4 U=85
1=49  3=51  4=52 553  6=54  7=55  8=56  "=04 V=86  W=87  X=88  Y=89  7=98 =102 k=107 1=168
*=42 /=47 %=37 +=43 -=45 {=60 ==61 »=62 m=169 0=111 p=112 g=113 u=117 v=118 w=119 x=120
1=33 |=124 &=38 (=49 )=41 {=123 }=125 [=91 y=121 z=122 0=48 1=49 3:51 ;:52 5=53 6=54
i 8 i ¥ i - i 3. 7=55  8=56  ~=04  *=42 =47 =37 +=43 -=45
]=93 =34 #=35 %'36 g ;'58 3=59 #=b3 <=60 ==61 >=62 1=33 |=124 &=38 (=40 )=41
@=64 \=92  _=95 =96  ~=126 =39 =0 A=65 (=123 }=125 [=91  ]=93  "=34  #=35  $=36  ,-44
:=58 ;=59 ?=63  @=64 \=92  _=95 T=06  ~=126
=39 -0 A=65 B=66 C=67  D=68 E=69 F=70
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Input 1 with shifting value 7

TABLE 13 matrix at sender as well as receiver side for input
1, shifting value 7

R=82
i=105
d=100
N=78
W=87
o0=111
z=122
8=56
==61
}=125
;=59
=0

a=97 j=106
b=98 g=103
r=114 c=99
0=79 P=80
X=88 Y=89
p=112 q=113
0=48 1=49
~=04 *=42
>=62 1=33
[=91 1=93
2=63 @=64

A=65 B=
Enter the key :

s=115
e=101
H=72
Q=81
7-90
u=117
3=51
/=47
|=124
"=34
\=92

t=116
.=46
J=74
5=83
f=102
v=118
4-52
%=37
&=38
#=35
_=95

h=104
I=73
K=75
T=84
k=107
w=119
5=53
+=43
(=40
$=36
“=96

key for play fair after remove duplicate is=

Rajsthn ibge.I29drc
enter the plain text=Hi, i am in jaipur

shifting value =@
yaltaAca-cAcCaéEs

shifting value =1
yeltaAca-cAccaehedo

shifting value =2
sEfaAca-CAccacsh =

shifting value =3
EA}éACa-CAcCaéic-u
shifting value =4
eifuAcé-cAccadic-o
shifting value =5
EijlcAce=cAccadi¢-o
shifting value =6
EifAAcc-CAccades -6

shifting value =7
EiLaAccicAcCade: -6

n=110
2-50
L=76
U=85
1-108
x=120
6=54
-=45
y=41
,=44
~=126

66 C=67 =68 E=69 F=76
Rajasthan is a big state. It has 29 district

=32
9=57
M=77
V=86
m=169
y=121
7=55
<=60
{=123
:=58
=39
G=71

Fig. 4.0utput of input 1 with shifting value 1 to 7

Input 2 shifting value 0

TABLE 14 matrixes at sender as well as receiver side for
input 2, shifting value 0

R=82
=32
9=57
F=70
0=79
X=88
p=112
6-48
~=04
>=62
[=91
=63

Input 2 shifting value 1

A=65  j=106
i=105  b=08
d=100 r=114
G=71  H=72
P=80 Q=81
v=80  Z=90

=113  u=117
1=49

*=42 /=47
1=33 |=124
1=03 =34
@=64  \=92

a=97
g=103
c=99
J=74
5=83
f=102
v=118
4-52
%=37
&=38
#=35
_=95

s=115
e=101
B=66
K=75
T=84
k=107
w=119
5=53
+=43
(=40
$=36
T=96

t=116
.=46
C=67
L=76
U=85
1-108
x=120
6=54
-=45
)=41
,=44
~=126

h=164
I=73
D=68
M=77
V=86
m=169
y=121
7=55
<=60
{=123
:=58
'=39

n=110
2=50
E=69
N=78
W=87

TABLE 15 matrix at sender as well as receiver side for input
2, shifting value 1

R=82
=32
9=57
G=71
P=80
v=89
q=113
1=49
*=42
1=33
1=93
@=64

Input 2 shifting value 2

A=65  j=106
i=105 b=98
d=100 r=114
H=72  J=74
Q=81  5-83
7=00  f=102
u=117  v=118
3=51  4=52
/=47 %=37
|=124 &=38
"=34  #=35
\=92  _=05

a=97
g=103
c=99
K=75
T=84
k=107
w=119
5=53
+=43
(=40
$=36
"=96

s=115
e=101
c=67
L=76
U=85
1-108
x=120
6=54
-=45
)=41
=44
~=126

t=116
.=46
D=68
M=77
V=86
m=169
y=121
7=55
<=60
{=123
:=58
‘=39

h=104
I=73
E=69
N=78
W=87
0=111
z=122
8=56
==61
1=125
3=59
=0

n=110
2-50
F=70
0=79
X=88
p=112
0-48
~-04
>=62
[=91
=63
B=66

Input 2 shifting value 3
TABLE 17 matrix at sender as well as receiver side for input
2, shifting value 3

R=82
=32
9=57
J=74
5=83
f=102
v=118
4-52
%=37
&=38
#=35
_=05

A=65
i=105
d=100
K=75
T=84
k=107
w=119
5=53
+=43
(=40
$=36
T=96

j=106 a=97
b=08 g=103
r=114 c=99
L=76 M=77
U=85 V=86
1=108 m=109
x=120 y=121
6=54 7=55
-=45 <=60
)=41 {=123
,=44 :=58
~=126 ‘=39

Input 2 shifting value 4
TABLE 18 matrix at sender as well as receiver side for input
2, shifting value 4

R=82
=32
9=57
K=75
T=84
k=107
w=119
5=53
+=43
(=40
$=36
T =96

A=65
i=165
d=100
L=76
U=85
1-108
x=120
6=54
-=45
)=41
,=44
~=126

j=166 a=97
b=98 g=103
r=114 c=99
M=77 N=78
V=86 W=87
m=189 0=111
y=121  z=122
7=55 8=56
<=60 ==61
{=123 }=125
:=58 ;=59
"=39 =6

Input 2 shifting value 5
TABLE 19 matrix at sender as well as receiver side for input
2, shifting value 5

s=115
e=101
E=69
N=78
W=87
o=111
z=122
8=56
==61
}=125
;=59
=0

5=115
e=101
F=70
0=79
X=88
p=112
0-48
~=04
>=62
[=91
2=63
B=66

s=115
e=101
G=71
P=86
Y=89
g=113
1=49
*=42
1=33
1=93
@=64
C=67

t=116
.=46
F=70
0=79
X=88
p=112
0=48
~=04
>=62
[=91
=63
B=66

t=116
.=46
G=71
P=80
=89
q=113
1=49
*=42
1=33
1=93
@=64
=67

t=116
=46
H=72
Q=81
7-90
u=117
3=51
/=47
|=124
"=34
\=92
D=68

h=104
1-73
G=71
P-80
Y=89
q=113
1-49
*=42
1-33
1=93
@-64
c=67

h=104
1=73
H=72
Q=81
7=90
u=117
3=51
/=47
|=124
"=34
\=92
D=68

h=104
1=73
J=74
5=83
=102
v=118
4-52
%=37
&=38
#=35
_=95
E=69

n=110
2-50
H=72
Q=81
7=90
u=117
3=51
/=47
|=124
"=34
\=92
D=68

n=110
2-50
J=74
5=83
£=102
v=118
4-52
%=37
&=38
#=35
_=95
E=69

n=110
2=50
K=75
T=84
k=107
w=119
5=53
+=43
(=40
$=36
“=96
F=70

TABLE 20 matrix at sender as well as receiver side for input
2, shifting value 6

R=82 A=65 j=106 a=97
=32 i=105 b=98 g=163
9=57 d=100 r=114 c=99
L=76 M=77 N=78 0=79
U=85 V=86 =87 X=88
1-168 m=109 o0=111 p=112
x=126 y=121 z=122 6=48
6=54 7=55 8=56 ~=04
-=45 <=60 ==61 >=62
)=41 {=123 }=125 [=91
,=44 :=58 ;=59 2=63
~=126 ‘=39 =0 B=66
Input 2 shifting value 6
R=82 A=65 j=106 a=97
=32 i=105 b=98 g=163
9=57 d=100 r=114 c=99
M=77 N=78 0=79 P=80
V=86 W=87 X=88 Y=89
m=169 0=111 p=112 q=113
y=121 z=122 0=48 1=49
7=55 8=56 ~=94 *=42
<=60 ==61 >=62 1=33
{=123 }=125 [=91 ]=93
:=58 ;=59 2=63 @=64
'=39 = B=66 C=67

Input 2 shifting value 7
TABLE 21 matrix at sender as well as receiver side for input
2, shifting value 7

s=115
e=101
H=72
Q=81
7=90
u=117
3=51
/=47
|=124
"=34
\=92
D=68

t=116
.=46
J=74
5=83
f=102
v=118
4-52
%=37
&=38
#=35
_=95
E=69

h=104
I=73
K=75
T=84
k=107
w=119
5=53
+=43
(=40
$=36
"=96
F=70

n=110
2-50
L=76
U=8s5
1-108
x=120
6=54
-=45
y=41
,=44
~=126
G=71

TABLE 16 matrix at sender as well as receiver side for input “§§ {\=ggs g=;gﬁ a=2;3 5=ié—’1> t=126 2=§g4 ;=éé®
0 = i= = g= e= .= = =
T . 1%2’ sh;f7t|ng V‘ﬂge 3 G Fis 346 9=57  d=100 r=114 =99 J=74  K=75 L=76  M=77
= = J= a= S= = = n= i e i - o i - i
=32 i=185 b=98 g=163 e=101 .=46 1=73 2=50 =78 o= 5'80 o= i'SB 1'84 2'85 g
9=57 d=100 r=114 =99 D=68 E=69 F=70  G=71 W=87 X=88 =89 =96 =102 =107 =168 m=169
H=72 J=74 K=75 L=76 M=77 N=78 0=79 P=80 0=111 p=112 q=113 u=117 v=118 w=119 x=120 y=121
Q=81 $=83 T=84 U=85 V=86 W=87 X=88 Y=89 z=122 ©=48 1=49 3=51 4=52 5=53 6=54 7=55
Z=90 =182 k=107 1=168 m=109 0=111 p=112 @=113 8=56 ~=04 *=42 /=47 %=37 +=43 -=45 <=60
u=117 v=118 w=119 x=120 y=121 z=122 ©=48  1=49 ==61  >=62 1=33 |=124 &=38 (=80 )=81  {=123
3=51 4=52 5=53 6=54 7=55 8=56 ~=04 *=42 }=125 [=91 ]=93 "=34 #=35 $=36 =44 +=58
/=47  %=37  +=43  -=45  <=60  ==61  »>=62  !=33 o 3 R ¥ e . il .
|=124 &-38 (=40 )=41 {=123 }=125 [=91 1=93 3231 =03 =04 \=92 =05 =36 o =3
"33 #-35  $-36  ,-44  i-58 ;=59 263  @-64 - B=66 (=67 D=68 E=69 F=7@ G=71  H=72
\=92 =95 =96  ~=126 ‘=39 =0 B=66  C=67
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Enter the key : RAjasthan is a big state. It has 29 district

key for play fair after remove duplicate is=
RAjasthn ibge.I29drc
enter the plain text=Hi, i am in jaipur

shifting value =0
Oelizea%sachazez|o

shifting value =1
izlizsa%eachaaA-Ba

shifting value =2
oelizaaxsachasi-BE

shifting value =3
2Alazei [a2cAaEi--U

shifting value =4
zilseaé%eachaai--o

shifting value =5
2iftesu%eecAasi--o

shifting value =6
=ilAeacxeachaae--o

shifting value =7
JALAzecasecAaEa=-0

Fig. 5 output of input 2 with shifting value 7

V. EXPERIMENTAL RESULT

5.1 Performance Analysis

This chapter delineates the techniques applied in keeping the
content secret through character supported, frequency
analysis, and required matrix for brute force attack with the
help of different examples 1, 2, 3 and 4 with keys and
plaintext produce different cipher text with different
rotations.

5.1.1 Character Supported

From the above example, we can see that there is no any two
results of cipher text 1 and cipher text 2 are same. So we can
say that this algorithm is enough safe from the attacks. With
the comparison with existence algorithm this proposes
algorithm takes the advantage on them in number of
character supported. Fig 6 shows this comparison.

500 -

4;:‘;’;“%‘ " Number of
0 . Column1l
: character
x x x
£ £ 5 suported by
E E E different
L ¥ algorithm2
n O Xx
3

Fig. 6 Graph number of character supported by different
algorithm.
This algorithm supports the 192 characters, these are greater
than the 5x5 matrix that uses 26 characters, 7x4 matrix that
uses 28 characters, 6x6 matrix that uses 36 characters, 12x8
matrix that support 96 characters but only a 16x16 matrix
that uses the 256 characters so according to supports the
characters that is below than 16x16 matrix but 16x16 matrix
that uses many non printable characters those are not on the
keyboard. But two 12x8 matrix use two matrix one in front
and one in back. The front matrix use the ASCII 7 characters

ISSN (Online): 2347 - 4718

and back matrix use the 96 characters those are of ASCII 8.
So this take more advantage on the 16x16 matrix also.

5.1.2 Frequency Analysis

Now, with the comparison with existence algorithm this
proposes algorithm takes the advantage on them in frequency
analysis attack. Fig 7 shows this comparison.

Frequency
analysis in
different

algorithm2

Fig. 7 Graph of frequency analysis attack by different
algorithm.

Frequency analysis = 1/ (total no of characters that are
supported by the algorithm)
So according to this the frequency analysis of 5x5
matrix=0.038, the frequency analysis of 7x4 matrix=0.035,
frequency analysis of 6x6 matrix=0.027, frequency analysis
of 12x8 matrix=0.0104,frequency analysis of 16x16
matrix=0.00390 and frequency analysis of two 12x8
matrix=0.00520 for a single rotation if we change the
rotation number then we can calculate these different values
for 8 rotation.
5.1.3 Brute Force Attack
In the last comparison with existence algorithm this proposes
algorithm takes the advantage on them in Brute Force
Attack. Fig 8 shows this comparison.

Matrix required for Brute Force Attack

100000000

50000000 7

A . B Matrix required for Brute Force
L ~ X
& ({@ ({{ﬂ & Q«Q’\\ ‘(\\’b Attack

Fig. 8 Graph of required matrix for Brute Force Attack on
different algorithm.

An attack on a cipher text message, wherein the attacker
attempts to use all possible permutation and combinations, it
is called Brute force attack. [4]

The size of key area in this dissertation the modified two
12X8 playfair cipher is 96!X96! (Factorial 96X Factorial
96). As the key area is very large it will be very hard for
modified cipher. Thus the modified two 12x8 play fair cipher

wWww.ijtre.com
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algorithm is stronger than traditional cipher. There are 5X5
playfair cipher is 25! (Factorial 25) combination of matrix,
7X4 playfair cipher is 28! (Factorial 28) combination of
matrix, 6X6 playfair cipher is 36! (Factorial 36) combination
of matrix, 12X8 playfair cipher is 96! (Factorial 96)
combination of matrix, and 16X16 playfair cipher is 256!
(Factorial 256) combination of matrix. So the two 12X8
matrix is more efficient than other these matrix.

Table 22 Comparison Of Proposed Algorithm With Different

Algorithm
S.no | Parameters 5x5 Tx4 6x6 12x8 16x16 Proposed
matrix | matrix | matrix | matrix | matrix | algorithm
1 Characters 25 28 36 26 256 96 in first
supproted tableand
96in
second
table
2 Frequency 0.0384 0.0357 0.0277 0.0104 0.0039 0.0052 for
analysis single
rotation
3 Need of 625 784 1296 9216 65536 84934656
matrixes for
Brute for
attack
4 Security Less More More More More Highest
than5x5 | than7x4 | than6x6 | than
12x8

So by the experiment | create this table according to
experiment results this algorithm takes advantage over other
given algorithms. | tested this algorithm with my proposed
algorithm with these algorithms with these parameters.

IV. CONCLUSION AND FUTURE SCOPE
Conclusion
As far as this, the encryption system take on idea of playfair
matrix has been simulated for calculating the Cipher Text. To
end with, we have showed qualities as well as demerits of
conventional PF algorithm method. To overcome limitation,
presented algorithm of two 12X8 playfair cipher algorithm;
which can be used more professionally even for the plaintext
contain 96 in first matrix and 96 characters in second matrix.
Absolute mathematical source is given to show correct result
at sender as well as receiver sides. After finishing point of
thesis, the potency of this technique has been checked.

Future Scope
In the future when new technology of cryptanalysis will
come in to prevent the data form that kind of attack, enhance
this work in such type that it will be save our data from that
kind of attack on data. There are some suggestions for the
future work.

e Work on the method for encryption as well as
decryption of the image, audio, video.

o Make easy key distribution, if there is more than on
receiver.

e There are 192 letters are used so it is better than 5x5
matrix which take only 26 letters.

e The proposed two 12x8 Playfair cipher is safe from
Brute Force Attack, because attacker needs to find
in a 96x96x96x96 = 84934656 digraphs.

e Rising key size, also reduce probability to break
cipher by Frequency Analysis. The prospect of

[1]

(2]

[3]

[4]

[5]

6]

[7]

8]

[9]
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occurrence of a characters in original (PF) matrix
table of size 5x5 was 1/26 = 0.0384, whereas in
proposed two 12x8 Playfair matrix probability is
1/192 =0.0052, which is far less when compare as
well as it makes frequency analysis a tougher job.
The ‘I" as well as ‘J’ letters are in two different
cells. Blank Space in between two words in PT is
consider as one letter. Special characters are used in
this algorithm.
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