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Abstract: Designing a secure Electronic Voting Platform 

that offers reliability and privacy that is necessary to 

conduct elections and providing convenience and flexibility 

of online services. In this paper we will discuss the design to 

build an application for Electronic Voting based on 

Blockchain technology. We ad-dress important limitations 

in existing methods such as Voter Anonymity, Data 

Integrity, etc.. In particular , the main aim of our 

Blockchain based E Voting System is to improve the 

security,speed,convenience and decrease the cost of hosting 

a nationwide election. 

Index Terms: E-Voting, Blockchain, Security, 

Convenience. 

 

I.   INTRODUCTION 

Electronic voting systems have been the subject of active 

research for decades, with the goal to minimize the cost of 

running an election, while ensuring the election integrity by 

fulfilling the security, privacy and compliance requirements 

Replacing the traditional pen and paper scheme with a new 
election system has the potential to limit fraud while making 

the voting process traceable and verifiable [2]. 

A blockchain is a decentralized, distributed, digital ledger 

that is used to record transactions across many computers so 

that any involved record cannot be altered retroactively, 

without the alteration of all subsequent blocks. 

 Immutability: Any proposed ―new block‖ to the 

ledger must reference the previous version of the 

ledger. This creates an immutable chain, which is 

where the blockchain gets its name from and 

prevents tampering with the integrity of the previous 
entries. 

 Verifiability: The ledger is decentralized, replicated, 

and distributed over multiple locations. This ensures 

high availability (by eliminating a single point of 

failure) and provides third-party verifiability as all 

nodes maintain the consensus version of the ledger. 

 Distributed Consensus: A distributed consensus 

proto-col to determine who can append the next new 

transaction to the ledger. A majority of the network 

nodes must reach a consensus before any new 

proposed block of entries becomes a permanent part 

of the ledger.[3] 
Thus, this paper evaluates the use of blockchain as a service 

to implement an electronic voting (e-voting) system making 

the original contributions of Embedding the Blockchain 

system with email capabilities Sending the private key to the 

voter’s registered email id 

to login and vote. 

 

 

 

 

II.   RELATED WORK 

There has been a lot of work on remote e-voting protocols 

using cryptographic tools, such as [4,5], etc. In some cases, a 

trusted third party (TTP) is involved to make e-voting 

systems more easily implemented and controlled. However, 

a powerful TTP may also become the vulnerable spot of the 

whole system. A few efforts have been made to combine an 

e-voting protocol with the blockchain paradigm to design a 

voting protocol without a TTP, which provides anonymity 
and verifiability as well [6]. Zhao and Chan proposed a 

voting protocol [7] in 2015, which introduces a 

reward/penalty scheme for correct or incorrect behaviors of 

voters. Although the protocol has some limitations, this is the 

first attempt to combine e-voting with blockchain. Later in 

2016, Lee, James, Ejeta, and Kim proposed an e-voting 

protocol [8], which involves a TTP into the blockchain to 

preserve voters’ choices. Very recently, using Bitcoin [9], 

Bistarelli, Mantilacci, Santancini, and Santini proposed 

another e-voting protocol 

This protocol divides the organizer of elections into two 
different parts - the Authentication Server (AS) and the 

Token Distribution Server (TDS), to protect voters’ privacy. 

However, there remain some problems in this protocol, for 

example, it is difficult to inspect these two parts’ behaviors, 

and it limits the extension of the voting scheme. 

  

III.   SYSTEM DESIGN 

We have designed the client of the system as follows Fig(1). 

 Start the process 

 The Voter registers himself using his email address 

and aadhar number 

 Upon validation of the voters’ registration details he 

is navigated to the login page. 

 The voter receives a secret pass key to his registered 

email address 

 The user enters the pass key and if it matches with 

the key sent to the voter’s email, he is navigating to 

the voting page 
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Fig. 1.  Client side of the system 

 The voter casts his valid vote 

 End of the process 

 

The server side of the system is designed as follows: 

Fig(2) 

 Start the process 

 Model the candidates contesting for the election by 

taking in their credentials such as name, id, election 

symbols, etc.. 

 Store the collected information of the candidates 

 Store the count of the candidates contesting for the 

election Voting phase: 

 Check for the existence of the voter 

o If he is not present in the database then end 

the process 

o If he is present the fetch the details of the 
voter 

 Verify the voter’s credentials 

o If it appears to be invalid then the voter is 

not allowed to vote and the process is 

ended 

o If the voter is valid then further steps are 

continued 

 Check if the voter has already voted. 

o End the process if the result is positive 

o Send the secret pass key to the voter’s 

email address if the result is negative. 

 Update the vote count after the voting phase 

 End of the process 

 

 
Fig. 2.  Server side of the system 

The User Authentication of the system is designed as 

follows: Fig(3) 

First, the voter has to open the link of the registration page 

and register himself by providing his valid credentials such 

as aadhar card and email id and also a password of his 

choice. 

If any of the credentials is wrong or missing the voter’s name 

will not be enrolled in the voting list and he/she will not be 

allowed to vote and a relevant message will be displayed on 
the screen. 

If all the credentials are right and matches with the backend 

credentials then he is navigated to the login page. 

The voter must provide the email id and the password in the 

login page which he had given during the registration 

process. 

By entering the email id and the password the voter will 

receive a pass key to the same email id. The voter must copy 

the pass key which was sent to the mail and paste it in the 

metamask page where the voter will be navigated to. Then 

the list of the candidates along with their details such as logo, 

manifesto and so on will be displayed. The voter must vote 
to the desired candidate within the specified time. 

As the voter votes for his desired candidate the voting 

execution takes place instantly and the page will disable all 

the buttons immediately such that the voter shall not be able 

to vote again. At the same time the number of votes of the 

candidate increases thus ending the voting process from the 

voter’s side. 
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Fig. 3.  User Authentication 

 

IV.   CURRENT IMPLEMENTATION 

In our system we will create a front-end client that is written 

in HTML, CSS, and Javascript. Instead of talking to a 

centralized back-end server, this client will connect to a local 

Ethereum blockchain. We’ll code all the business logic in an 

Election smart contract with the Solidity programming 

language. We’ll deploy this smart contract to our Ethereum 

blockchain, and allow accounts to start voting. 

The Smart contracts are immutable, the business logic once 

coded and deployed on the network cannot be changed 
without the consensus of the nodes on the Network. 

Every single interaction with the smart contract will be 

consid-ered as a transaction which will be hashed to provide 

security. The transactions are stored on the blocks which are 

mined by special nodes called miners. 

Client-side application will have a table of candidates that 

lists each candidate’s id, name, and vote count. It will have a 

form where we can cast a vote for our desired candidate. It 

also shows the account we’re connected to the blockchain 

with under ‖your account‖. The dependencies used here are 

Ganache, truffle, metamask,web3js, and npm node packages. 

The password which the user enters at the time of registration 
and login is encrypted using Bcrypt hash. The bcrypt hash 

has a significant advantage over a simply salted SHA-256 

hash: bcrypt uses a modified key setup algorithm which is 

timely quite expensive. This is called key strengthening, and 

makes a password more secure against brute force attacks, 

since the attacker now needs a lot more time to test each 
possible key. 
 

V.  RESULT 

The current working model has a smart contract successfully 

deployed and a front end client that is capable of contacting 

the business logic. Each voter can register if he/she is in the 

voter’s list and then proceed to enter the network and 

successfully cast their vote to the Candidate of their choice. 

The vote once cast will be stored on a distributed network in 
the form of a block after mining and hence will be nearly 

impossible to tamper with, without the consensus. Once the 

vote has been cast, the voter cannot perform any other 

transaction on the network, that is they cannot cast another 

vote, only the results of the election will be visible. 

The below graphs give an idea of how our method of voting 

will be much more effecient. 

Duration graph (Fig.4) 

 
Fig. 4.  Duration Graph 

 
The above bar graph depicts the duration for conducting 

elections. 

We can notice that the number of days taken to complete the 

election process using EVM is over a month, whereas by 

deploying E-Voting system it can be reduced to 2 days. 

One entire day can be given to the voters to cast their votes 

followed by the second day for result announce-ment. 

Thus, we can notice a huge improvement in the duration 

using this method. 

Expenditure graph (Fig.5) 

 
Fig. 5.  Expenditure Graph 

The Pie Chart shows the cost of conducting elections using 

EVM and E-Voting System. 

We can notice that the region of the chart colored black 

shows the cost which was spent conducting elections in the 

year 2019 which was Rs.70,000 crores. 

The region of the chart colored blue shows the approxi-mate 
cost required to conduct an election using E-Voting System. 

Cr.1000 System Hardware + Private Blockchain + 

Proprietary Software + System Maintenance 
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Thus, we can substantially reduce the expenditure and use it 

in other sectors. 

Comparison between Electors,Voters polled and the 

Smartphone users.(Fig.6) 

 
Fig. 6.  Line graph to compare Electors,Turnout votes & 

Smartphone users 

The above line graph illustrates the comparison between 

Electors,Voters polled and the Smartphone users. 

We can notice that there is a constant increase in the rate of 

Electors. 

The rate of Voters polled was increased over the period of 

2009 to 2014 but the curve flattened there after. 

Next, we can see the rapid increase in smartphone users from 
the year 2009 which is in constant rise till date and will 

continue to increase at a higher rate in the future according to 

the analysis. 

We can now focus on the intersected region (colored red) 

between the smartphone users and the voters polled and 

notice that if the voting system was deployed to be on hands 

reach this gap can be covered and the voters polled line can 

be merged with the line of smartphone users and the number 

of votes casted can be increased by approximately two 

million. 

Thus, the idea of E-Voting System is to cover this growing 
gap. 
 

VI.  CONCLUSION AND FUTURE WORK 

In this paper, we introduced a blockchain-based electronic 

voting system that utilizes smart contracts to enable secure 

and cost-efficient elections while guaranteeing voters’ 

privacy. We have shown that blockchain technology offers a 

new possibility to overcome the limitations and adoption 

barriers of electronic voting systems which ensures election 

security and integrity and lays the ground for transparency. 

Using an Ethereum blockchain, it is possible to utilize every 

aspect of the smart contract to ease the load on the 
blockchain. And we can also notice how the voters can vote 

without traveling to an election booth. For countries of 

greater size, some additional measures would be needed to 

support greater throughput of transactions per second. Note 

that, the blockchain technology such as Ethereum is still at its 

early stages of development and therefore another piece of 

future work would be the application of the appropriate 

version of blockchain technology in public sectors to meet 

and increase the security and privacy of individual’s data. 
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