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Abstract: Inthiseraofdigitalage a lot ofsecretandnon-secret 

data is transmitted over the internet. Cryptography is one of 

the many techniques to secure data on network. It is one of 

the techniques that can be used to ensure information 

security and data privacy. It is used to secure data in rest as 

well as data in transit. RSA in the most commonly used 

cryptographic algorithm and it is also used for the creation 

on Digital Certificates. RSA algorithm is now not 

considered to be as secure due to advancement in 

technology and newer attack vectors. This paper proposed 

an algorithm for security enhancement of RSA algorithm 

by increasing prime numbers count. Proposed algorithm 

has been implemented to encrypt and decrypt the data and 

execution results for encryption and decryption time have 

beencomparedforincreasedprimenumbers 

count.Thisproposed algorithm of RSA can be used to 

replace the existing RSA algorithm in digital signature 

certificates as well as in all other places where the base 

RSA algorithm is currently being used. In the proposed 

technique, as the number of prime number count increases, 

prime factor calculation becomes difficult. If the 

attackerhasencryptionkey(e)andProductofprimenumbers(N) 

then it is not easy to find out the prime number 

combinations and hence decryption key (d) will be more 

secure by using proposed 

algorithm.Thiswillbemoredifficultbecausegivenanumbern,it 

is easy to find two numbers whose product is equal to n 

using Shor's algorithm and Grover’s Search Algorithm but 

it is notvery difficult and time taking to exactly determine m 

numbers whose product is equal ton. 

Keywords: Cipher Text, Decryption, Decryption Time, 

Encryption, Encryption Time, Plain Text, RSA Algorithm. 

 

I.   INTRODUCTION 

Cryptography is a technique to make a readable data into 

unreadabledata.Moderncryptographyispartofmathematics and 
technology of computerscience.[1],[2],[3] 

Goals of Security (Purpose ofCryptography) 

There are some specific security requirements within the 

context of any application-to-application communication, 

including these goals.[3],[4],[5] 

Confidentiality: It specifies that only sender and intended 

recipient should able to access the contentsof message.The 

attack on the availability is calledinterception. There are two 

main threats to confidentiality, snooping and 

trafficanalysis.[3],[4],[5] 

 

 
 

 

 
Fig. 1.Loss of Confidentiality [4] 

Integrity: When sender sends a message andensuring that the 

receiver receives the message as it was, wholly and error free 

without any changes. Attack on the integrity is called 
modification.[3],[4],[5] 

 
Fig. 2.Loss of Integrity [4] 

Availability: Availability is ensuring that those who 

havetherightstoinformationormaterialhavealwaysgotthe 

access to it or resources should be available to authorized 

parties at all time. The attack on the availability is called 

interruption[3],[4],[5]. 

 
Fig. 3.Attack on Availability [4] 

Authentication:Ithelpsestablishproofofidentities.It 

ensuresthattheoriginofadocumentsormessageiscorrectly 

identified. Suppose that third party C sends an electronic 

message over the internet to receiver B. However, the third-

party C had posed as Sender A when C sent this document to 

user B. How would Receiver B know that the 

messagehascomefromC.WhoisposingasSenderA.?This type 



International Journal For Technological Research In Engineering 

Volume 8, Issue 2, October-2020                                                ISSN (Online): 2347 - 4718 

 
 

www.ijtre.com                        Copyright 2020.All rights reserved.                                                                            170 

of attack is called as fabrication[3],[4],[5]. 

 
Fig. 4.Absence of Authentication [4] 

Non-repudiation: It is a mechanism to prove that sender 

really sent this message[3],[4],[5]. 

Types ofCryptosystem 

There are two types of cryptosystem: 
Symmetric Key Cryptography: If sender and receiver 

sharethesamekeyforencryptionanddecryptionofmessage than 

it is called symmetric keycryptography.[7],[9] 

 
Fig. 5.Private Key Cryptography 

AsymmetricKeyCryptography:Ifsenderandreceiver share the 

one key for encryption and another key decryption of 

message than it is called asymmetric key 

cryptography.[6],[7],[9] 

 
Fig. 6.Public Key Cryptography 

RSA Cryptography is the most commonlyimplemented 

Asymmetric Key Cryptography.[7],[8],[9],[10] 

 
Fig. 7.RSA Model [4] 

 
II.   PROPOSED ALGORITHM 

Step1–Takethenprimenumbers(P1,P2,P3, ,Pn) 

InsteadoftwoprimenumbersthatisusedinRSAAlgorithm. 

Step 2 – Calculate the product of these primenumbers (N = 

P1x P2xP3x Pn) 

Step3–Now,selecttheencryptionkeye,suchthatitisnota factor 

of numbers ((P1-1),(P2-1),(P3-1) (Pn-1)) 

Step 4 – Calculate the decryption key d, such that 

(d x e) mod ((P1-1), (P2-1), (P3-1) ………. (Pn-1)) = 1 

Step 5 – Calculate cipher text (CP) from plain text (PT) as 

CT = PTemodn 

Step 6 – At the receiver‟s end, calculate plain text (PT) as PT 
= CTdmodn 

 

FLOWCHART 

 
Fig. 8.Flowchart of Proposed Algorithm 

 

PROPOSED ALGORITHMIMPLEMENTATION RESULT 

The proposed algorithm is implemented in C and python. We 

take here 4 types of examples. In these example there is plain 

text is same for all example that is “India is a Nation.” 
Andthereare2,3,4and5 different prime numbers are used and 

we calculate the value of N, encryption key value, decryption 

key value, Encryptiontime, Decryptiontime, ciphertext and 

again plain text from cipher text for differentcombinations. 
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We check variations in encryption and decryption time 

accordingtotheprimenumberscountandcheckthebehavior 

oftimegraphs.Heretheprimenumbersaresmallformaking 

calculationseasy,butwecantakelargeprimenumbersinour 
practicallife. 

 

Table- I: List of Prime Numbers Used in this Experiment 

 P1 P2 P3 P4 P5 

1 23 53 11 37 17 

2 29 59 13 41 19 

3 31 61 17 43 23 

4 37 67 19 47 29 

5 41 71 23 53 31 

6 43 73 29 59 37 

7 47 79 31 61 41 

8 53 83 37 67 43 

9 59 89 41 71 47 

10 61 97 43 73 53 

If we are using 2 prime numbers, then P1 and P2 are used. If 

weareusing3primenumbersthenP1,P2andP3areused.If we are 

using 4 prime numbers then P1, P2, P3and P4 are used. 

If we are using 5 prime numbers then P1, P2, P3, P4 and P5 

are used. 

 
Fig. 9.Example for Two Prime Numbers 

 
Fig. 10. Example for Three Prime Numbers 

 
Fig. 11.    Example for Four PrimeNumbers 

 
Fig. 12.   Example for Five PrimeNumbers 

 

III.   PERFORMANCE ANALYSIS OFPROPOSED 

ALGORITHM 

10setsfor2,3,4and5primenumbershavebeentaken. Tables 

II,III,IV and V shows the values obtained during the use of 

two, three, four and five primenumbers. 

Table- II: List of Values obtained using Two Prime Numbers 

 
Table- III: List of Values obtained using Three Prime 

Numbers 

 
Table- IV: List of Values obtained using Four Prime 

Numbers 
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Table- V: List of Values obtained using Five Prime Numbers 

 

 
Fig. 13. Encryption-Decryption Time Graph for Two Prime 

Numbers (based on TableII) 

 

 
Fig.14. Encryption-Decryption Time Graph forFour Prime 

Numbers (based on TableIV) 

 
Fig. 15. Behavior of Encryption-Decryption Time Graph for 

all combinations from 2, 3, 4 and 5 Prime Numbers 

By analysis of these graphs we can say that if we increase the 

prime number then encryption and decryption time will be 

increased in terms of e
x
. 

 
ADVANTAGES OF PROPOSEDALGORITHM 

It is very hard to find out the factors of N. In this case ((P1-

1), (P2-1), (P3-1) ………. (Pn-1)) because when we increase 

number of prime numbers then its product is also a 

bignumber. 
The security aspects are not compromised here like 

confidentiality, availability, integrity,Authentication. 

 

IV.   CONCLUSION 

Attheendbycomparingandcheckingalltheparametersof 

proposed algorithm with existing algorithm, we can say that 

when we increase the number of prime numbers in RSA 

algorithm then its security also improves because it‟s hard to 

find the factor of N, while there are more than two prime 

numbers. 

EncryptionandDecryptiontimeisdependsonthevalueof 
e(encryptionkey)andd(decryptionkey)andherevalueofe is 

smaller because we are using more than 2 prime numbers so 

due to this the value of d is also not so big and by this 

process the encryption and decryption time isless. 
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