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Abstract: Inthiseraofdigitalage a lot ofsecretandnon-secret
data is transmitted over the internet. Cryptography is one of
the many techniques to secure data on network. It is one of
the techniques that can be used to ensure information
security and data privacy. It is used to secure data in rest as
well as data in transit. RSA in the most commonly used
cryptographic algorithm and it is also used for the creation
on Digital Certificates. RSA algorithm is now not
considered to be as secure due to advancement in
technology and newer attack vectors. This paper proposed
an algorithm for security enhancement of RSA algorithm
by increasing prime numbers count. Proposed algorithm
has been implemented to encrypt and decrypt the data and
execution results for encryption and decryption time have
beencomparedforincreasedprimenumbers
count.Thisproposed algorithm of RSA can be used to
replace the existing RSA algorithm in digital signature
certificates as well as in all other places where the base
RSA algorithm is currently being used. In the proposed
technique, as the number of prime number count increases,
prime factor calculation becomes difficult. If the
attackerhasencryptionkey(e)andProductofprimenumbers(N)
then it is not easy to find out the prime number
combinations and hence decryption key (d) will be more
secure by using proposed
algorithm.Thiswillbemoredifficultbecausegivenanumbern, it
is easy to find two numbers whose product is equal to n
using Shor's algorithm and Grover’s Search Algorithm but
it is notvery difficult and time taking to exactly determine m
numbers whose product is equal ton.

Keywords: Cipher Text, Decryption, Decryption Time,
Encryption, Encryption Time, Plain Text, RSA Algorithm.

I. INTRODUCTION
Cryptography is a technique to make a readable data into
unreadabledata.Moderncryptographyispartofmathematics and
technology of computerscience.[1],[2],[3]
Goals of Security (Purpose ofCryptography)
There are some specific security requirements within the
context of any application-to-application communication,
including these goals.[3],[4].[5]
Confidentiality: It specifies that only sender and intended
recipient should able to access the contentsof message.The
attack on the availability is calledinterception. There are two
main  threats to  confidentiality,  snooping and
trafficanalysis.[3],[4].[5]
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Fig. 1.Loss of Confidentiality [4]
Integrity: When sender sends a message andensuring that the
receiver receives the message as it was, wholly and error free
without any changes. Attack on the integrity is called

modification.[3],[4],[5]
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Fig. 2.Loss of Integrity [4]
Availability: Awvailability is ensuring that those who
havetherightstoinformationormaterialhavealwaysgotthe
access to it or resources should be available to authorized
parties at all time. The attack on the availability is called
interruption[3],[4],[5].
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Fig. 3.Attack on Availability [4]
Authentication: Ithelpsestablishproofofidentities. It
ensuresthattheoriginofadocumentsormessageiscorrectly
identified. Suppose that third party C sends an electronic
message over the internet to receiver B. However, the third-
party C had posed as Sender A when C sent this document to

user B. How would Receiver B know that the
messagehascomefromC.WhoisposingasSenderA.?This  type
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of attack is called as fabrication[3],[4],[5].
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Fig. 4.Absence of Authentication [4]
Non-repudiation: It is a mechanism to prove that sender
really sent this message[3],[4],[5].

Types ofCryptosystem

There are two types of cryptosystem:

Symmetric Key Cryptography: If sender and receiver
sharethesamekeyforencryptionanddecryptionofmessage than
it is called symmetric keycryptography.[7],[9]
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Fig. 5.Private Key Cryptography
AsymmetricKeyCryptography: Ifsenderandreceiver share the
one key for encryption and another key decryption of

message than it is called asymmetric  key
cryptography.[6],[7],[9]
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Fig. 6.Public Key Cryptography
RSA Cryptography is the most commonlyimplemented
Asymmetric Key Cryptography.[7],[8],[9].[10]

ISSN (Online): 2347 - 4718

Original Decryption

Plaintixt Process

characlers
Encryption Cipher Text Original
Procss *| Plaintixt

characters

Tublic Key Private Koy

“~e,n =d,n>

Fig. 7.RSA Model [4]

Il. PROPOSED ALGORITHM
Stepl-Takethenprimenumbers(Py,Py,P3, Pn)
InsteadoftwoprimenumbersthatisusedinRSAAlgorithm.

Step 2 — Calculate the product of these primenumbers (N =
P1x PoxPsx Pn)
Step3-Now,selecttheencryptionkeye,suchthatitisnota  factor
of numbers ((P:1-1),(P2-1),(Ps-1)  (Py-1))

Step 4 — Calculate the decryption key d, such that

(d xe) mod ((P;-1), (P,-1), (Ps-1) .......... (Py-1)) =1

Step 5 — Calculate cipher text (CP) from plain text (PT) as
CT = PT°modn

Step 6 — At the receiver’s end, calculate plain text (PT) as PT
= CT°modn

FLOWCHART
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Take n Prime Numbers let they are Py, Py,....., and P,

- v
Calculate product of n prime numbers N = [[}_, (Pk)

Calculate E, whichis not a factor of Py-
1,P2-1,...., and P,-1

Calculate D, such that
(DxE) mod ({(Py-1 (P z1)x.....(Po-1))=1
v
Calculate cipher text

CT=PT*mod N

*
Send this cpher text to receiverend

Calculate plain text

PT=CT®mod N

End

Fig. 8.Flowchart of Proposed Algorithm

PROPOSED ALGORITHMIMPLEMENTATION RESULT
The proposed algorithm is implemented in C and python. We
take here 4 types of examples. In these example there is plain
text is same for all example that is “India is a Nation.”
Andthereare2,3,4and5 different prime numbers are used and
we calculate the value of N, encryption key value, decryption
key value, Encryptiontime, Decryptiontime, ciphertext and
again plain text from cipher text for differentcombinations.
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Eater the message {(plain text)=India is a Mation.

We check variations in encryption and decryption time

the lensth of the plaia text message=18

accordingtotheprimenumberscountandcheckthebehavior
oftimegraphs.Heretheprimenumbersaresmallformaking
calculationseasy,butwecantakelargeprimenumbersinour

practicallife.

Table- I: List of Prime Numbers Used in this Experiment

the message is=ladia is a Natisa.
Sﬁlt" prine No.: p.q.r.s 23

i1
37

Select e value:267791

Public Key NI = (267791496133
Private Key IR = (445871,496133)
nessage into 8SCII code

P1 P2 P3 P4 P5 m  ue @ 1 ¥ R 1B 1S R’ W
32 n §7 116 185 111 118 4% 8
L 23 o3 11 37 17 S0t 0kt s eszise dvwses ssems sz 16399 168738 398588
2 29 59 13 41 19 168738 123717 39858 161435 412254 84841 7441 -173428 @
3 31 61 17 43 23 ot
o pr___ 4B *ﬂiﬁ*’ﬁﬁé”ie“g e i g e
5 41 71 23 53 31 [ § ) i
the ylau text at the receiver ead after decrgptisn
6 43 73 29 59 37 O
7 A7 79 31 61 41 Fig. 11. Example for Four PrimeNumbers
8 53 83 37 67 43 Enter the nessage (plain text)=Indfa is a Nation.
the leagth of the nlain text nes:agul!
9 59 89 41 71 47 the message is*lndia is a P_h ien.
10 61 97 43 73 53 §§ter prine No.s p,q,r,s,t :23
If we are using 2 prime numbers, then P1 and P2 are used. If r )
weareusing3primenumbersthenP1,P2andP3areused. If we are e A

using 4 prime numbers then P1, P2, P3and P4 are used.
If we are using 5 prime numbers then P1, P2, P3, P4 and P5

Private Key MR = (7758889,8434261)

ressage into ASCII code

re! 18 188 185 97 32 1 us R 97
are used. 32 » 97 116 185 111 118 46 [
Enter the message (plain text)=India is a Nation. Cigher Text iz
1884581 389837 752838 164194 2386813 -7530278 164194 -5757636
7532278 2386813 6844576 2386813 5122659 164194

the message is=India is a Nation.
Enter prime No.s p,q :2

53

Select e value:633

Public Key KU = {633,1219>

Private Key KR = {1641,1219>

message into ASCII code

o 40 10 @5 97 3 185 145 32 9
T L . I1l. PERFORMANCE ANALYSIS OFPROPOSED
Cipher Text is
798 117 685 1112 59 357 1112 782 357 5 . ALGORITHM
857 679 5% 5% 1112 352 117 1835 @ 10setsfor2,3,4and5primenumbershavebeentaken. Tables
Bichemstus dn che tasec Eommdien LI,V and V shows the values obtained during the use of
uikTeXReTe2T6X ‘ug two, three, four and five primenumbers.
Plain text after decryption in ASCII Table- Il List of Values obtained using Two Prime Numbers
73 118 100 185 9?7 32 185 115 32 9 Py P 3 d encryption time (in sec) [decryption time (in sec)
32 L] 97 116 165 111 110 46 8 P3 53 [1219 [633  |1641 [0.000062900000003197  [0.0000619999999997844
. . . bo |58 [1711 |28 [1677 [0.000057400000002872  |0.0000637000000054400
the plain text at the receiver end after decryption 31 |61 [1891 [799 |1399 |0.000069099999997491  [0.0000732000000027710
India is a Nation. 57 |67 p479 [779 2315 [0.000058899999995085  |0.0000652999999957160
Fig_ 9_Examp|e for Two Prime Numbers B1 71 Por1 77 1013 |0.000055599999996048  [0.0000744999999966467
b3 [73 139 319 095 |0.000058299999999178  |0.0000666000000038025
Enter the message (plaia text)~lndia iz a Matios.
X B7 [79 713 [511_ 2935 |0.000060699999998803  [0.0001193000000014880
s o P o0 iy s 53 83 [1399 |1263 [711 |0.000069000000003427  [0.0000682000000011840
Bver prina Moot poo.r 13 59 |89 [5251 [1095 687 [0.000074800000000153  [0.0000787000000030957
1 61 o7 [5917 [5563 (3187 [0.000091199999999958  [0.0000785000000007585

Select e valee:S887
Public Key M8 ~ (5887,13429)

the length of the plain text message=18

= -7532278
8488443 SBR98I7 -2386843 @

Cipher text in the text form is=
hesy

]
dlebsid

Plain text after decryption in &SCII

1964937 4932

5946882 -6£68449 3715159

6666782 SBBR159 4932769 6846475

the plain text at the receiver end after decryption
India is a Natica.

2283088 sswm 3715159 -6668449

666070
788835 3715159 -415423

Fig. 12. Example for Five PrimeNumbers

Table- I11: List of Values obtained using Three Prime

Private Yoy K& = (18943,13489) Numbers
nessage inte ASCII code Py [P [P3 N e il encryption time (in sec) |decryptiontime (in sec)
I T I S s us 2w P3 53 |11 [13409 [5087  [10943 [0.0000921000000033700 [0.0000945000000029950
: _ 4 s H 5 Po 59 13 22245 [11957 [13469 [0.0000849999999985585 [0.0000775999999973465
Elee Tt A i . s i SheiEme b e o B1 |61 17 j2147 7403 |21667 [0.0000900999999942087 [0.0000864000000007081
1233 91 181 7223 19 127 §Ws 77 @ B7 |67 |19 J7101  |s689  [5585  [0.0000847000000021580 [0.0000895000000014079
Cigher text in the text for fs- b1 |71 23 6953 W81l [72091  [0.0001067999999975200 [0.0001084000000020070
[Preomey b3 [73 |29 [p1031  [18749 [123989 |0.0000974000000013575 |0.0001036000000027570
!,;“- byt atter Secryptise s “,g” % % a9 = ” 7 79 1 fuisios 52003 61237  [0.0001096999999958820 [0.0001018999999899960
22 A Y us 1 i ue &% 8 53 |83 7 [162763 104861 [126005 [0.0001141999999987320 [0.0001058000000000450
the plain text at the veciver ead after decrypeion 59 Jso 1 [p15291 133999 [205839 [0.0001196999999990570 [0.0001091999999971450
Indin fs 0 Makien. o 61 [o7 [43 754431 [4283  [186227 [0.0000848999999902844 [0.0001457999999985300
Fig. 10. Example for Three Prime Numbers Table- IV: List of Values obtained using Four Prime
Numbers
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P, [P» Py [Py N 3 i encryptiontime (insec) |decryptiontime (in sec)
23 [53 |11 37 H96133 257791 432511 0.0001244000000042430 |0.0001199999999954570
R9 [9 |13 41 [911963 617993 1126457 |0.0001297000000022310 [0.0001265999999873200
B1 |61 |17 |43 |1382321 675587 1271723 0.0001284000000083550 |0.0001371999999975060
B7 [67 [19 47 [2213747 |1403035 1429843 |0.0001374999999939060 |0.0001302000000009680
41 [71 [23 |53 3548509 1670597 3166733  |0.0001431000000025050 [0.0001338000000004060
43 [73 29 |59 |5370829 4226941 5490901 |0.0002096000000051390 [0.0001463999999913310
47 [79 [B1 |61 |[7021283 2868137 [7946873 |0.0001446999999927810 [0.0001470999999924060
53 [83 [37 |67 |10905121 |[1542943 11135071 [0.0001385000000198030 [0.0001543000000197030
B9 [89 41 |71 |15285661 |12370703 9366767 |0.0001847000000054780 [0.0001547999999900190
61 |07 43 |73 |18573463 |6919681 [23585281 |0.0001405000000431760 |0.0001477999999792700
Table- V: List of Values obtained using Five Prime Numbers
P, [P, Ps [Py [Ps N 3 d lencryptiontime (in sec) |decryption time (in sec)
23 [53 [11 PB7 [17 [8434261 [3368249 [7758089 10.0001458000000056360 |0.0001405000000005430
29 [59 |13 41 19 [17327297 |5298563 12062507 |0.0001500000000049800 (0.0001534000000020800
Bl |61 |17 43 R3 31793383 [21087041 |18400961 [0.0001553999999828190 |0.0001479999999958180
B7 67 [19 M7 P9 [64198663 [6667549 |28792117 [0.0001725999999848680 |0.0001637999999957170
41 71 P3 |53 B1 [I.1E+08 1873697 87112033  [0.0001759999998567030 |0.0001730000000179640
@43 73 P9 |58 37 [1.99E+08 |1 49E+08 227267713 0.0001886000000013150 |0.0001746000000366620
47 79 B1 61 H1 [288E+08 |64729411 (184227691 |0.0001738000000841570 (0.0001877999998214360
53 |83 |37 |67 43 HM6SE+08 [3.05E+08 394023173 [0.0001965999999811170 |0.0001861999999164250
59 89 M1 [71 47 [T.18E+08 [2.64E+08 513683237 |0.0002696999999898250 |0.00022649999937129%0
61 97 W3 |73 |53 [084E+08 |[1.03E+08 465483836 (0.0003010999989783160 |0.0001972999998542950
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Fig. 13. Encryption-Decryption Time Graph for Two Prime

0.00025

Time Co

6 8

Numbers (based on Tablell)

mr

1Dd

narsion of encryption and de

cryption

\__-—\/\//’\

0.00015

0.0001

0.00005

Fig.14. Encryptionv—Dec'rybtion‘Timé Graph forFour Prime

— enCryption time for 3 vanables

n of ent

fecryption time for 3 vanables in seconds

Numbers (based on TablelV)

ISSN (Online): 2347 - 4718

0.0006
0.0005
0.0004 -+
——gecryption time for
00003 differentvariables in
000
seconds
0.0002 ~——gnCryption time for
differant varisbles in
0.0001 i
04
2ptime  3prime  dprime  5prime

numbers numbers numbers numbers
Fig. 15. Behavior of Encryption-Decryption Time Graph for
all combinations from 2, 3, 4 and 5 Prime Numbers
By analysis of these graphs we can say that if we increase the
prime number then encryption and decryption time will be
increased in terms of e*.

ADVANTAGES OF PROPOSEDALGORITHM
It is very hard to find out the factors of N. In this case ((P;-

1), (P,-1), (Ps-1) .......... (Py-1)) because when we increase
number of prime numbers then its product is also a
bignumber.

The security aspects are not compromised here like
confidentiality, availability, integrity,Authentication.

IV. CONCLUSION
Attheendbycomparingandcheckingalltheparametersof
proposed algorithm with existing algorithm, we can say that
when we increase the number of prime numbers in RSA
algorithm then its security also improves because it’s hard to
find the factor of N, while there are more than two prime
numbers.
EncryptionandDecryptiontimeisdependsonthevalueof
e(encryptionkey)andd(decryptionkey)andherevalueofe is
smaller because we are using more than 2 prime numbers so
due to this the value of d is also not so big and by this
process the encryption and decryption time isless.
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