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Abstract: This is the time of digital communication. In  

this era we are sending and receving our data on the 

internet in secret and unsecret form. When we are 

talking about the secret data it is not secret for all time 

but we need a such type of mechnasim by which we 

can secure that data from the attacker. Cryptography 

is one of the many techniques to secure data on 

network. It is one of the techniques that can be used 

to ensure information security and data privacy. It is 

used to secure data in rest as well as data in transit. 

There are two types of algorithm according to the key, 

one is symmetric key algorithm and the second is 

asymmetric key algorithm. In this paper we are 

concentrating on the asymmetric key algorithm RSA 

algorithm. As we know RSA algorithm is used in 

many areas as digital signature. There are some 

limitations of traditional RSA algorithm as it is 

depend on two prime numbers and in some case we 

can find out the prime factorization of these. So in 

this paper we are increasing the prime numbers in the 

RSA algorithm so that we can improve the RSA 

algorithm.  
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1. INTRODUCTION 

 
Cryptography is a technique to make a readable data into 

unreadable data. Modern cryptography‟s part of mathematics 

and technology of computer science.[1],[2],[3] 

Goals of Security (Purpose of Cryptography) 

There are some specific security requirements within the 

context of any application-to-application communication, 

including these goals. [3], [4], [5] 

Confidentiality: It specifies that only sender and intended 

recipient should able to access the contents of 

Message .The attack on the availability is called interception. 

There are two main threats to confidentiality, snooping and 

traffic analysis. [3], [4], [5] 

 

 

 

 

 

 

Fig. 1.Loss of Confidentiality [4] 
 

Integrity: When sender sends a message and ensuring that the 

receiver receives the message as it was, wholly and error free 

without any changes. Attack on the integrity is called 

modification. [3], [4], [5] 

 

Fig. 2.Loss of Integrity [4] 
 

Availability: Availability is ensuring that those who have 

the rights to information or material have always got the 

access to it or resources should be available to authorized 

parties at all time. The attack on the availability is called 

interruption [3], [4], [5]. 

 

 
Fig. 3.Attack on Availability [4] 
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Authentication: It helps establish proof of identities. It ensures 

that the origin of a document so message is correctly 

identified. Suppose that third party C sends an electronic 

message over the internet to receiver B. However, the third-
party C had posed as Sender A when C sent this document to 

user B. How would Receiver B know that the message has 

come from C.? Who is posing as Sender A.? This type of 

attack is called as fabrication [3],[4],[5]. 

 
Fig. 4.Absence of Authentication [4] 

 
Non-repudiation: It is a mechanism to prove that sender really 

sent this message [3], [4], [5]. 

Types of Cryptosystem 

There are two types of cryptosystem: 

 
Symmetric Key Cryptography: If sender and receiver share the 

same key for encryption and decryption of message than it is 

called symmetric key cryptography.[7],[9] 

 
                 Fig. 5.Private Key Cryptography 

Asymmetric Key Cryptography: If sender and receiver share 

the one key for encryption and another key decryption of 

message than it is called asymmetric key cryptography. [6], 

[7], [9] 

 
Fig. 6.Public Key Cryptography RSA Cryptography is the 

most commonly implemented Asymmetric Key 

Cryptography.[7],[8],[9],[10] 

 

 
Fig. 7.RSA Model [4] 

 

PROPOSEDALGORITHM 
Step1–Take the n prime numbers (P1,P2,P3,… ,Pn) 

Instead of two prime numbers that issued in RSA   

Algorithm. 

Step 2 – Calculate the product of these prime  

Numbers (N = P1x P2xP3x Pn) 

Step3–Now, select the encryption key e, such that it  

is not a factor of numbers ((P1-1),(P2-1),(P3-1) (Pn-1)) 

Step 4 – Calculate the decryption key d, such that 

(d x e) mod ((P1-1), (P2-1), (P3-1) ………. (Pn-1)) = 1 

Step 5 – Calculate cipher text (CP) from plain text  

(PT) as CT = PT
e 
mod n 

Step 6 – At the receiver‟s end, calculate plain text  

(PT) as PT = CT
d 
mod n 

 

FLOWCHART 

 
Fig. 8.Flowchart of Proposed Algorithm 
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PROPOSED ALGORITHM 

IMPLEMENTATION RESULT 
 

The proposed algorithm is implemented in C and python. We 

take here 4 types of examples. In these example there is plain 

text is same for all example that is “India is a Nation.” 

Andthereare2, 3,4 and 5 different prime numbers are used and 

we calculate the value of N, encryption key value, decryption 

key value, Encryption time, Decryption time, cipher text and 

again plain text from cipher text for different combinations. 

We check variations in encryption and decryption time 

according to the prime numbers count and check the behavior 

of time graphs. Here the prime numbers are small for making 

calculations easy, but we can take large prime numbers in our 

practical life. 

Table- I: List of Prime Numbers Used in this Experiment 

 

 P1 P2 P3 P4 P5 

1 23 53 11 37 17 

2 29 59 13 41 19 

3 31 61 17 43 23 

4 37 67 19 47 29 

5 41 71 23 53 31 

6 43 73 29 59 37 

7 47 79 31 61 41 

8 53 83 37 67 43 

9 59 89 41 71 47 

10 61 97 43 73 53 

 

If we are using 2 prime numbers, then P1 and P2 are 
used.  

If we are using 3 prime numbers then P1, P2 and 

P3areused. 

If we are using 4 prime numbers then P1, P2, P3and P4 

are used. 

If we are using 5 prime numbers then P1, P2, P3, P4 and 
P5 are used. 

 

 
Fig. 9.Example for Two Prime Numbers 

 

 
Fig. 10. Example for Three Prime Numbers 

 

 

 
 

Fig. 11.    Example for Four Prime Numbers 

 

 
 

Fig. 12.   Example for Five Prime Numbers 
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PERFORMANCE ANALYSIS OFPROPOSED 

ALGORITHM 

10 sets for 2, 3, 4 and 5 prime numbers have been taken. 

Tables II, III, IV and V shows the values obtained during the 

use of two, three, four and five prime numbers. 
 

Table- II: List of Values obtained using Two Prime Numbers 

 

 
Table- III: List of Values obtained using Three Prime 

Numbers 
 

 
 

 

Table- IV: List of Values obtained using Four Prime 

Numbers 

 

 
Table- V: List of Values obtained using Five Prime 

Numbers 
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Fig13. Surface graph for 3 prime numbers 

 
Fig 14. Encryption time for 3 prime numbers 

 
Fig 15. Decryption time for 3 prime numbers 

4 prime 

 

Enter the Message (Plain Text): India is a nation. 
 

The Length of Plain Text Message:  18 

 

The Message is:  India is a nation. 
 

 

 

 

 

Fig 16. Surface graph for 4 prime numbers 

 

 
 

Fig 17. Encryption time for 4 prime numbers 

 

Fig 18. Decryption time for 4 prime numbers 

5 prime 

Enter the Message (Plain Text): India is a nation. 
 

The Length of Plain Text Message:  18 

 
The Message is:  India is a nation. 
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Fig 19. Surface graph for 5 prime numbers 

 
Fig 20. Encryption time for 5 prime numbers 

 
Fig 21. Decryption time for 5 prime numbers 

 
By analysis of these graphs we can say that if we increase 

the prime number then encryption and decryption time will be 

increased in terms of ex. 

 

ADVANTAGES OF PROPOSEDALGORITHM 

It is very hard to find out the factors of N. In this case 

((P1-1), (P2-1), (P3-1) ………. (Pn-1)) because when we 

increase number of prime numbers then its product is 

also a big number. 

The security aspects are not compromised here like 

confidentiality, availability, integrity, Authentication. 

 

CONCLUSION 
 

At the end by comparing and checking all the 
parameters of proposed algorithm with existing 

algorithm, we can say that when we increase the number 

of prime numbers in RSA algorithm then its security 

also improves because it‟s hard to find the factor of N, 
while there are more than two prime numbers. 

Encryption and Decryption time is depends on the value 

of e(encryption key) and d(decryption key) and here 

value of e is smaller because we are using more than 2 
prime numbers so due to this the value of d is also not 

so big and by this process the encryption and decryption 

time is less. 
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