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Abstract: In Wireless Sensor Network, Service Oriented 

Architectures are proposed to provide an integrated 

platform, where new applications will be easily developed by 

the composition of services. The existing multipath routing 

schemes which we used in WSNs have demonstrated the 

effectiveness of distribution of traffic over the multipath to 

fulfill the requirements of applications. However, failure of 

links might affect the performance of the network and also 

the Scalability and reliability of WSNs. Thus, by 

considering the performance, scalability and reliability it is 

suitable to design a reliable and service-driven routing 

scheme to provide an efficient and failure-tolerant routing 

scheme. For this purpose we proposed a path vacant ratio 

which finds a set of link-disjoint paths from the available 

paths. A load balancing and congestion control algorithm is 

proposed to adjust the load over multipath. A threshold 

sharing algorithm is proposed to divide the packets into 

segments that will be delivered to destination based upon 

the path vacant ratio. Simulations demonstrate the 

performance of the adaptive and secure load-balance 

routing scheme. 
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I. INTRODUCTION 

The wireless sensor networks have the ability to change the 

way to gain information for many applications and interact 

with the world [1]-[5]. The existing WSNs are designed for 

definite purposes and lack of standard operations and 

representation for sensor data can be used by upper layer 

applications or services. Service oriented architectures are 

proposed to support the interaction between different 

applications [4], [6], where functionalities are treated as 

services e.g., data aggregation service, data processing 

service, and localization service [7], [8]. The aims of the 

service oriented WSNs is combining different technology 

with independent service provisioning where the applications 

are treated as services. How to improve the throughput of 

WSNs is a critical challenge in the design of service- 

architectures [2], [3]. For this purpose it is suitable to design 

an adaptive multipath routing scheme that is able to reduce 

the traffic and also supports the OS requirements and achieve 

a reliable path from source node to destination node. In this 

paper, a multipath routing scheme is proposed, which have  

 

the following features 1) Application independence; 2) 

Secure delivery of data; 3) Adaptive congestion control and 

rate adjustment and 4) Extensibility. An adaptive and secure 

load-balancing routing scheme is proposed which improves 

the network performance for service oriented WSNs. Most 

existing multipath routing protocols do not achieve the 

service-oriented architecture over WSNs. To treat each 

application as a service link-disjoint-based multipath routing 

is a good idea. The service oriented WSNs should avoid 

forwarding messages to unrelated nodes it should search 

service related nodes only to them forward the routing 

message. The remainder of this paper is as follows. Section 

II related works, In Section III, the congestion control 

scheme is proposed for multipath. Section IV describes the 

secure multipath load-balancing routing scheme, and Section 

V reports the simulation results and analysis. Section VI 

describes conclusion. 

 

II. RELATED WORKS 

Multipath routing protocols such as Ad hoc on demand 

multipath distance vector (AOMDV) [21], On-demand 

multiple route maintenance in AODV extensions (ORMAD) 

[23], Temporally Ordered Routing Algorithm (TORA) [22] 

and interference-minimized multipath routing (I2MR) [24] 

are the common examples of ad hoc networks. AOMDV is 

an extension of ad hoc on-demand distance vector (AODV) 

that supports multipaths by providing the number of link 

disjoint and loop free path where the control packet of 

AODV is redesigned and an advertising hop-count field and 

a route-list field are added. Similarly, ORMAD is a novel 

approach and a link-disjoint extension of TORA. TORA is 

an distributed and adaptive routing algorithm that provides 

multipaths by maintaining and building a directed acyclic 

graph at a destination. When links are broken, In TORA, a 

local repair procedure will be invoked at the upstream node. 

The ORMAD optimize the overhead of the routing in path 

discovery and maintenance stages. In 12MR it supports high 

rate streaming and also it minimizes the interference over 

multipaths. In congestion control scheme 12MR does not 

address the problem of robustness and security where the 

first source node delivers a packet on the main path and then 

delivers the next packet on the second path after two packet 

transmission intervals. This process continues until all the 

packets in the queue are transmitted. In 12MR of load 

balancing scheme, the packet loss on primary and secondary 
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path may cause delays. Load balancing algorithm is proposed 

by Lu and Suda which is based on balanced tree structure. 

The routing tree can more effectively balance the load then 

the shortest-path and breadth-first routing schemes. Most of 

the existing multipath routing schemes suffer from the 

following four problems 

 A packet-distributing scheme at the source node 

results in security problems.  

 Because of the susceptibleness of service-oriented 

WSNs, according to the rate on disjoint paths the 

load over the multipaths must be balanced.  

 In WSNs, congestion may decrease the usage of 

channel and cause the packet loss which will lead to 

drop the packet and long packet delay.  

 A multipath evaluation metric is still lacking.  

In this paper, we will address the challenges and present a 

secure and adaptive load-balancing multipath routing 

protocol based on AODV, namely, service-oriented multipath 

AODV (shortly as SM-AODV), which includes the following 

features. 

 A novel technique is proposed by considering the 

security of data delivery. It is the first phase of our 

adaptive load-balancing multipath routing scheme to 

improve the data confidentiality in the service-

oriented WSNs.  

 The path vacant ratio of multipaths is computed by a 

load-balancing approach is proposed for multipaths. 

The path vacant ratio can be used to evaluate the 

load over multipaths.  

 To adaptively adjust packet delivery rate over each 

path an adaptive congestion control scheme is 

proposed, according to the congestion level that 

maintained in the HELLO message.  

 

III. CONGESTION CONTROL SCHEME FOR 

MULTIPATH 

Multipath discovery and maintenance is used to find out 

multipaths between source node to destination node. A link-

disjoint path can be easily found out by the method stated in 

[21]. In link-disjoint paths, the failure of a link will cause the 

failure of single path. Here route discovery procedure is used 

to find a set of link disjoint and loop free paths. The duplicate 

copies of the (RREQ) which arrived at the intermediate nodes 

are not immediately discarded and all received RREQ 

messages are recorded in an RREQ table. To find a new 

node-disjoint path to the source node, each intermediate node 

checks each copy. If a new node-disjoint Path is found, and 

then the node will further check that the reverse path can be 

set up, if so, valid path is established, and the destination 

node will send an routing reply (RREP) message for all 

received RREQ. In this case, the intermediate node will 

forward the received RREP to the nodes listed in the RREQ 

table along with the shortest path to the source node. By this 

way, multipaths can be found. 

 

A. Congestion Control 

Based on buffer occupancy as well as the wireless channel 

load, congestion detection technique is used to detect the 

congestion. The congestion control scheme for multipaths 

includes the following three stages: 1) congestion detection; 

2) congestion control and notification; and 3) congestion 

cancellation and load adjustment. Congestion control scheme 

is proposed, which adaptively adjust the load over the 

multipaths and reduce the congestion to avoid loss of packets 

and thus improve the throughput, reliability and security of 

traffic. The proposed congestion detection scheme can 

provide service ratio and congestion notification when it 

occurs. According to the value of, congestion is divided into 

four levels: 1) No congestion for 1 ≤ pk(r); 2) Light 

congestion for 0.8 ≤ pk(r) ≤ 1; 3) Congestion for 0.4 ≤ pk(r) 

< 0.8 (in this situation, the node will send a CONGEST 

message to its parent nodes on the path Lmij); and 4) heavy 

congestion for pk(r) < 0.4 (under this situation, the node will 

send a RESCHEDULE message to its parents). The details 

can be found in Algorithm 1. 
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B. Congestion Control and Notification for Multipath 

To tune the congestion on multipaths, hop-by-hop rate 

adjustment mechanism is used. The scheduling rate is defined 

as how many packets are scheduled at a time interval from 

the priority queue on the path, as shown in Fig.1. 

 

 

 

 

 

 

 

 

 

 

 

Fig 1. Congestion Path Schedule 
 

C. Congestion Cancellation and Load Adjusting 

To allow the current data packet to be transmitted before 

sending the CONGEST message to the source node, the 

congestion cancellation procedure empties its buffer and 

reduces the amount of backlogged data packets. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

IV. SECURE MULTIPATH LOAD-BALANCING 

ROUTING SCHEME IN WSN. 

SM-AODV includes three phases: packet delivery scheme, 

multipath evaluation and scheduling scheme, and congestion 

control scheme. 

 

A. Phase One: Packet Delivery Scheme 

The threshold secret sharing algorithm is used to split the 

data into multiple shares. Each share is packed into an 

AODV packet, as shown in Fig. 2. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Fig 2. Packet Delivery Scheme 
 

If the data is split into N packets, it can be recovered from 

any received T out of N packets. This is called threshold 

secret sharing scheme which is denoted as (T, N), Where T is 

the threshold. 

 

B. Phase Two: Multipath Evaluation and Scheduling 

Based on AOMDV, multipath is classified into multiple 

levels based on path vacant rate.  
 Multipath Discovery: SM-AODV finds non disjoint 

paths.  

 Evaluation of multipath load balancing.  

 According to the threshold secret sharing algorithm, 

we need to split the load.  

 According to the path vacant rate, load is distributed 

on multipaths. 

 Congestion control module will be set up to monitor 

the CONGEST events. If CONGEST events arrive, 

then congestion control mechanism is invoked and 

according to the CONGEST_LEVEL, load will be 

scheduled.  

 

TABLE I 

SIMULATION PARAMETERS 

Simulation Time 150 sec 
  

Simulation Area 1000*1000m 
  

Transmission Range 120m 
  

Number Of Flows 10 
  

Traffic Type CBR 
  

Packet Size 512 bytes 
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Packet Rate 4,8,12,20 packets/s 
  

Number Of Nodes 100 
  

 

C. Phase Three: Congestion Control 

In this phase, each node checks the HELLO message to 

monitor the CONGEST event. When a node receives 

CONGEST events, it checks the value of 

CONGEST_LEVEL, if it’s higher than one i.e. two or three, 

it means that load must be adjusted according to the 

CONGEST_LEVEL value. Some rules must be followed for 

adjustment, they are as follows: 

 CONGEST_LEVEL = 0: The nodes do not do 

anything. It means that the path is not congested and 

every path is on its best status. 

 CONGEST_LEVEL = 1: It means that the load is 

normal and each path is working well. 

 CONGEST_LEVEL = 2: It means that the paths are 

congested. By reducing the sending rate it has to 

adjust the load. 

 CONGEST_LEVEL = 3: It means that the paths are 

heavily congested and the multipaths must be 

updated. 

 

V. SIMULATION AND PERFORMANCE 

EVALUATION 

Figs. 3–6 show the performance of the proposed SM-AODV 

with different speeds of the nodes from 0 to30 m/s. Fig.3 

shows the packet delivery ratio of the proposed protocols. 

Compared with AOMDV, the proposed SM-AODV shows a 

higher packet delivery ratio by reducing packet loss by up to 

10%. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Fig 3. Packet delivery. 
 

Fig. 4, we can see that SM-AODV shows a lower end-to-end 

delay than AOMDV by up to 5%. SM-AODV achieves less 

delay compared to others, which is because SM-AODV 

schedules the load on multipath. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Fig. 4. End-to-end delay. 

 

Fig. 5 shows the data loss ratio with different paths for 

AODV, AOMDV. SM-AODV achieves the lowest average 

data loss ratios. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Fig. 5. Path data loss ratio with different paths. 
 

Fig. 6 shows the average throughput of the three routing 

protocols. It can be seen that SM-AODV shows higher 

throughput than the other two protocols by up to 40%. 
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Fig. 6. Average delay versus throughput. 

 
VI. CONCLUSION 

To address the limitations of existing multipath routing 

schemes, an adaptive load-balancing multipath routing 

protocol (SM-AODV) uses load balancing, congestion 

control, and secure delivery scheme is developed. In SM-

AODV, the packets are delivered across multipaths using a 

secure and reliable scheme, which unlinks the capabilities of 

the nodes and also offers a alternative optimization which are 

not available in the current systems. By using a secret sharing 

scheme at the source, SM-AODV achieves reliability in 

routing downstream traffic. SM-AODV uses an adaptive 

congestion control scheme, which is effective even in the 

case of node or link failure. This research gives the 

foundation for routing schemes over service oriented 

architecture, which is also expected to have the same impact 

on sensor architectures as service oriented systems had in the 

service systems .Here the nodes are capable of sensing and 

get the information as information collective service. This 

design provides effective performance for multipath and 

enables WSNs to provide reliable application-level services. 
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