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ABSTRACT: In this paper we will discuss about the use of
automaton over cryptography for the key management as
randomness tool for key generation. In automaton we have
a input string as input and it pass through different internal
stages and provides a deterministic or nondeterministic
output. Here we will use the automaton mechanism for
generating secure random number for input for key
generation in any cryptography methodology. In our
ancient way of cryptography method we used random
number generation technique as Lehmer’s scheme and
Blum Blum Shub Scheme. All this random number are
generated for the unpredictability of key string in
cryptography so by using automaton techniques we will use
the random no in binary form and these random number in
binary will then transformed by automaton mechanism.
That output is then again converted in decimal form and
new value of that number will be used for key generations.
These new random numbers play an important role in the
field of cryptography. The security and cryptography
algorithm is based on the use of random numbers in

e Key generation protocol of RSA,

e Key management/distribution of session keys,

e Authentication schemes/digital signature schemes.
Here we will be using transition diagram for our desired
output of the given input.

I. INTRODUCTION
Automata used as the basic design of our computer, in
computer science Automata refer to the study of abstract
computing devices. An automaton has a mechanism to read
input, which is a string over a given alphabet. This input is
written on an “input file”, which is a string over a given
alphabet. Input files is divided into cells, each of which holds
a symbol It defines how all inputs are transformed inside a
machine into desired output.
Automaton has a control unit, which is said to be in one of a
finite number of “internal stages”. The automaton can
change state in a defined way.
A deterministic automaton is one in which each moves is
uniquely determined by the current configuration. If the
internal state, input and contents of the storage are known, it
is possible to predict the future behaviour of the automaton.
This is said to be deterministic automaton otherwise it is
nondeterministic automaton.
Cryptography is a science which is used in encryption and
decryption of data. Cryptography enables you to store
sensitive information or transmit it across insecure network
(like internet) so that it cannot be read by anyone except the
intended recipient. The term cryptography comes from Greek
i.e. hidden- to- write.

Cryptography is a practice and study of hidden information.
In modern times, cryptography is considered to be a branch
of both mathematics and computer science. Cryptography is
used in applications present in technologically advanced
societies; example including the security of ATM cards,
computer password, and electronic commerce, which all
depend on cryptography.

Cipher designing using Automata

In automata we use a set of input string, number of states,
initial stat, and transition function for moving from one state
to another state such that the input string goes to a final state
and provides us a desired output .Here automaton will
increase the quality of keys used for designing cipher which
is done by encryption using keys and those keys are
generated by random numbers.
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In cryptography we use random number generation for key
generation. Random number generation is computational or
physical device designed to generate sequence of numbers
and different patterns. Similarly here we will use automaton
methods for generating number patterns in defined manner
but not exactly known. This will help us in increasing the
efficiency of randomness and unpredictability of generated
patterns. According to cryptography we need this kind of
randomness for making our plane text encryption and
decryption so confidential such that the generated cipher
would be free from correlation attack and algebraic attack. In
total through this paper the strength of generated cipher
using key generation by automaton method enhanced.
Automaton provides optimization in random number
generation.

Il. METHODOLOGY
Random number generation by Universal Turing Machine
The Universal Turing Machine can stimulate the behaviour
of an arbitrary Turing Machine over any
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Any Universal Turing Machine can be programmed to carry
out any calculation that can be performed by a human
mathematician working with paper and pencil in accordance
with some algebraic method. This is what is meant by calling
this machine Universal Turing Machine.

Working of Universal Turing Machine

So here we will use the binary forms of all random sequence
and those patterns are defined by the algorithm by which it
has to be converted in a new random form in Universal
Turing Machine and then plain text is XOR with the key
stored in an array of automaton and using number of times to
encapsulate the plaintext up to a secured level of layers den
the reverse state transition will be the key to DE capsulate the
cipher text into plain text. This process is as shown in figure:
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Implementation

e Plaintext [] : data to be converted into cipher text

e Key[]: key used for encryption process

e No of rounds for layered encryption

e Cipher text generation by any of algorithms of
DES,RSA AES

e The reverse algorithm in Turing machine with state
transition table will help to decryption process of
cipher text.

Future scope

Cryptography using automata will change the key
management technique and enhance the quality or random
number in key generation. This key generation can be
implemented on all encryption and decryption of all
protocols. Just providing the algorithm for designing the
number of our chosen pattern.
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I1l. CONCLUSION
As we have seen a Turing machine can change the technique
for the random number generation such that the complexity
can be increased much number of times and its reverse
process with reverse algorithm will produce the input
numbers as well.
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