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ABSTRACT: A MANET holds wireless mobile node that 

communicates with each other without any infrastructure 

of network or any central base station. In the absence of 

infrastructure the nodes in the manet are autonoumous and 

managed by itself. There is no fixed time in the network 

that nodes of MANETs can join and leaves.The black hole 

is the malicious node that pretend itself as having the 

shortest path to the node to reach the destination. This 

malicious node drops the packets in the network by giving 

the wrong replay for any route request and have no path for 

destination. Here proposed method get rid of the malicious 

black hole node at distributive level. This approach address 

the performance issues of MANET.A new cluster oriented 

concept is proposed to enhance the performance and 

efficiency of the network .Proposed strategy ensure to bring 

best performance of manet in presence of black hole 

attacks. 

 

I. INTRODUCTION 

Mobile adhoc network are the self composed network in 

which it is configure various mobile nodes. MANETs has 

self properties, as the name mobile nodes are arrange in the 

dynamic topological infrastructure is also known as MANET. 

Due to high mobility that affected by the various kind of 

issues. According to the observation there are two main 

issues first how to detect the malicious node and second is 

how to prevent from malicious node to increase the 

performance of the MANET. Due to study, It is perceive that 
there are various method available for the performance issues 

of MANET. Some of them are studied and after that a new 

strategy is proposed and implemented. This paper presents a 

cluster oriented infrastructure for observing and 

communicating the mobile nodes in the networks. Attacks on 

mobile adhoc network can be classified into two categories. 

A passive attack does not disrupt proper operation of the 

network without altering it. The requirement of privacy can 

be violated if an attacker is also able to interpret the data 

gather. Discovery of passive attacks is very difficult for the 

operation of the network itself does not get affected. A way 
of preventing this kind of problem is to use powerful 

encryption mechanisms to encrypt the data being coveyed, 

thus making it impossible for eavesdropped to obtains any 

useful information from the data overhead. An active attack 

tries to change or damage the data, then the normal working 

of the network is interrupt. These can be divided into the two 

categories: external attack and internal attacks. External 

attack are the attack in which nodes that do not belong to the 

network. these attacks prevented by using standard security 

mechanisms such as encryption techniques and fire wall. In 

the internal attacks   The nodes are the part of network. 

 

II. INTRODUCTION OF BLACK HOLE ATTACK 

A black hole is a malicious node that falsely replies for any 

Route Request (RREQ) without having active route to 

specified destination and drops all the receiving packets [1]. 

A Black Hole 
node has two properties: (a) the node enters in AODV by 

represent itself as a valid route for destination. Then it starts 

receiving the packet from the valid node (b) drops the packet 

containing valuable information.  

Single Black Hole Attack: In single black hole attack only 

one malicious node attack on the route[2]. When the source 

node broadcast RREQ message then the malicious node 

takes an advantage of vulnerabilities of AODV protocol. It 

responds with high sequence number to its preceding node in 

the path. Thus source node assumed malicious node as a 

destination node and start the process of data forwarding. 
The malicious node then drop all the packet received. 

Co-operative Black Hole Attack: The number of malicious 

notes is more than one in the network[3]. The overall result 

of cooperative is complete decrease in throughput and 

increase in packet drop ratio in the network. Thus for better 

security and better performance in MANETS it is very 

important to eradicate the Cooperative attack. 

 

III. BRIEF LITERATURE SURVEY 

MANET is the temporary network in which mobile nodes is 

independent to move in or out from the network. 

MANET is build on temporary wireless network and not 
required any fixed infrastructure as well as centralized 

administration. Due to non availability of network 

infrastructure and autonomous behavior of nodes, network is 

vulnerable to many attacks. Most commonly found attack, 

man in middle attack, deniel of service attack, 

impersonation, eavesdropping attack, black hole attacks, 

gray hole attack. 

AODV routing protocol is a source initiated on demand 

routing protocol. Each mobile nodes maintains a routing 

table that maintain the next hop node information for a route 

to destination. Black hole is responsible for loss in the 
network by receiving the packet and dropping the receive 

packet that has to receive by the destination. Therefore there 

is need to detect and prevent the MANET from the malicious 

black hole nodes. This lead to improve the performance of 

MANET by lowering the route of packet drop ratio and 

increasing the detection rate of malicious node which gives 

the through put ratio more which enhance the network 

performance. 

Methodology used 

1. Start 

2. Deploy mobile in the network 
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3. Organize the network(into cluster) Decided  position of 

every nodes 

4. Choose source node 

5. Select the cluster head which has lesser distance from the 
source node. 

6. Nodes which will reply to cluster head hello message will 

become a part of cluster 

7. Introduce  cooperative malicious node(black hole) in 

networks 

8. Dectection of black hole node node using cluster head. 

If (member node ack with data to cluster head )->detection of 

black hole nodes using cluster header. 

Else(Assign node as malicious node) 

9. Detection of black hole node using cluster header 

If(cluster head does not ack with data pack)->Discovery of 

new cluster head Else (continues packet forwarding) 
10. Dicovery of new cluster head 

If(new member ack with cluster header)->Assign that 

member node as a new cluster head 

Else 

Assign node as malicious node 

11 Continue packet forwarding till destination is reached 

12. end 

 

IV. CONCLUSION 

Our approach is to detect the malicious node successfully in 

the entire network and the results will be predicted to be 
more efficient than the existing approach of safen route 

method with high packet delivery ratio as well as high 

detection rate of black hole node nodes. 
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