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Abstract:  Wireless sensor networks provide all the
information you need without wires, so the system can be
monitored and environmental changes can be detected.
Wireless Sensor Networks, which are self-configured and
take no infrastructure whatsoever, gather data from their
location to be examined and analyzed. The networks can
collect a number of factors, like temperature, sound,
vibration, pressure and so on. These papers review the
concept of the Wireless Sensor Networks and also provide
the glimpse over the concept of security in wireless sensor
networks.
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1. INTRODUCTION
Wireless Sensor Networks are networks that can transmit data
or information to a sink, which is where the information is
often observed and analyzed. These networks are sometimes
self-configured and infrastructure-less. [1]

A base station or sink is basically an interface between the
user and the network. It converts information from the
(wireless) sensor network by injecting queries and gathering
results from the sink. [1]

Sensory nodes can communicate wirelessly by using radio
signals. The sensory nodes are equipped with sensors which
monitor the environment, as well as radio transceivers,
computing devices, and power components.

Wireless networks are limited by many factors. They have
scarce resources, as well as limited processing speed, storage
capacity, and communication bandwidth. It is the
responsibility of these nodes to organize an appropriate
networking infrastructure, which often uses multi-hop
transmission in doing so. [1]
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Fig 1. Wireless Sensor Networks

There are sensors that are collecting data, and they will
respond with the appropriate instructions. There are two types
of sensor nodes, continuous and event-driven. To determine
location and positioning, GPS or Global Positioning System
can be used. Sensors and actuators are often used in tandem
with one another to detect new conditions. These networks are
called Wireless Sensor Networks or Actuator Networks. [2]

Types of WSN

The five types of WSNs are based on their environment are:

e Terrestrial WSN: A different type of wireless sensor
network is a terrestrial WSN. These networks are
designed to interact with base stations in an efficient
manner. Terrestrial wireless sensor networks are
comprised of a large number of wireless nodes, and can
be structured or unstructured. When a structured
terrestrial WSN is used, nodes are deployed in the shape
of the desired pattern and follow the planned pattern.
Unstructured wireless sensor networks distribute nodes
randomly within the given area. Nevertheless, both types
of networks work by conserving energy with lower duty
cycle operations, optimizing routing patterns, and
delaying minimal data. [2]

e Underground WSN: Underground wireless sensor
networks are more expensive than terrestrial wireless
sensor networks, because they need additional nodes that
can recharge the devices. Underground wireless sensor
networks employ limited battery power and are hard to
recharge. Underground sensor networks are not as cost
effective as terrestrial WSNSs, and deployments require
more planning. UWSNSs, or underground wireless sensor
networks, have to be concealed and underground for
observation, and must be able to communicate over a
long distance. [3]

e Underwater WSN: Underwater Wireless Sensor
Networks collect data from sensor nodes and vehicles.
These networks can be found in oceans, lakes, rivers, and
more. It’s challenging to network underwater because
communication can be hindered by a long propagation
delay and bandwidth failure. WSNs are equipped with
limited batteries with no ability to recharge. The
difficulty of conserving recording energy is due to the
need for underwater communication techniques. [3]
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Fig 2. Underwater WSN

e Multimedia WSN: Sensor nodes in a multimedia
wireless sensor network capture data like images, videos,
and audio. They enable tracking and monitoring of
events in multimedia. Multimedia WSNs share sensory
data with one another, over Wi-Fi. One issue with
multimedia WSN is high bandwidth consumption. [4]

e Mobile WSN: Mobile wireless sensor networks include
the ability to create nodes that are mobile and can
interact with their environment. These sensor networks
can also compute and communicate. Mobile wireless
sensor networks have improved coverage and channel
capacity, among other benefits. [4]
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Fig 3. Mobile WSN

Applications of WSN

WSN have many applications and they can be applied in
various fields, we have highlighted some of them,

e Devices that use WSNs might be important for military
operations and may be used in surveillance,
investigation, control, communications, computing and
much more. [5]

e In the application of monitoring, sensors are placed over
an area in which some displays are observed. When the
sensors notice an event such as temperature, pressure, or
sound, these occurrences can be communicated to a base
station which then takes appropriate action.

e Quickly detect the likelihood of traffic conditions using
instant statistics on traffic and alert drivers about any
future issues. [5]
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Use in medical applications include: diagnostics,
management, integrated patient monitoring and
management, tele-monitoring of human physiological
information, medical practitioners or patients inside the
medical facility. [5]

Broadly speaking, WSNs have a variety of
environmental applications. These include sensing
oceans, seas, and soil. They can also detect forest fires
and be used to monitor greenhouse gases.

WSNs can be employed for monitoring the movement of
diverse structural projects. For example, buildings and
flyovers, bridges, roads, embankments and tunnels can
be monitored remotely to reduce expenses from physical
site visitations. [6]

One of the primary ways autonomous networks are
implemented is for automated maintenance, to reduce
costs and provide surprises innovations. Industrial
installers often find that conventional wired sensor
networks become difficult to set up as the installation
progresses.

WSNs can create assistance for farmers, ranging from
maintaining wires in difficult environments to I-devices
for more effective irrigation. [6]
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Fig 4. Applications of WSN

Limitations of WSN

Problems with hardware also come into play, such as
energy and limited space. Hardware constraints are used
in discussing artificial intelligence as a limiting factor of
current technology. [7]

In a WSN, three communication methods are used;
direct, clustering-based, and multi-hops. Direct
communication consists of sending data to a managing
node where it is processed with backend data centers.
Clustering communications are made up of mutually
independent clusters where the head nodes collect local
information to process. Multi-hops uses neighboring
nodes as relay points because sensor range is limited and
each message can reach its destination by taking an
indirect path.

Scalability is a problem as the number of sensor nodes
increases. Networking should still work no matter how
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many sensor nodes are placed, without impacting
bandwidth.

e Many exceptions have been addressed in sensor
networks, such as sensors crashing. The strategies of
fault tolerance can be used to keep the network going.

e Power saving: when there are sensors monitoring an
environment of interest, the life span can be extended if
there is a power saving mechanism. One-way sensors
could be saving power is by transmitting less data.

e The materials to produce a sensor network are not as
expensive as one might expect, and the applications for
these networks vary from data processing, to weather
forecasting.

e In a clustered Wireless Sensor Network (WSN), sensor
nodes are organized into many clusters, with cluster
controllers collecting sense data from other sensor nodes
in the managed cluster. One benefit of managing WSNs
this way is that mobility is not as important. [7]

WSN Security

With no central authority, there are security threats in a WSN.
One such is when a malicious node imitates one of the
network's nodes and tricks other nodes into incorrect data.
Wireless sensor networks are extensively used in many
applications to provide real-time readings and information.
However, due to their limited resources, they face new
challenges like centralized management and device
heterogeneity. Communications in sensor networks for
healthcare are mostly wireless. With this, it can result in
various security threats that can pose serious problems to the
individual using wireless devices. [8]

In most WSNs, there is a challenge with limited resources and
high security parameters. One example of these security
parameters is authentication with nodes, along with data
confidentiality, anti-compromise and resilience against
network analysis. In order to determine which nodes are
trustworthy, the deployment sensors must be authenticated by
the manager node or cluster head. Unauthenticated nodes can
be isolated from WSNSs during the authentication procedure.

(8]

Sensors transmit important packets, which must be protected
by encryption to ensure that information is not intercepted,
modified and analyzed. If a packet is intercepted, an
eavesdropper can modify and analyze the contents to find
valuable data in a network. In wireless sensor networks,
malicious attacks are a major concern. The network of nodes
is distributed in space and without any central authority
controlling them. This is particularly true for Wireless Sensor
Networks. If the packets transmitted between devices and the
manager node are intercepted and modified, valuable
information could be discovered by eavesdroppers. [9]

CONCLUSION

These networks have potential applications in industrial,
transportation or buildings areas as they can offer significant
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benefits such as improved reliability and energy performance
optimization. Wireless Sensor Networks offer many types of
applications for a comfortable and cost-effective intelligent
life. Using wireless networks, we can monitor air, noise, and
health care.
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